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Abstract of the Dissertation

Computer-aided cryptography is an emerging area of research concerned with
the application of formal methods and techniques from automated reasoning in
cryptography. It allows cryptographers to outsource tedious or error-prone tasks
to computers (including mundane parts of the analysis and validation of cryp-
tographic proofs, verifying complex calculations or exploring design spaces of
cryptographic constructions). Computer-aided cryptography has been success-
fully applied to the analysis of several primitives in classic public-key systems
and symmetric schemes. However, it is still not clear how automated meth-
ods can be applied to more recent and advanced constructions. In this thesis
we develop new techniques and tools to broaden the scope of computer-aided
cryptography, with special emphasis on pairing-based cryptography.

Our first contribution consists of a novel method (and an implementa-
tion) for automatically checking the security of cryptographic schemes (such as
structure-preserving signatures, message authentication codes or assumptions
defined over bilinear groups) in the generic group model, under strong standard
definitions of security. Our work improves on previous works, which consider
weaker security models. Our new approach allows us to reduce the security of
schemes to the absence of solutions to a system of constraints. We then de-
velop dedicated constraints-solving algorithms for testing that the systems are
unsatisfiable.

Our second contribution focuses on attribute-based encryption (ABE). More
precisely, we present several new results about predicate encodings, a crypto-
graphic primitive that can be used to build ABE in a modular way. We propose
a purely algebraic formulation of the notion of privacy for predicate encodings,
that leads to several new applications, such as logical combinations of pred-
icate encodings and optimization techniques that resulted in improved ABE
constructions (with extra features and better performance).
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Our third contribution builds on the first two. We provide, for the first time,
computer-aided techniques and algorithms (plus an implementation) for auto-
matically proving the security of attribute-based encryption constructions in the
generic group model. Our method allows us to deal with indistinguishability-
based security definitions (as is required for ABE), which is a very important
achievement. Previous works on automated analysis mainly focused on compu-
tational security experiments instead.

As a last contribution we also study indifferentiability of symmetric construc-
tions (such as different variants of Feistel networks or Even-Mansour ciphers).
Unlike in our previous contributions, where our analysis was oriented towards
proof search, here we focus on formalizing and synthesizing attacks. We develop
methods for fully automated attack search. First, we formally define the notion
of universal indifferentiability distinguishers and provide methods for proving
the universality of candidate distinguishers. Then, we develop (and implement)
heuristics that take the description of a cryptographic component and try to
find a universal distinguisher for it.

All our contributions share a common methodology: we leverage techniques
from formal methods, expressing cryptographic constructions and security def-
initions in a symbolic language. We then provide computational soundness
theorems for such symbolic models that guarantee that the conclusions derived
symbolically can be lifted to the actual non-symbolic model. We demonstrate
the effectiveness of our approaches by developing several tools that implement
our techniques, which are then evaluated on a wide range of examples from the
literature. The results presented in this thesis expand the scope of computer-
aided cryptography, capturing stronger security notions and new settings.
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Resumen de la Tesis Doctoral

La criptografia asistida por ordenador es un area de investigacion cada vez mas
popular que estudia la aplicacién de métodos formales y técnicas de anélisis
automatizado a la criptografia. Permite que los criptografos deleguen en un
ordenador algunos célculos tediosos y propensos a errores (por ejemplo, partes
rutinarias del analisis y validacion de pruebas criptograficas, verificar célculos
complejos o explorar diferentes variantes de construcciones criptograficas). La
criptografia asistida por ordenador ha sido utilizada con éxito para el analisis de
varias primitivas, tanto en sistemas de clave-ptblica clasicos, como en sistemas
de clave simétrica. Sin embargo, todavia no estd muy claro como se podrian
aplicar dichos métodos automatizados a las construcciones mas recientes y avan-
zadas. En esta tesis se desarrollan nuevas técnicas y herramientas que amplian
el alcance de la criptografia asistida por ordenador, con especial énfasis en la
criptografia basada en pairings.

La primera contribucion se trata de un nuevo método (con su correspon-
diente implementacion) para comprobar la seguridad de esquemas criptografi-
cos (como structure-preserving signatures, message-authentication codes o asun-
ciones definidas sobre bilinear pairings) de forma completamente automética y
garantizando niveles de estandarizados de seguridad. Primero, nuestro nuevo
método estudia como reducir la seguridad de dichos esquemas a la ausencia
de soluciones a sistemas de restricciones. Después, desarrollamos técnicas para
resolver dichos sistemas y demostrar que no admiten ninguna solucién.

La segunda contribucion se centra en attribute-based encryption (ABE). Méas
concretamente, presentamos nuevos resultados sobre predicate encodings, una
primitiva criptografica que se utiliza para construir ABE de manera modular.
Proponemos una caracterizaciéon puramente algebraica de la nocion de privaci-
dad de los encodings, que da lugar a diversas nuevas aplicaciones: combinadores
logicos de predicate encodings y técnicas de optimizacion que han resultado en
construcciones de ABE mejoradas (con nuevas propiedades y mejor eficiencia).
Ademas, nuestra caracterizaciéon hace posible nuestros siguientes resultados.



La tercera contribucién construye sobre las dos primeras. Proponemos,
por primera vez en criptografia asistida por ordenador, técnicas y algoritmos
(ademés de una implementacion) para demostrar automaticamente la seguri-
dad de construcciones ABE en el generic group model. Nuesto método permite
estudiar experimentos de seguridad basados en indistinguibilidad (como require
ABE), lo que supone un logro muy importante. Los trabajos anteriores sobre
andlisis automatico se centraban especialmente en experimentos de seguridad
computacional.

Como tltima contribuciéon también estudiamos la nocion de indiferenciabili-
dad en construcciones de clave simétrica (como por ejemplo, diferentes variantes
de Feistel networks o cifrados Fven-Mansour). Al contrario que en nuestras
primeras contribuciones, donde nuestro analisis estaba orientado a la bisqueda
de demostraciones, aqui nos centramos en formalizar y sintetizar ataques. De-
sarrollamos métodos para automatizar la bisqueda de ataques. Primero, defini-
mos formalmente el concepto de distinguidor universal y proporcionamos méto-
dos para probar la universalidad de distinguidores candidatos. Después, desa-
rrollamos e implementamos heuristicas que toman como entrada la descripcion
de una componente criptografica y tratan de encontrar un ataque universal.

Todas nuestras contribuciones comparten una metodologia comtn: utiliza-
mos técnicas de la teoria de métodos formales, expresando las construcciones
criptograficas y sus definiciones de seguridad en un lenguaje simbolico. A con-
tinuacién, proporcionamos teoremas que garantizan su wvalidez computacional
de forma que las conclusiones obtenidas simbolicamente se puedan extrapolar
al modelo real sin simbolos. Ademas, demostramos la efectividad de nuestros
métodos a través de varias herramientas que implementan nuestras técnicas y
que han sido evaluadas en un amplio conjunto de ejemplos de la literatura. Los
resultados presentados en esta tesis amplian el alcance de la criptografia asis-
tida por ordenador, permitiendo el analisis de nuevas primitivas y garantizando
mejores nociones de seguridad.

vi



A mi hermano, mi madre y mi padre






Acknowledgements

Me gustaria mostrar mi agradecimiento a todas las personas que me han ayu-
dado de alguna forma a haber logrado terminar mi tesis doctoral. A todas las
que me han apoyado, enseniado, inspirado, animado, divertido, distraido, y ofre-
cido su tiempo e interés, aunque no mencione a todo el mundo, no me olvido
de vosotros.

Haber llegado hasta aqui, en parte, se lo debo a la persona que me dio
la idea de hacer un doctorado. Mariemi, muchas gracias por haberme ani-
mado a hacerlo y por todo tu interés, apoyo y confianza en mi. Gracias, Gilles,
por haberme dado esta oportunidad de aprender tanto en un entorno tan es-
timulante, por haberme ensenado a trabajar de forma independiente y por tu
confianza. Benedikt, thank you for all your help, especially during the begin-
ning of my PhD, without you, it would have been impossible. Dario, muchas
gracias también a ti, por toda tu ayuda durante estos anos. 1E5& A, thank
you for giving me the opportunity of working in such an amazing environment,
NTTIEF#\ ! Thanks a lot for all your time and for having taught me so much.
And thank you too, 73 A, for so many nice discussions and all your time
and help, ARYicHH e H)TInwEd, T @WELWTT., [ also want
to thank all my friends from NTT Laboratories for being so nice with me. Es-
pecially Avic and Hridam, thanks for so many good moments together. Thanks,
Mehdi& A, for your help and for showing us the best of Tokyo gastronomy. And
of course, thank you so much, {FFi 3 A, for all your help, ‘mdWETT !
Thank you, Aishwarya, for all your energy and good mood, my first conference
trip would not have been the same without you. Obviously, undoubtedly, I to-
tally appreciate remembering every unexpected moment past, Itsaka, seriously,
json extremadamente divertidos! estuvo bien, ocurrente, tinico, jtaré! Thank
you to all my co-authors, especially Romain, for our fruitful discussions and the
nice moments together. Muchas gracias a todos mis companeros de IMDEA,
por todos los buenos momentos que hemos pasado juntos y por todo vuestro
apoyo en momentos dificiles. A Ignacio y Antonio, por vuestros ttiles comen-
tarios sobre como mejorar la introduccion de este documento. Y en especial
a aquellos con los que mas tiempo he compartido: Dr.Nappa, I'opan, Damir,
Miriam, Sergio, Aprem, Harams, Platon, Pedro, Alex.

X



Luca, tidevo ringraziare per tante cose: per essere stato il migliore compagno
di ufficio che si puo avere (tranne che per i coppini quando ero concentrato),
per insegnarmi la tua lingua, per avere avuto tanta pazienza nel rispondere alle
mie domande e per avermi aiutato con tutti i miei problemi. Chana, ha sido un
placer conocerte y determinante para el final de mi doctorado, je te dois une
fiere chandelle! Muchas gracias por todo tu tiempo, ilusion, por toda tu energia
y por contagiarme de ella, tu es ouf! Muchas gracias a mis amigos de ajedrez,
por tantos buenos momentos de distraccion y diversiéon y en especial a Ricardo,
gracias por tu buen humor y tu ilusiéon. A mis amigos de la Casa de la Moneda,
por todo vuestro interés y singular humor, especialmente a Luis, muchas gracias
por todo lo que me has ensenado y por todo tu interés y a Andrés, por seguir
interesandote y compartiendo frikadas. A mis mejores amigos de la universidad,
Santi, Alex, Marfa, Carlos, gracias por vuestro interés y por haber compartido
tantos buenos momentos conmigo en los tdltimos anos. Gracias a mis mejores
amigos de siempre, Antonio y Marta, me gusta seguir sabiendo de vosotros y
que hayais estado siempre ahi.

Irene, ti eres sin duda la persona que mas me ha ayudado a sacar este
proyecto adelante. Gracias por todo tu carino, tu tiempo, por haber compartido
todo conmigo, por haberme animado en los momentos de desmotivacion y por
nunca dejar que me rindiera. Por preocuparte a veces ti més que yo por mi
propia tesis y por que lo siguiera intentando. Haber terminado esta tesis te lo
debo a ti, muchas gracias de corazon.

Elena, muchas gracias por toda tu ayuda en estos ultimos meses de mi
doctorado, no sé qué habria hecho sin ti... Muchas gracias por todo el tiempo
que hemos compartido, por preocuparte tanto, por ser tan buena conmigo,
porque eres la persona mas optimista que conozco (o que existe) y la mas
importante para mi. Gracias por contagiarme de tus ganas de vivir. Me siento
muy agradecido y muy afortunado por haberte conocido.

Me gustaria terminar ddndome las gracias a mi, por no haberme rendido
nunca. Y a toda mi familia, por haberse interesado siempre y haberme apoyado
en todo momento. Y por ultimo, a las tres personas a las que dedico este
trabajo: mi hermano, mi madre y mi padre. Por su apoyo incondicional, una
de las cosas mas valiosas que existen.



Contents

1 Introduction 1
1.1 Cryptography . . . . . . . . . . .. . 1
1.2 Computer Assistance . . . . . . . . . . . ... 4
1.3 Research Questions . . . . . .. ... ... ... ... ...... 6
1.4 Thesis Contributions . . . . . . ... ... .. ... ....... 8
1.5 Thesis Organization . . . . . . . .. .. ... ... ..... 14

2 Preliminaries 15
2.1 Definitions . . . . . . ... 16

2.1.1 Bilinear Groups . . . . . . . .. ... . oL 16
2.1.2 Digital Signature Scheme . . . . . . ... ... ... 17
2.1.3 Encryption Scheme . . . . . .. ... 0oL 18
2.1.4 Identity-Based Encryption . . . .. ... ... ...... 21
2.1.5 Attribute-Based Encryption . . . . ... ... 21
2.1.6  Monotone Access Structures . . . . . . . .. .. ... .. 24
2.2 Standard Model in Cryptography . . . .. ... .. .. ... .. 24
2.2.1 Hardness assumptions . . . .. ... ... ... ..... 25
2.2.2  Example of proof in the Standard Model . . . . . . . .. 27
2.3 Generic Group Model . . . . . .. . ... oL 28
2.3.1 Example of proof in the Generic Group Model . . . . . . 29
2.3.2  Why use the Generic Group Model . . . . . . ... ... 31

3 Unbounded Analysis of Constructions in the GGM 33

3.1 Introduction . . . . . . . .. ... ... 33
3.1.1 Technical overview . . . .. ... ... ... ....... 35
3.1.2 Related work . . . ... ... ... ... .. ... ... 36
3.1.3 Notation . . . . ... .. .. ... 38

3.2 Translating Security Experiments into Constraints . . . . . . . . 38
3.2.1 Security Experiment Definition . . . .. .. .. .. ... 38

xi



Contents

3.2.2  Winning Constraints . . . . . . .. .. ... ... ....
3.2.3 Translation from sec. experiments to winning constraints

3.3 Constraint Solving . . . . . . .. ... oL
3.3.1 Constraint solving rules and soundness . . . . . .. ...
3.3.2 Simplification rules . . . . . ... oL Lo
3.3.3 Introducing and simplifying Coeff constraints . . . . . .
3.3.3.1 Proving Coeff to be zero . . . . . . . ... ...

3.3.4 Case distinctions and contradictions . . . . . . . ... ..
3.3.5  Grobner Basis simplification . . . . . .. ...
3.3.6 Example: Proof of EUF-CMA for SPS . . . . .. ... ..

3.4 Implementation and Case Studies . . . . ... .. ... .. ...
341 Casestudies . . . . . ...

ABE: Algebraic Characterization of Privacy
4.1 Introduction . . . . . . . ... L
4.1.1 Priorwork . . . .. ...
4.1.2 Comparison with AC17 . . . . .. ... .. ... ... ..
4.1.3 Notation . . . . . . .. ..o
4.2 Background . . ... ..o
4.2.1 Predicate Encodings . . . . . . ... ... oL
4.2.2 Tag-based encodings . . . . . ... ..o
4.2.3 Pair Encodings . . . . ... ... o000
4.3 Predicate encodings: properties and consequences . . . . . . ..
4.3.1 Algebraic properties of predicate encodings . . . . . . . .
4.3.2 Optimizing predicate encodings . . . . . . ... .. ...
4.3.3 Combining predicates . . . . . . .. ... ... ...
4.3.3.1 Disjunction . . . .. ... ...
4.3.3.2 Conjunction . . . . . .. ... L.
4.3.3.3 Negation . . ... ... .. ... .. ...
4334 Dual . . . ..o
4.4 Tag-based Encodings . . . . . . . ... ... L.
4.5 Pair Encodings . . . . . ... o
4.5.1 FEmbedding Predicate Encodings into Pair Encodings
4.5.2 Comparison between encoding transformations . . . . . .
4.6 Constructions . . . . . . . . .
4.6.1 Combining predicates . . . . . . . ... .. ... ...
4.6.1.1 Dual-Policy ABE . . . . ... ... ... ....
4.6.1.2 Revocation . . ... ... ... 00,
4.6.2 Improved predicate encodings . . . . ... ... ... ..
4.6.2.1 Boolean formulas . . . . ... .. ... ... ..
4.6.2.2 Arithmetic span programs . . . . . . .. .. ..

x1i

42
46
46
47
49
50
54
%)
26
60
60

81



Contents

4.6.3 Extrafeatures . . . . . . .. .. ...
4.6.3.1  Attribute-hiding for boolean formulas. . . . . .
4.6.3.2 Delegation. . . . . .. ... ...

4.7 Flexible boolean combinations . . . . . ... ... ... 0L
4.8 Obtaining more efficient encodings . . . . . . . .. .. .. ...
4.9 Concrete encodings . . . . . . ... Lo

4.9.1 Predicate encoding for v-inner product . . . . . . .. ..

4.9.2 Generalized encoding for broadcast encryption . . . . . .

4.9.3 Tag-based encoding for root sharing of polynomials . . .

Attribute-Based Encryption in the Generic Group Model
5.1 Introduction . . . . . . . .. ...
5.1.1 Approach . . . ... ... ...
5.1.2 Related work . . . . ... ... ... ... .. ...
5.1.3 Notation . . . . ... .. ... ... o
5.2 Rational-Fraction Induced ABE . . . . . ... ... .......
5.2.1 Rational fractions . . . . . . .. ... ... ... ... ..
52.2 RFI-ABE . . . . .. .. . ... ...
5.2.3 Symbolic security. . . . . .. ..o
5.2.4  Security in the Generic Group Model. . . . . . . .. ...
5.3 Pair Encodings . . . . ... ... Lo
5.4 Concrete RFI-ABE . . . . . . .. ... ... ... ... .. ...
5.4.1 Identity-Based Encryption (IBE) . . ... ... ... ..
5.4.2  Inner-Product Encryption (IPE) . . . ... ... ... ..
5.4.3 ABE for boolean span programs. . .. ... .. .. ...
5.5 Automated proofs . . . . . . ... L
5.6 Performance evaluation . . . . . . . ... ... ... .......
5.7 Concluding remarks . . . . . .. ... o000

Automated synthesis of indifferentiability attacks

6.1 Introduction . . . . . . .. .. ... ...
6.1.1 Approach . . . .. ... .. ... ...
6.1.2  Our contributions . . . . . . .. ... L oL
6.1.3 Motivation: indifferentiability of Feistel networks

6.2 Preliminaries . . . . . . . . . . .. e
6.2.1 Notation . . . . . .. .. ... o
6.2.2 Indifferentiability security game . . . . . .. .. .. ...
6.2.3 The problem statement . . . . . . .. ... ... .....
6.2.4  Algebraic distinguishers . . . . .. ... Lo
6.2.5 Algebraic operations . . . . ... ...

6.3 Syntax and Semantics for algebraic distinguishers . . . . . . ..

xiii

97

97

99

99
101
101
101
103
105
106
111
114
115
117
118
126
132
134



Contents

6.3.1
6.3.2
6.3.3
6.3.4

6.4 Symbolic Model and Master Theorem

6.4.1
6.4.2
6.4.3

6.5.1
6.5.2
6.5.3
6.5.4

6.6.1
6.6.2

6.6.3

Syntax of distinguishers . . . . .. .. ... ... ...
Semantics of distinguishers . . . . . . ... ...
Semantics of simulators . . . . .. ... ... ...

Characterization of universal algebraic distinguishers

Symbolic semantics of distinguishers . . . . . . .. ..
Universal symbolic distinguishers . . . . . .. ... ..
Master Theorem . . . . . .. ... ... ... .....
6.5 Analyzing the universality of distinguishers
Basic definitions . . . . .. ..o o000 oL
Deductibility and static equivalence . . . . . . . .. ..
Deducibility constraints . . . . .. .. ... ... ...
From distinguishers to systems of constraints . . . . . .
6.5.4.1 Non-branching distinguishers . . . . .. . ..
6.5.4.2 Branching distinguishers . . . . . .. .. ...
6.6 Implementation and automated attacks
Case studies (proving universality of distinguishers) . . .
Automated attacks search . . . . ... ...
6.6.2.1 Heuristic1 . . ... ... .. .. ... ....
6.6.2.2 Heuristic2 . ... .. ... ... ... ...
6.6.23 Results . .. ... ... L.
Concluding remarks . . . . .. ... ... ... ... ..
6.7 Proof of Master Theorem (Theorem 20)
6.8 Distinguishers mentioned in Section 6.6

7 Conclusions & Future Work

Bibliography

xiv



3.1
3.2
3.3
3.4
3.9
3.6
3.7
3.8
3.9

4.1
4.2
4.3
4.4
4.5
4.6

5.1
5.2
2.3
5.4
2.9
2.6
5.7

6.1
6.2
6.3
6.4

List of Figures

SPS-scheme in Type Il setting . . . . . . . ... .. ... .... 41
Grammar for winning constraints . . . . . . ... ... ... 42
Definition of the evaluation function eval, . . . . . . .. .. .. 43
Grammar for simplified winning constraints . . . . . . .. . .. 47
Equivalences for simplifying constraints . . . . . . . .. .. ... 48
Rules for introducing and simplifying Coeff expressions . . . . . 49
Rules for dealing with contMon . . . . . . . . ... .. ... .. 52
Rules for performing case distinctions and contradictions . . . . 54
Input file for the SPS scheme from Figure 3.1 . . . ... . ... 60
Scalability of the PE for revocation . . . . ... .. .. .. ... 85
Equivalent encodings of a policy using Pand P . . . . . . . .. 86
Improved predicate encoding for boolean formulas . . . . . . .. 88
Improved predicate encoding for ASP vs original encoding . . . 89
Example of delegation of keys for monotonic boolean formulas . 92
Example of fixed structure for inequalities . . . . . .. ... .. 94
Roadmap of ourresults . . . . . .. ... ... ... ....... 99
(p,m,sE,rE,Pair)-RFI-ABE . . . . . ... ... ... ... .... 104
Experiments for the Generic and Symbolic models . . . . . . . . 107
Gamey, for the proof of Theorem 17 . . . . . . .. ... ... .. 108
Input file for the symbolic security of IBE 1 and interpretation . 128
Grammar for symbolic constraints . . . . . . .. .. ... 130
Execution time for different IBE schemes . . . . . . .. .. ... 133
Indifferentiability security experiment . . . . . . . . . . ... .. 136
Scheme of a k-rounds Feistel network . . . . . ... .. .. ... 139
Distinguishers for 3-rounds Feistel . . . . . . . ... .. .. ... 141
Classification of cryptographic components . . . . . . . . .. .. 144

XV



List of Figures

6.5
6.6
6.7
6.8
6.9
6.10
6.11
6.12
6.13
6.14
6.15
6.16
6.17

Scheme of /-rounds Iterated Even-Mansour . . . . . .. ... .. 145
Grammar &, for expressions . . . . ... ... L 146
Simplification rules for expressions . . . . ... ... ... ... 146
Syntax of algebraic computation for distinguishers . . . . . . . . 148
Translation to system of constraints . . . . . . ... .. .. ... 160
Branching attack on 3-rounds Feistel . . . . . .. ... ... .. 161
Input files for the fully automated attack search . . . . . . . .. 165
Attack on 1-round Iterated Even-Mansour . . ... ... .. .. 172
Attack on 2-rounds Iterated Even-Mansour . . . . . ... .. .. 172
Attack on 2-rounds palindromic-Feistel . . . . .. ... ... .. 173
Attack on k-rounds palindromic-Feistel . . . . . ... ... ... 173
Attack on 4-rounds Feistel network . . . . ... ... ... ... 173
New attack on 5-rounds Feistel found with our tool . . . . . .. 174

xvi



3.1
3.2

5.1
5.2
2.3
0.4

6.1
6.2

List of Tables

Case studies . . . . . . . .. Lo 61
Synthesis results for SPS schemes in Type T and Type Il . . . . 62
Comparison of KP-ABE and CP-ABE schemes . . . . . . . ... 115
Selected constraint-solving rules . . . . . .. ... ... 127
Encodings analyzed with our automatic tool . . . . .. . .. .. 131
Key and ciphertext sizes of IBE algorithms . . . . . . . ... .. 133
Case studies (checking universality of distinguishers) . . . . .. 164
Results on fully automated attacks search . . . . ... ... .. 166

xXvil



Xviil



List of Publications

This thesis comprises four papers. The first three have been published in top
peer-reviewed academic conferences, while the fourth one is work in progress
that will be submitted soon to a top conference (such as EuroCrypt or Crypto):

* Automated Unbounded Analysis of Cryptographic Constructions in the
Generic Group Model
Miguel Ambrona, Gilles Barthe, Benedikt Schmidt.
In Proceedings of EuroCrypt 2016. [18|

* (eneric Transformations of Predicate Encodings: Constructions and Ap-
plications
Miguel Ambrona, Gilles Barthe, Benedikt Schmidt.
In Proceedings of Crypto 2017. [19]

o Attribute-Based Encryption in the Generic Group Model: Automated Proofs
and New Constructions
Miguel Ambrona, Gilles Barthe, Romain Gay, Hoeteck Wee.
In Proceedings of ACM CCS 2017. [17]

o Automated synthesis of indifferentiability attacks
Alejandro Aguirre, Miguel Ambrona, Gilles Barthe, Serdar Erbatur.

I contributed in the elaboration of all of them as the main author. Every
work comes with an implementation of the methods and techniques described
in it. I am the main developer of all these tools and they are publicly available
and open-source.

XX



List of Publications

The source code corresponding to every work can be found respectively in:

® https://github.com/generic-group-analyzer/gga-unbounded

https://github.com/miguel-ambrona/abe-relic

https://github.com/miguel-ambrona/ggm-symbolic-solver

https://github.com/miguel-ambrona/indiff

Other conference articles co-authored during the term of my PhD grant, but
not included in this dissertation:

* Lower Bounds on Structure-Preserving Signatures for Bilateral Messages
Masayuki Abe, Miguel Ambrona, Miyako Ohkubo, Mehdi Tibouchi.
In Proceedings of SCN 2018. [1]

* Signature Schemes from SS-NIZK Arquments for any Language without
Language Eztension
Masayuki Abe, Miguel Ambrona, Miyako Ohkubo.
Under submission (EuroCrypt 2019).

XX


https://github.com/generic-group-analyzer/gga-unbounded
https://github.com/miguel-ambrona/abe-relic
https://github.com/miguel-ambrona/ggm-symbolic-solver
https://github.com/miguel-ambrona/indiff

Introduction

Rerum omnium magister usus.
(Ezperience is the teacher of all things.)

Julius Caesar, BC 40

Computer assistance is an emerging practice in the design and verification
of cryptographic primitives and protocols. Automated analysis contributes fa-
vorably to the development of cryptography and it is feasible in an increasing
number of subareas of this discipline.

In this thesis, we advance its feasibility in the framework of selected emerg-
ing cryptographic primitives such as Attribute-Based Encryption, Structure-
Preserving Signatures and others.

1.1 Cryptography

Cryptography has been a very powerful tool for humans throughout history.
One of the first documented uses of cryptography can be attributed to Julius
Caesar [183], who used to apply a very simple transformation to the written
commands he was transmitting by horseback messengers during the Gallic Wars.
This technique prevented the enemy from making sense of the crucial informa-
tion that was being transmitted in case the messenger was captured. However,
the legitimate receiver of the directive knew how to interpret the apparent non-
sense. The mentioned technique, known as the Caesar Cipher, is a very simple
example of an encryption scheme.

Many other examples of encryption schemes have been proposed and uti-
lized from ancient times: Substitution Ciphers (Caesar Cipher belongs to this
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class), that were vulnerable to frequency analysis; the Vigenére Cipher (for-
merly proposed by Giovan Battista Bellaso |56] in 1553), which was known as
the indecipherable cipher because it remained unbroken for three centuries until
a general method for deciphering it was discovered by Friedrich Kasiski in 1863;
the Enigma Machine, used in the Second World War and whose cryptoanalysis
gave rise to the birth of computers; and many others.

During centuries, cryptography has been all about encryption, as the main
concern was to achieve confidentiality. Note that the etymology of “cryptogra-
phy” evidences that fact (from Ancient Greek, kpvnTds, kryptos or hidden; and
ypdpewy, graphein or to write). Nowadays, cryptography has other purposes
[79], trying to provide more functionalities such as accountability, auditability,
authenticity /trustworthiness, availability, integrity, non-repudiation or privacy.
All these services play an essential role in our lives. In fact, technology would
not have been developed in the same way without the existence of cryptography.
Over the last few decades, the human civilization has experienced an exponen-
tial progress, due to the massive demographic development and the birth and
adoption of computer systems in our daily life. The Internet, one of the great-
est advances in history, has changed the way we communicate, interact and
share knowledge, accelerating research and the development of science in gen-
eral. Nonetheless, many of the opportunities that these advances provide come
with serious security concerns and would not be possible without cryptogra-
phy: online-shopping or home-banking would be unfeasible through an insecure
channel (like the Internet) without compromising our personal information and
credentials; and many confidential communications between different parts of
the world would not be possible, slowing down many advances and discoveries.
Furthermore, cryptography is the meeting point of many disciplines (abstract
algebra, probability theory, complexity theory, geometry, etc) and brings new
challenges to all of them, favoring their development.

Nowadays, cryptography is treated in a much more rigorous way, through
the so-called provable-security paradigm. This paradigm enforces some security
requirements on the primitives, that are minutely studied, and the confidence
about a specific construction is established through a formal proof of the fact
that it meets such requirements. Moreover, modern cryptography follows the,
very important, Kerckhoffs’s principle [136], proposed in 1883, which establishes
that the description of a cryptographic scheme should be publicly available and
everything about the system should be public knowledge except the secret key:
the only missing piece of information for a potential adversary, without which it
is unfeasible to perform a successful attack against the primitive. This principle
was reformulated by Shannon in 1949 [180]: “one ought to design systems under
the assumption that the enemy will immediately gain full familiarity with them?”.

In the past, the mentioned maxims were not considered and cryptography
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used to rely on security by obscurity (primitives were relying on the secrecy of
their design, disregarding potential vulnerabilities or security flaws) or simply
on the absence of a practical attack known by the designers of the system. This
lack of formalism caused that every encryption scheme proposed throughout
history was eventually broken, and this fact probably inspired the following
words by the American writer (and cryptography lover) [166]

...1t may be roundly asserted that human ingenuily cannot concoct a
cipher which human ingenuity cannot resolve...

Edgar Allan Poe, 1841

Note that Poe’s words are applicable to the modern rigorous approach to
cryptography, which is not a complete guarantee of security:

* Modern cryptography relies on the hardness of certain well-studied prob-
lems (factoring large integers, computing the discrete logarithm over a
finite group, lattice-based problems, etc) that are currently intractable.
If these problems are assumed to be hard to solve, the security of cryp-
tosystems can be proven under such hardness assumptions. However, the
progress of computer science could produce new algorithms for addressing
some of these problems in an efficient way. Moreover, the development of
quantum computers [181] would threaten the hardness of many of these
problems and cryptography in general.

* Even when a cryptographic system is proven to be theoretically sound,
it might be susceptible to attacks when put into practice. Implemen-
tations are error-prone, engineers can make mistakes and unexpected
vulnerabilities might appear. Furthermore, even when these implemen-
tations are tested and validated they could still be vulnerable to other
exploits: side-channel attacks |95, 139, 140]. These attacks have been
successfully used for breaking actual cryptographic implementations of
theoretically sound algorithms by exploiting secret-dependent variations
of non-functional properties such as timing, power consumption, electro-
magnetic leaks, etc.

For the sake of security and to prevent such unexpected attacks, cryptogra-
phy needs to be constantly revisited and updated. Computer assistance plays an
important role in assuring the security of cryptographic primitives and verifying
the increasingly complex systems that our society demands.
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1.2 Computer Assistance

Over the years, the design and analysis of cryptographic systems has been per-
formed manually. Analyzing these systems to verify their validity and soundness
is far from being a trivial task and pen-and-paper calculations may be error-
prone, as witnessed by unfortunate failures [105, 128, 184].

Computer assistance has been successfully applied to many areas such as en-
gineering and production (architectural and industrial design), languages (au-
tomated translation), medicine (detection, diagnosis, surgeries), biology (DNA
sequencing, biotechnology), etc. In some of these disciplines, computer assis-
tance plays an essential role, while in others it helps scientists to accomplish
more complex achievements and facilitates several tedious tasks. If it has had
so much success in so many areas, why not applying computer assistance to the
field of cryptography?

Computer-aided cryptography [38] is an emerging approach that advocates
using automated tools based on formal methods for analyzing the security and
implementation of cryptographic schemes. The high level of assurance provided
by computer-aided cryptography is particularly important for cryptographic
schemes that are already deployed in real-world systems, such as RSA-OAEP
[55, 108] or TLS [96], but also for schemes that are required in many applications
and hold the promise of widespread deployment. One such example is provided
by Attribute-Based Encryption (ABE) [115, 174], a novel form of public-key
encryption (Public-Key Encryption). ABE supports fine-grained access con-
trol on encrypted data and has many applications, including electronic medical
records [16], messaging systems [149], online social networks [31] information-
centric networking [129], etc. These applications make ABE an ideal domain
for computer-aided cryptography.

There exist two main paradigms in the framework of computer assistance:

Interactive Assistance. This paradigm is based on human-machine inter-
action for the development of formal proofs. It allows to formalize results for
which the user has a clear idea of how the desired proof looks like, or an intuition
about why the result to be proven is correct. The human-machine collabora-
tion prevents the user from making mistakes or taking wrong proof steps. There
exist many general purpose proof assistants (such as Coq or lIsabelle) that al-
low to perform these tasks, usually with significant effort from the user. Some
cryptographic primitives have been formalized in these systems, e.g., Barthe,
Cederquist and Tarento [39] use Coq to build machine-checked proofs of security
in the Generic Group Model (GGM). For another remarkable work on facilitat-
ing the analysis of cryptography under these proof assistants we refer to [165].

4
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The tools developed as a result of this work can be used interactively, following
this paradigm. Users can interact with the tools by introducing commands and
visualizing the missing goals to be proven. However, our work mainly focuses
on automated analysis.

Automated Analysis. Automated reasoning is an emerging practice in cryp-
tography. It helps scientists in the design and analysis of cryptographic systems.
Full automation is the ideal scenario, where the user just needs to describe the
cryptographic primitive, which is then analyzed in a completely automated way.
However, full automation comes at a price: the scope of the analysis needs to
be limited to certain class of primitives, e.g., the class of Structure-Preserving
Signatures (SPS) over bilinear groups. Research in this area tries to broaden
the number of cryptographic schemes that can be handled by automation.

One of the main advantages of automated analysis is trustability. Auto-
mated methods and tools to prove the soundness and reliability of cryptographic
systems can be thoroughly verified once and for all. Once the theoretical ba-
sis of these methods and its implementation is verified, they can be trusted
and applied to several different instances. However, gaining the same level of
confidence without automated methods would require a deep analysis for every
individual instance.

Automated analysis is very versatile. New techniques for automated rea-
soning can be built on earlier existing systems that are sound and reliable. For
example, new advances in computer-aided cryptography can benefit from exist-
ing tools like SMT solvers [37, 94| or First-Order Theorem Provers [170, 178|.
On the other hand, improvements on the analysis of cryptographic constructions
can be of independent interest in other areas of automated reasoning.

Automated analysis allows to approach the design of new cryptographic
primitives from a synthesis-based perspective. Having exploration tools that
generate several different cryptographic schemes (of certain class) varying it-
erative parts of their structure, combined with automated analysis tools can
lead to the discovery of new cryptographic primitives with favorable properties.
This approach has been applied in practice, an example is the work by Barthe
et al. [44], where the authors explore synthesis in the framework of Structure-
Preserving Signatures and they find a new re-randomizable SPS scheme that
improves on existing schemes on size and efficiency. Building catalogs of crypto-
graphic constructions with quantitative measures of their security and efficiency
is an important direction of research.

Having tools for automatically deriving full or partial proofs is extremely
useful for the design of new cryptographic primitives. Users can focus on the
ingenious parts of the demonstration, which require human thinking, delegating
other parts to the computer. This practice not only prevents users form making
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mistakes along the most tedious details of the argument, but also allows them
to never lose the intuition behind the design, which can potentially lead to more
complex or interesting achievements. There is a remarkable work by Halevi [123]
where he discusses this idea of (informally) dividing proofs in two categories.

Most (or all) cryptographic proofs have a creative part (e.g., de-
scribing the simulator or the reduction) and a mundane part (e.g.,
checking that the reduction actually goes through). It often happens
that the mundane parts are much harder to write and verify, and it
s with these parts that we can hope to have automated help.

Shai Halevi, 2005

Furthermore, automated reasoning can be used to discover subtle flaws or at-
tacks that are not easy to visualize by intuitive reasoning.

Another advantage of automated analysis is that it brings cryptography
closer to non-experts. Cryptographic proofs are often technical and usually
require a strong background on mathematics and logic. Automated analysis is
a helper tool that broadens the community of researchers who can work in the
field and investigate new cryptographic primitives and techniques, potentially
leading to more efficient constructions and better quality discoveries.

1.3 Research Questions

Computers are devices that can be instructed to perform sequences of operations
at a breakneck speed. Such a promising quality makes them an extremely
important component of many essential systems. It is understandable that we
try to take advantage of this important feature and involve computers in every
task of our lives. Many of these tasks are particularly suitable for the application
of computers: business accounting, managing inventories, processing images
and an innumerable amount of other examples. Note that all the mentioned
examples have something in common: they have a repetitive/predictable nature.
But, can computers be beneficial for other more uncertain goals? If computers
are nothing more than automata which are instructed to perform specific tasks:

How can we program a computer to perform a task that we do not
even know how to complete?

There are examples of tasks that computers can perform without being ex-
plicitly programmed for (such as image recognition, email spam and malware
filtering, videos surveillance, etc), many of them are the focus of the mentioned
machine learning techniques. However, analyzing cryptographic primitives is
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extremely challenging for automation. We cannot hope to “solve cryptography”
having a tool that analyzes every single cryptographic construction. One rea-
son is that cryptography is an evolving discipline: new notions, constructions,
techniques are constantly created and revisited. Furthermore, even though au-
tomation is an emerging practice, the number of primitives that nowadays can
be analyzed automatically is limited to certain classes of schemes:

Is there a likeness that characterizes the cryptographic constructions
that are amenable for automation?

In this thesis we investigate this idea, trying to answer to the previous
question. Roughly, we can conclude that automation is specially adequate to
prove security of primitives that can be expressed in a symbolic model. The first
step for automating the analysis of cryptographic primitives is building a model
in which the primitive can be expressed, usually, a model based on symbols
with an underlying algebraic structure or equational theory. Computers can
be programmed to decide notions about schemes expressed in these symbolic
models. We note that the symbolic model notion is frequently associated to
Dolev-Yao model, due to Needham and Schroeder [161] and Dolev and Yao
[99]. In such a model, primitives are represented by function symbols that are
treated as black-boxes. Extra equations may be added to the model to capture
algebraic properties of the primitives, but the model is said to assume perfect
cryptography in the sense that only the equalities that are explicitly given to the
model in form of equations hold. Our notion of symbolic model is slightly more
ambitious in the sense that we do not stop there. We try to give an answer to
the following question:

Can the conclusions derived about the symbolic representation of a
cryptographic primitive be extrapolated to actual security statements
about the construction?

Usually, cryptographic security experiments are probabilistic, e.g., every
probabilistic polynomial-time (p.p.t., for short) algorithm has a probability of
breaking the cryptographic construction that is upper-bounded by a negligible
function; while statements in symbolic models are deterministic, e.g., certain
system of constraints has or has not a solution. In our work we try to relate
both notions, achieving more realistic and meaningful results. We can say our
work is close to the line of work on automation of cryptographic proofs in both
the computational |88] and Dolev-Yao models, we refer to [59] for an overview
of these models.

Relating both models is commonly done ad hoc, i.e., a theoretical result
relating the symbolic experiments with the probabilistic experiments (the so-
called Master Theorem) is proven for every individual class of primitives. That
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is one of the reasons why, when considering such more realistic symbolic models,
automated analysis in cryptography is so segregated, every class of schemes
needs a model whose theoretical basis requires individual attention, which leads
to the question:

What characterizes the classes of primitives that admit a symbolic
model with its corresponding Master Theorem?

Describing the cryptographic primitives to be analyzed is another crucial
point in automated analysis. Automated tools usually take as input a file where
the cryptographic primitive and the security notion to be proven are described.
It is desirable that the language for describing primitives is as rich as possible,
capturing a wide variety of schemes. However, as discussed above, automated
methods are limited. The expressivity of the language must be adequate to the
limitation of the model. If the language were too expressive, many cryptographic
schemes that could be captured by it, would not be handled by the automation,
which is undesirable. In that case we can say the language is not accurate. If
the automation can handle any instance expressed in the language, we say the
approach is complete.

How should the language for describing primitives be in order to
achieve a good trade-off between expressivity and accuracy?

Developing automatic tools that are complete is immensely challenging.
Having complete tools is an intriguing line of research which has many ad-
vantages, e.g., one can prove qualitative/quantitative properties about classes
of schemes by exhaustive search.

In this thesis we try to broaden the scope of automated analysis in cryp-
tography, extending existing Master Theorems. This enlarges the number of
primitives that can be handled by symbolic models and improves the security
guarantees that can be proven about them.

1.4 Thesis Contributions

The main contribution of this thesis is on advancing the study of automated
methods for analyzing cryptographic constructions. In this section we provide a
high-level overview of our contributions. We refer to the corresponding chapters
for more details.

* Automated methods for stronger security guarantees in the GGM.
The gold standard in provable-security is to demonstrate security in the
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standard model. However, proofs in the standard model sometimes rely on
atypical hardness assumptions. In such situations, it is essential to prove
that the hardness assumptions used in the security proofs meet some mini-
mal requirements, for instance the absence of algebraic attacks. The accepted
method for validating new DDH-like assumptions is to show absence of generic
attacks, i.e., attacks that solely exploit the underlying algebraic structure, us-
ing the Generic Group Model (GGM) [156, 160, 172, 182| or its bilinear and
multilinear variants [43, 63].

The Generic Group Model provides an algebraic setting for describing a wide
class of DDH-like assumptions, and is supported by Master Theorems that
give a purely algebraic condition that ensures the security of an assumption
in the GGM (or its variants). The Generic Group Analyzer (gga) [43] is a
tool that assists proofs of security assumptions in the GGM, by automatically
checking the conditions of one of such Master Theorems.

New Master Theorem. The first main contribution of this thesis is to
extend the Master Theorem used by the gga to a general setting where ad-
versaries can make arbitrarily many queries to oracles with group inputs, and
where the winning conditions can be described using a rich language. As for
simpler Master Theorems, ours (Theorem 2) yields a sufficient condition for
the security of cryptographic constructions. However, this simpler condition
cannot be expressed in finite-dimensional linear algebra: informally, each ad-
versarial query to an oracle taking group elements as inputs increases the
dimension of the system to be analyzed, and therefore allowing arbitrarily
many queries leads to a system that is not finite-dimensional. As a conse-
quence, the algebraic approach of the Generic Group Analyzer cannot be used
to automatically evaluate sufficient conditions given by our Master Theorem.

New tool. The second main contribution of this work is an automated
method for proving the validity of these conditions, using a combination of
methods from constraint solving, computer algebra, and symbolic cryptogra-
phy. Building on these two contributions, we implement an analyzer that can
analyze many cryptographic constructions, including Digital Signatures and
message authentication codes.

We refer to Chapter 3 for more details on these contributions.

Improving expressivity and efficiency Predicate Encryption.

Predicate Encryption (PE) [66, 138] is a form of public-key encryption (PKE)
that supports fine-grained access control for encrypted data. In PE, everyone
can create ciphertexts while keys can only be created by the master key owner.
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Ciphertexts are associated with descriptive values x in addition to a plaintext,
secret keys are associated with descriptive values y, and a secret key decrypts
the ciphertext if, and only if, P(x,y) = 1 for some boolean predicate P,
which is in stark contrast to traditional public-key encryption, where access
is all or nothing. Attribute-Based Encryption (ABE) is a special case of PE,
where z is associated to a set of attributes and y is associated to an access
policy. The simplest example of ABE is Identity-Based Encryption (IBE)
|64, 81, 179] where = and y are identities and P corresponds to equality. The
security requirement for ABE enforces resilience to collusion attacks, namely
any group of users holding secret keys for different values learns nothing
about the plaintext if none of them is individually authorized to decrypt the
ciphertext. This should hold even if the adversary adaptively decides which
secret keys to ask for, as is inevitable in real-world scenarios.

Predicate encodings [76, 190] are symmetric primitives that can be used for
building Predicate Encryption and Attribute-Based Encryption schemes.

We pursue the study of predicate encodings and establish several general
results and new constructions that broaden their scope and improve their
efficiency. Our results lead to expressivity and performance improvements on
state-of-the-art Predicate Encryption constructions.

Predicate encodings. We show that the information-theoretic definition of
a-privacy used in [76, 190] is equivalent to an algebraic statement (further-
more independent of «) about the existence of solutions for a linear system
of equations. Leveraging this result, we prove a representation theorem for
predicate encodings: every triple of encoding functions implicitly defines a
unique predicate for which it is a valid predicate encoding. Conversely, every
predicate P that admits a predicate encoding is logically equivalent to the
implicit predicate induced by its encoding functions. Moreover, our algebraic
definition of privacy simplifies all our subsequent results.

First, we define a generic optimization of predicate encodings that often leads
to efficiency improvements and reduces the number of required group elements
in keys and ciphertexts. We prove the soundness of the transformations and
validate their benefits experimentally on examples from |76, 190]; we success-
fully apply our simplifications to reduce the size of keys and ciphertexts by
up to 50% and to reduce the number of group operations needed in some of
the existing encodings.

Second, we define generic methods for combining predicate encodings. We
provide encoding transformations for the disjunction, conjunction and nega-
tion of predicates, and for the dual predicate (see Definition 28).

10
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Tag-based encodings. We show that our results on predicate encodings
generalize to tag-based encodings. In particular, we give a purely algebraic
characterization of the hiding property of tag-based encodings. Moreover,
we demonstrate that the hiding property can be strengthened without any
loss of generality, by requiring equality rather than statistical closeness of
distributions.

Comparison of encodings. We compare the expressivity of the three core
primitives (predicate encodings, pair encodings and tag-based encodings) cor-
responding to the three different modular frameworks. We provide an em-
bedding that produces an information-theoretical pair encoding from every
predicate encoding. Then, we use this encoding to compare our constructions
(of boolean combinations of predicate encodings) with similar constructions
for pair encodings that were introduced by [24].

In addition, we provide a transformation from tag-based encodings into pred-
icate encodings.

New constructions. We develop several new constructions of predicate
encodings and predicate encryption:

® Combining predicates. We show how to combine our results to
build Dual-Policy Attribute-Based Encryption (DP-ABE) [28, 30] in
the frameworks of predicate encodings and tag-based encodings (Sec-
tion 4.6.1.1). Additionally, we consider the idea of combining arbi-
trary encodings with a broadcast encryption encoding to achieve direct
revocation of keys. The former encoding takes care of revocation, while
the latter encodes the desired access structure.

®» Improved predicate encodings. We provide new instances of pred-
icate encodings that improve on best known ones proposed in [76] and
have additional properties. (Section 4.6.2.1.)

m Extra features. Finally, we show how to construct a weakly attribute-
hiding predicate encoding for boolean formulas and how to enhance any
predicate encoding with support for delegation. (Section 4.6.3.)

Implementation and evaluation. We implement a general library for
predicate encryption with support for the predicate encoding and pair encod-
ing frameworks. Our library uses the Relic-Toolkit [21] for pairings with a
256-bits Barreto-Naehrig elliptic curve [36]. We use our library for validating
our constructions; experimental results are presented in the relevant sections.
Our scalability experiments show that predicate encodings can be used for
real applications.

11
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¢ Automated methods for analysis of Attribute-Based Encryption.

We propose, implement, and evaluate fully automated methods for proving
security of ABE in the Generic Bilinear Group Model [63, 68]. Concretely,
we introduce the class of Rational-Fraction Induced ABE (RFI-ABE), which
includes many constructions from the literature, and prove for every ABE in
this class that their security in the GGM is equivalent to security in a sym-
bolic model, where the experiments are purely algebraic. Then, we introduce
a notion of symbolic security for RFI-ABE, and prove that every symbolically
secure RFI-ABE is secure in the symbolic model. Leveraging the fact that
symbolic security suffices to conclude security of a Rational-Fraction Induced
ABE in the GGM, we develop a constraint-solving method for proving sym-
bolic security. Informally, the constraint-solving method can automatically
(dis)prove the existence of solutions for systems of (in)equations between ra-
tional fractions. We implement the constraint-solving method and use it to
evaluate several schemes, including schemes from the literature, various new
schemes of independent interest, and some subtly insecure schemes. Our tool
finds automated proofs for most constructions, and attacks for the insecure
schemes.

En route, we prove a Master Theorem relating security in the GGM to security
in a symbolic model. The main technical difference with prior work is that our
Master Theorem handles rational fractions instead of polynomials [32, 33, 63].

Automated proofs. Our main theorem establishes that every RFI-ABE
which satisfies symbolic security is also secure in the GGM, and justifies us-
ing automated methods for proving symbolic security. Informally, our notion
of symbolic security asserts the (non-)existence of a solution to a system of
equations between rational fractions; one specificity is that these equations
may include so-called big operators, i.e., expressions of the form >)' ;e; or
[, ei, where n can take arbitrary values. Because neither symbolic com-
putation nor algorithmic verification tools can deal with big operators (the
former do not support big operators and the latter operate on a bounded state
space), we develop constraint-solving methods that can successfully analyze
the systems of equations representing cryptographic constructions.

In contrast to prior works, the main novelty of our tool is to consider systems
of equations between rational fractions, rather than polynomial expressions.
We stress that our tool achieves soundness but does not constitute a decision
procedure; this means that our tool never makes mistakes but can sometimes
fail to produce an output.

12
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¢ Formal model for the analysis of indifferentiability.

The framework of indifferentiability was introduced by Maurer et al. in 2004
[157]. It extends the classical notion of indistinguishability and simplifies the
analysis of cryptographic constructions. In particular, the indifferentiability
of certain (real) cryptographic component C from another (ideal) component
R guarantees that the security of a cryptosystem depending on R is not
affected if R is replaced by C.

In this work, we propose, implement and evaluate automated methods for
analyzing cryptographic components in the framework of indifferentiability,
with special emphasis on formalizing and automatically finding universal dis-
tinguishers.

In particular, we introduce the notion of indifferentiability under universal
algebraic attacks. A distinguisher is algebraic if performs operations from
a restricted class, in the spirit of the Generic Group Model [156, 160, 182]
and the Algebraic Group Model [107]. Roughly, we consider distinguishers
that are restricted to perform operations that are used as building blocks
of the cryptographic component, thereby, if a primitive is built based on
@ of n-bit strings and permutations P : {0,1}" — {0, 1}", distinguishers are
allowed to use these two operations, but they are not allowed to compute other
operations such as the bit-wise conjunction of two bit-strings, for example.
We review existing attacks from the literature and show that they fall into
the class of universal algebraic attacks.

In order to capture algebraic distinguishers, we define a symbolic model of in-
differentiability and prove a Master Theorem which relates indifferentiability
under universal algebraic attacks to symbolic indifferentiability (for a simi-
lar notion of universal algebraic attacks). The main benefit of the symbolic
model is that winning conditions are now expressed in purely algebraic terms.

We develop algorithms (decision procedures) for testing the universality of a
distinguisher. These algorithms leverage techniques from unification theory
such as deductibility or static equivalence.

Tool. We implement our methods and evaluate their effectiveness on actual
case studies: Feistel networks, Even-Mansour ciphers, confusion-diffusion net-
works and others. Formalizing and corroborating known indifferentiability
attacks.

Automated synthesis of attacks. As an independent contribution, our
framework can be used to automatically find indifferentiability attacks on
various cryptographic primitives. We propose two different heuristic meth-
ods in this direction and explore these approaches on primitives from the

13
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literature. In the case of 5-rounds Feistel networks we present a new attack,
with a different structure to the one proposed by Coron et al. in [85] found
with our tool.

We believe our results complement other works in the framework of indif-
ferentiability. Our tool allows to formalize existing results (and potentially
new ones) gaining confidence about their validity and extending the scope of
computer-assistance to this delicate and important topic in cryptography.

1.5 Thesis Organization

In Chapter 2 we introduce some relevant cryptographic notions and notations
and we present the Generic Group Model (GGM), the main cryptographic
model for security considered in this thesis.

Chapters 3 and 5 are devoted to describing techniques for proving the secu-
rity of cryptographic constructions in the GGM. Chapter 3 is mainly focused
on computational experiments over bilinear groups, covering primitives such
as Structure-Preserving Signatures (SPS) or Message Authentication Codes
(MAC). On the other hand, Chapter 5 is focused on decisional experiments,
with particular emphasis on Attribute-Based Encryption.

Chapter 4 presents results on predicate encodings, a building block for ABE.
More concretely, a new algebraic characterization of privacy of an encoding is
presented, which results crucial for the methods from Chapter 5. Due to this,
it is advisable to read Chapter 4 before reading Chapter 5. Furthermore, this
characterization allows to prove generic transformations and combinations of
predicate encodings, improving the expressivity and efficiency of state-of-the-art
ABE constructions (we refer to Chapter 4 for more details about these results).

Chapter 6 focuses on the notion of indifferentiability, with special focus on
automatically finding attacks to the security of cryptographic components under
this security notion, as well as IND-CPA and IND-CCA attacks.

Finally, in Chapter 7 we present our conclusions and possible future research
directions.
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Preliminaries

Begin at the beginning and go on till you come to the end, then stop.

Lewis Carroll, 1865

In this section, we introduce some common notation used throughout this
thesis and some useful definitions. We also provide some background about
the Generic Group Model. More specific notation is used in the rest of this
document, which is described at the beginning of the chapter where it is used.

We note that the definitions related to the standard model (Section 2.2)
are not extremely important for the rest of this dissertation, but are useful to
illustrate the differences with the Generic Group Model.

Notation. We define [n] as the range {1,...,n} for an arbitrary n € N. For
finite sets S, we use x <> S to denote that x is uniformly sampled from S. We
denote by (J the empty set or the empty list, depending on the context. For any
set or list S, we write |S| to denote its cardinality. For set S = {1, 2, 3}, we abuse
notation and write (a;, b;);cs to denote the tuple or vector (ay, as,as, by, by, b3),
we extend this notation to arbitrary ordered finite sets.

A positive function negl : N — [0,1] < R is called negligible if for every
polynomial p(z) € R[X] there exists a constant Ay such that for every A\ > \g
it holds negl(\) < 1/p(A). A function § : N — [0, 1] is said to be overwhelming
if the function 1 — § is negligible.

By y < A(x) we denote a process of computation where algorithm A takes
z as input and outputs y. We denote by A®®") the fact that algorithm A has
oracle access to algorithm O, where O takes two inputs and has value s hard-
wired. Algorithm A can call O varying the second argument, getting the answer
by O where the first argument is always s (note that s is possibly unknown to
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A). We naturally extend the above notation to multi-input algorithms, using
“.” for the accessible inputs.

We use A to denote the security parameter. Very roughly, it is desired that
attacking secure cryptographic primitives requires an exponential time in A. For
algebraic groups G of order n € N, we usually assume that n is a A-bit integer,
ie., 221 <n < 2M

2.1 Definitions

2.1.1 Bilinear Groups

Bilinear groups or pairing groups are algebraic groups with an structure that,
roughly, allows to efficiently compute multiplications in the exponent. Bilinear
groups have been used on countless occasions for developing simple, efficient
and rich cryptographic constructions. A remarkable example is the celebrated
Boneh-Franklin Identity-Based Encryption [64]|, where the use of pairings al-
lowed the authors to solved an open problem proposed by Shamir in 1984 [179],
but there are many other primitives that cryptographers only know how to
construct by using bilinear groups.

Definition 1 (Bilinear group). Let Gy, Go, Gy be cyclic groups of order n € N
and let generators g1, g, be generators of Gy, G, respectively. A bilinear group
is a tuple (n,G1,Ga, g1, g2, Gy, €), where e : Gy x Gy — Gy is a map satisfying

6(9?7912)) = e(gl,gz)ab

for every a,b € N. It is required that the pairing be non-degenerate, i.e., (g1, g2)
generates Gy.

We frequently use implicit representation of group elements: for a € Z,
we write [af, to denote the implicit representation of g2, element of G, for
s € {1,2,t}, following [101].

Groups G; and G, are known as the source groups, while Gy is called the
target group. In some cases, there exist additional isomorphisms between the
source groups and, according to this criteria, Galbraith et al. [109] classify
pairings in three different settings:

« Type I: there exist an efficiently computable isomorphism in both direc-
tions, ¥y : G; — G, and ¥y : G, — (Gy. This setting is known as the
symmetric pairings, while the other two are known as asymmetric. In the
symmetric case, it is common to write G; = Go.
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« Type II: there exist an efficiently computable isomorphism in one direc-
tion, i.e., ¥ : Gy — Gy.

« Type II: there are no (known) efficiently computable isomorphism be-
tween the source groups.

It is common to assume that there exists a probabilistic polynomial-time
algorithm, GGen, that on input the security parameter 1*, outputs the descrip-
tion of a pairing group G = (n, G, Gy, g1, g2, Gy, €) of order n, where n € N is
a A-bit integer. Throughout this thesis, we will assume n to be prime unless
otherwise stated.

2.1.2 Digital Signature Scheme

A Digital Signature is a cryptographic scheme designed to enforce the authen-
ticity of digital messages. It allows a verifier to gain confidence about the origin
of the message. To have the guarantee that it was created by a known sender
(authentication) and that the messages was not modified or altered while be-
ing transmitted (integrity). It also prevents the sender from denying to have
produced the message (non-repudiation).

Digital Signatures have a tremendous importance in cryptography, they are a
versatile building block used in many cryptographic protocols and constructions
and in many countries, they have legal significance.

A very important class of Digital Signature schemes is the class of Structure-
Preserving Signature schemes (SPS) [2], where the public key, messages and
signatures consist exclusively of group elements, what makes SPS schemes a
very useful building block for protocol design over bilinear groups. For exam-
ple, Structure-Preserving Signature schemes are typically combined with non-
interactive proofs, e.g., |54, 117, 119, 120, 135, 150, 151] to produce efficient
Non-Interactive Zero-Knowledge proof systems (NIZK).

Definition 2 (Digital Signature Scheme). A digital signature scheme is a tuple
of polynomial-time algorithms {Setup, Sign, Verify} where:

«  Setup(1*) — (pk,sk) is a probabilistic algorithm that, given a security
parameter X\, generates a verification key pk and a signing key sk, and
outputs (pk,sk). The security parameter defines the message space M.

« Sign(sk,m) — o is a probabilistic algorithm that, computes a signature o
for input message m € M by using the signing key sk.

« Verify(pk,m, o) — {0, 1} is a deterministic algorithm that, given a message
and a signature, outputs 1 for acceptance or 0 for rejection according to
the input.
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Correctness

The signer, who owns the secret key sk can run the Sign algorithm to produce
a signature for certain message m. We require that the signature scheme be
correct, i.e., the verification algorithm Verify must accept a genuinely generated
signature. More precisely:

Definition 3 (Correctness of Digital Signatures). For the scheme to be correct,
it must hold that for all m € M, the probability

(pk,sk) < Setup(1*) =, .
Pr [ o < Sign(sk, m) : 1 = Verify(pk, m, o)

15 lower-bounded by an overwhelming function in \.

Security

We also require the signature scheme be secure. Very roughly, even in the
presence of valid signatures for different messages, it must be hard to produce a
signature that passes the verification on a different new message. More formally:

Definition 4 (Unforgeability against Chosen-Message Attacks: EUF-CMA).
A signature scheme, SIG = {Setup, Sign, Verify}, is existentially unforgeable
against adaptive chosen-message attacks if the following advantage function is
negligible in \ for any p.p.t. adversary A:

(pk,sk) < Setup(1*)  m¢ Q A

EUF-CMA /yY ._
Advgga (A) :=Pr (G,m) < A%(pk) 1 = Verify(pk, M, o)

where Og is an oracle that, given m, executes o «— Sign(sk, m), records m to
Q, and returns o.

A weaker security notion is unforgeability against Random-Message Attacks
(EUF-RMA), where the adversary is allowed to get several genuinely-signed mes-
sages, but not of its choice. Specifically, the oracle the formal definition of this
notion would differ from the one above only in the oracle Oy that would not
receive any input and on every call, it would internally sample some random
message r € M uniformly at random, compute o < Sign(sk, ), add r to Q and
return signature o.

2.1.3 Encryption Scheme

An Encryption Scheme is a cryptographic scheme designed to enforce the pri-
vacy. It is a mechanism that allows to hide a message in such a way that the
authorized receivers can access it, while unauthorized parties cannot extract
any information from the encoded message.
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Definition 5 (Public-Key Encryption Scheme, PKE). A public-key encryption
scheme is a tuple of polynomial-time algorithms {KeyGen, Enc, Dec} where:

- KeyGen(1) — (pk,sk) is a probabilistic algorithm that, given a security
parameter \, generates a pair of keys (pk,sk), called the public key and
the private key respectively. The security parameter defines the message
space M.

« Enc(pk,m) — ct is a probabilistic algorithm that takes a public key pk and
encrypts message m € M, producing a ciphertext ct.

« Dec(sk,ct) — m is a deterministic algorithm that takes as input a private
key sk and a ciphertext ct and outputs a message m € M or a special
symbol L.

Correctness

It is required that decryption under secret key sk of a ciphertext produced for
public key pk, be successful, if (pk,sk) is a pair of keys generated by KeyGen.
More formally,

Definition 6 (Correctness of Public-Key Encryption). For the scheme to be
correct, it must hold that for all m € M, the probability

Py [ (pk, sk) < KeyGen(1%)

ct < Sign(pk.m) : Dec(sk,ct) =m

18 lower-bounded by an overwhelming function in \.

Security

Defining security for a public-key encryption scheme is far from trivial. One
would desire that the guarantees of security that the encryption provides are
such that, given a ciphertext, it is impractical to recover the original message.
However such a definition does not seem enough for having good guarantees of
privacy, especially in certain scenarios. Think of a situation where the num-
ber of possible plaintexts is small, for example, a situation in which a trader
performs buy/sell transactions via encrypted messages, so that her decisions
remain hidden except for the party that sells/buys the financial goods. An
eavesdropper may not be able to recover the original messages that are being
transmitted, however it may be able to distinguish between buy and sell orders,
which is definitely undesirable.

In 1982, Goldwasser and Micali proposed the notion of semantic security
[114], which was a breakthrough for the formal analysis and understanding of
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cryptography. In fact, these authors received in 2012 the ACM Turing Award
for such definition and other revolutionary contributions to the field of cryptog-
raphy. Roughly, an encryption scheme is said to be semantically secure if only
negligible information about the plaintext can be efficiently extracted from a
given ciphertext. However, this semantic security is hard to be applied in cryp-
tographic proves. The same authors demonstrated that semantic security is
equivalent to a different notion of security, known as indistinguishability against
chosen-plaintext attacks. This second definition is easier to adopt and deal with
and facilitates the security reductions in practice. In Section 2.2 we prove that
ElGamal encryption scheme satisfies this notion of security under the DDH
assumption (Definition 16).

Definition 7 (Indistinguishability against Chosen-Plaintext Attacks: IND-CPA). A
public-key encryption scheme, PKE = {KeyGen, Enc, Dec}, is indistinguishable
against chosen-plaintext attacks if the following advantage function is negligible
in A for any p.p.t. stateful adversary A:

(pk, sk) — KeyGen(1*)

mg, my < A(pk) o
B<£{0,1}; ct = Enc(pk,mg) B=p
B Alct)

AdV'PNKDég)A()\) ;= Pr

Intuitively, the adversary chooses two messages, mg and m; and it is given
the encryption of one of them at random. The encryption scheme is said to be
IND-CPA if the adversary cannot tell which message was encrypted (actually,
not much better than just guessing at random).

Note how strong this definition of security is. It guarantees that not even a
single bit of information is leaked from a ciphertext, even for messages that are
chosen by the attacker. Furthermore, observe that in many practical scenarios,
attackers will not choose the messages that are encrypted.

There are stronger notions of security where the adversary is allowed to
query decryption oracles, that decrypt ciphertexts of its choice, like IND-CCA:

Definition 8 (Indistinguishability against Adaptive Chosen-Ciphertext Attacks: IN-
D-CCA2). A public-key encryption scheme, PKE = {KeyGen, Enc, Dec}, is indis-
tinguishable against adaptive chosen-ciphertext attacks if the following advan-
tage function is negligible in X for any p.p.t. stateful adversary A:

(pk, sk) < KeyGen(1*)
IND-CCA2y\ ._ mo, my < APk (pk) s 1
Adveiea™ (A) = Pr B<£{0,1}; ct = Enc(pk,mg) B=51-5

g - ADec(sk,-) (Ct)
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It has been shown that the above definition is equivalent to non-malleability,
namely, for a scheme that is IND-CCA2, it is unfeasible to transform a given
ciphertext into another ciphertext which decrypts to a related plaintext.

Actually, this notion of security is one of the most accepted and desired for
encryption schemes.

2.1.4 Identity-Based Encryption

Identity-Based Encryption (IBE) is the simplest example of Attribute-Based
Encryption (see Section 2.1.5), introduced by [179]. It can be seen as an instance
of Predicate Encryption for the predicate P(z,y) = liffx = y, 2,y € Z,.
In an Identity-Based Encryption scheme, a user, Alice, can send a message
to another user, Bob, by only considering some public parameters and Bob’s
identity (a pre-existing identifier, e.g., an email address), unlike traditional
public-key encryption, where Bob would need to communicate his public key
to Alice. In general, IBE simplifies the key management of certificate-based
public-key infrastructure.

A major use case for IBE is email encryption, where it allows pairwise email
encryption, that is, Alice can send an encrypted email directly to Bob without
Bob’s involvement. This technology is being adopted in real-life applications.
In fact, early IBE schemes are being standardized in IEEE P1363.3 and RFC
5091.

2.1.5 Attribute-Based Encryption

Attribute-Based Encryption (ABE) [174] is a form of of public-key encryption
that supports fine-grained access control for encrypted data. In attribute-based
encryption, everyone can create ciphertexts while keys can only be created by
the master key owner. ABE schemes use predicates to model (potentially com-
plex) access control policies, and attributes are attached to ciphertexts or secret
keys. In the Key-Policy ABE (KP-ABE) version of Attribute-Based Encryp-
tion, keys are associated to access policies, while ciphertexts are associated to
sets of attributes. On the other hand, in the Ciphertext-Policy ABE (CP-ABE)
version, keys are associated to attributes, while ciphertexts are associated to
policies.

Predicate Encryption (PE) [66, 138] generalizes Attribute-Based encryption.
A predicate encryption scheme for a predicate P guarantees that decryption of
a ciphertext ct, with a secret key sk, is allowed if, and only if, the attribute x
associated to the ciphertext ct and the attribute y associated to the secret key sk
verify the predicate P, i.e., P(xz,y) = 1. Predicate encryption schemes exist
for several useful predicates, such as Zero Inner-Product Encryption (ZIPE),
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where attributes are vectors « and y and the predicate P(x,y) is defined as
x'y = 0. Predicate encryption subsumes several previously defined notions
of public-key encryption. For example, Identity-Based Encryption (IBE) [179]
can be obtained by defining P(z,y) as x = y. As mentioned before, Attribute-
Based Encryption (ABE) [174] can also be instantiated as a predicate encryption
scheme similarly. More concretely, for Key-Policy ABE, the attribute = is a
boolean vector, the attribute y is a boolean function, and the predicate P(x,y)
is defined as y(z) = 1. For Ciphertext-Policy ABE, the roles of the attributes
x and y are swapped.

The differences between Predicate Encryption and Attribute-Based Encryp-
tion are not very clear in the literature, however, it is accepted that PE subsumes
ABE. We can argue that in PE, x or y do not need to be sets of attributes or
policies, but can me more abstract objects. However, the main different between
the PE and ABE is syntactical, in the sense that in PE, the Dec algorithm does
not require value x (associated to the ciphertext) as an input, unlike in ABE.
That opens the possibility of defining attribute-hiding PE schemes, where value
x is not only not provided for decryption, but it cannot be inferred from the
rest of the ciphertext ct,.

Attribute-Based Encryption and Predicate Encryption are increasingly be-
ing applied to many areas and recent efficiency improvements make them fea-
sible for real-life applications [16, 31, 129, 149].

Definition 9 (Attribute-Based Encryption). Given a predicate P : X x ) —
{0,1}, an Attribute-Based Encryption scheme is tuple of polynomial-time algo-
rithms {Setup, Enc, KeyGen, Dec} where:

- Setup(1*, X,Y) — (mpk, msk) gets as input the security parameter X, the
attribute universe X, the predicate universe Y. It oulputs a master secret
key msk and a master public key mpk, defining the key space K.

« Enc(mpk,x) — (ct,, k) takes as input mpk and an attribute v € X. It
outputs a ciphertext ct, and a symmetric encryption key k€ IC.

- KeyGen(msk,y) — sk, gets as input msk and a value y € Y returning a
secret key sk,.

« Dec(mpk, sk, ct,, x) — K gets as input sk, and ct, such that P(x,y) = 1.
It outputs a symmetric key k.

Correctness

An attribute Encryption scheme is correct if the decryption, of a genuinely
generated ciphertext, ct, with a valid secret key sk,, holds whenever P(z,y) = 1.
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Definition 10 (Correctness of Attribute-Based Encryption). For all z € X,
and all y € Y such that P(z,y) = 1,

Pr[Dec(mpk, sky, ct,, ) = k] = 1 — negl()\),

where the probability is taken over (msk, mpk) < Setup(1*,X,)), and where
(cty, k) < Enc(mpk, z), sk, < KeyGen(mpk, msk, y).

Security

For security we require the scheme be such that, given a ciphertext ct, produced
from Enc, it is hard for an adversary to distinguish between the symmetric key
k produced with ct, from a uniformly sampled symmetric key. Even in the
presence of secret keys sk, (for values y such that P(z,y) = 0). More formally:

Adaptive security. For any stateful adversary A and security parameter A,
we define the advantage function:

(mpk, msk) < Setup(1*, X, )
r* — AKeyGen(msk,‘)(mpk) R
AdvﬁBE()\) = Pr (ctyx, k) < Enc(mpk,z*) : s=8| —
B<E{0,1}; Ko = w; K1 <K
ﬂ - AKeyGen(msk,~) (Ctx*,Kﬁ)

N | —

with the restriction that all queries y that .4 makes to KeyGen(msk, -) must
satisfy P(z*,y) = 0 (that is, the secret keys cannot directly decrypt the challenge
ciphertext).

Definition 11 (Adaptive security of Attribute-Based Encryption). An ABE
scheme s adaptively secure if there exists a negligible function negl such that for
all p.p.t. adversaries A and all sufficiently large X € N, AdviPE(\) < negl()).

Selective security. We also consider a weaker security notion than the one
above, that captures selective attacks, where the adversary selects a challenge
x* independently of its view. Namely, for any stateful adversary A and security
parameter A\, we define the advantage function:

z* — A(1%)

(mpk, msk) < Setup(1*, X, ) )

Adv™BE()) .= Pr . (Ctys, k) < Enc(mpk, az*) =061 - 5
BE{0,1}; Ky =k K1 &K

g - AKeyGen(msk,~)(Ctm*,Kﬁ>

with the restriction that all queries y that A makes to KeyGen(msk, -) must
satisfy P(z*,y) = 0.
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Definition 12 (Selective security of Attribute-Based Encryption). An ABE
scheme 1is selectively secure if there exists a negligible function negl such that for
all p.p.t. adversaries A and all sufficiently large A € N, Advfj'_ABE()\) < negl(\).

2.1.6 Monotone Access Structures

It is common to consider access structures that are monotonic. An access
structure f : X — {0, 1} is said to be monotonic if there exists a partial order
< on X such that

(x<2)Aflz)=1 = f(@)=1

Intuitively, if the elements of X are sets of attributes and we define < as the
set inclusion, having more attributes will never turn a monotonic formula from
1 to 0.

It can be shown that monotonic formulas are boolean formulas that are
formed with A and v gates exclusively. The following is an algebraic character-
ization of monotonic formulas, widely used for building Predicate Encryption
schemes.

Definition 13 (Access Structure [52, 137]). A (monotone) access structure for

attribute universe U is a pair (M, p) where M € foe and p : [¢] - U. Given
I'c U, we say that

[ satisfies (M, p) iff 1T € span,,,, (Mr),

row (

Here, 1 :=(1,0,...,0) 7% is a row vector; Mr denotes the collection of vectors
{M; : p(j) € I'} where M; denotes the i’th row of M; and span,,, refers to linear
span of collection of (row) vectors over Z,.

Intuitively, I" satisfies (M, p) iff there exists constants wy,...,w; € Z, such
that
Z ijj = ]_T
p(j)er

Observe that the constants {w;} can be computed in polynomial time in the size
of matrix M via Gaussian elimination.

2.2 Standard Model in Cryptography

The standard model in cryptography is the most widely used and accepted
model for provable-security. It consists of isolating specific hard problems and
proving the security of cryptographic constructions provided that the selected
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problems are actually hard. Nonetheless, unless new mathematical techniques
are developed and discovered, the hardness of such problems will need to be
assumed, in an act of faith, supported by the big efforts and unsuccessful at-
tempts made by the research community on solving them. These widely used
hard problems are known as hardness assumptions.

2.2.1 Hardness assumptions

In this section we present some of the most widely used and better accepted
hardness assumptions. It is desirable to reduce the security of new crypto-
graphic primitives to the hardness of one of these problems. However, it is
common that in practice, new ad hoc assumptions are used for making such
security reductions. In such cases, it is crucial to validate the new assumptions.
The GGM (Section 2.3) is an ideal tool to gain confidence about the algebraic
soundness of these unusual problems.

Computational problems are about calculating some values satisfying certain
properties, while decisional problems are about distinguishing between two or
more situations.

Computational assumptions.

Definition 14 (Discrete logarithm, DLOG). Let G be a finite group. The
discrete logarithm problem consists of, given g,h € G, finding x € N such that
g° = h.

The discrete logarithm problem is said to be hard for a group G if there
exists a negligible function negl such that for every p.p.t. algorithm A it holds

AdVE\LOG =Pr[g,h <+ G; . — A(g,h) : g* = h ] < negl())
where 2} ~ |G|.

Definition 15 (Computational Diffie-Hellman, CDH). Let G be a finite group
or order n € N and let g € G\{1g}. Let a,be N. The CDH problem consists of,
given g, g%, ¢°, computing g*°.

The CDH assumption is said to hold for group G if there exists a negligible
function negl such that for every p.p.t. algorithm A,

AdviP" = Pr[ g £ G\{1g}; a,b £ Zy; h — A(g,9%,9") : h =g | < negl())
where 2} ~ |G|.
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Decisional assumptions.

Definition 16 (Decisional Diffie-Hellman, DDH). Let G be a finite group of
order n € N and let g € G\{1g}. Let a,b € N. The DDH problem consists of,
given g,¢% ¢° and C € G, deciding whether C' = ¢* or not.

The DDH assumption is said to hold for group G if there exists a negligible
function negl such that for every p.p.t. algorithm A,

9<¢G\{lc}; a,b<Zy; N
AdVEPH :=Pr | Co=g¢" O &G B=8|-
B<E{0,1}; B Alg, g% g" Cs)

< negl(\)

N | —

where 2} ~ |G|.

The DDH assumption has led to many efficient cryptographic systems with
robust security properties. It has been an extremely important invention for
cryptography and, actually, Dan Boneh describes it as a gold mine [60].

Subgroup membership assumptions. There are many variants of sub-
group membership assumptions. They are all defined over groups of composite
order, where the order is usually a product of two or three “large” primes. The
problem states that it is hard for a polynomial adversary to classify a randomly
chosen group element in the different subgroups that the group harbors.

Definition 17 (A subgroup membership problem). Let G be a cyclic group of
order N € N, where n = pq for p and q primes, and let g be a generator of G.
This subgroup membership problem consists of, given N, g and h € G, deciding
whether h has order p or it has order pq.

This subgroup membership assumption is said to hold for group G if there
exists a negligible function negl such that for every p.p.t. algorithm A,

h < G;
Adv = Pr | ho = h; hy = h?; =8 |-
B<{0,1}; B~ A(N,g, hg)

< negl(\)

N | —

where p and ¢ are A-bit primes. Observe that h? is always an element of the
subgroup of order p, while h is an element of the subgroup of order pq with
overwhelming probability. Note that factoring N would allow to recover the
correct 3. Therefore, we say that this assumption is stronger than factoring;
or, to be very precise, we could say the assumption is not weaker than factoring.

Subgroup membership assumptions result extremely useful for making se-
curity reductions in the standard model. For example, the Petit IBE [191] has
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been proven adaptively secure in the composite order (under subgroup mem-
bership assumptions), but no alternative proof exists (so far) in the prime order
setting. In Chapter 5 we provide a proof of its generic security in the prime
order setting, found with our tool.

2.2.2 Example of proof in the Standard Model

ElGamal encryption scheme was created by Taher Elgamal in 1985 [100]. It
is a simple and elegant public-key encryption scheme that relies on the hard-
ness of computing discrete logarithms. In this section we show that ElGamal
encryption scheme is IND-CPA under the DDH assumption.

Definition 18 (ElGamal encryption scheme). ElGamal encryption is given by
the following three algorithms:

KeyGen(1*) : Enc(pk = (G,¢,V),M € G) :
Define a group G r<7Z,
of prime order p ~ 2} ct:=(¢"\M-V")
Pick a generator g G return ct
v 7,
pk := (G, g,9")
sk := (G, v) Dec(sk = (G, v), (cty, cta) € G?) :
return (pk, sk) return cty/ct?

Theorem 1. If the Decisional Diffie-Hellman assumption holds, then for all
p.p.t. adversaries A the advantage Adv%‘%ﬁiﬁlﬁ(}\) is bounded by a negligible

function in \.

Proof. We show that every adversary A attacking the IND-CPA experiment of
ElGamal can be transformed into an adversary B against the DDH problem
succeeding with a very similar probability as A (it fact, the advantage of B
is half the advantage of A). Because all efficient adversaries against DDH are
assumed to have a negligible advantage, it must be that the advantage of A
against the IND-CPA of ElGamal is negligible.

Without loss of generality, we assume that A always outputs a bit in the IND-
CPA experiment. Now, algorithm B is given an instance of a DDH problem,
say (g,9% g% C) for certain group G, g € G and for some (unknown to B)
a,b € Z, and where C'is either g® or uniformly random. Algorithm B simulates
the KeyGen algorithm by defining pk = (G, g, ¢%). It sends pk to algorithm A.
Eventually, A will reply back with two messages (two group elements) Mo, M; €
G. Now, B samples a bit 3<% {0,1} and sends the ciphertext (g M;s-C) to A.
When A returns a bit 6, B returns 0 (real, i.e., C' = ¢g°°) when ﬁ B, otherwise
it returns 1 (random).
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Note that, if C' = ¢, the produced ciphertext would be distributed as
a genuine ciphertext. On the other hand, if C' were selected at random, the
ciphertext (¢°, Mg - C) would contain no information about 3. That is because
for every M € G, the following distributions are identical:

USG;retunlU = USEG; retunM -U .

We have,
AdvpPH ()
2 a a > ] g 1
=Pr[6=6]0=gb]Pr[C’zgb]+Pr[5#ﬁ\C<iG]Pr[C<iG]—§

r[C = g™ +%Pr[0<i(@] _%

.

1
- (AaERTAa+ 5)
11 1
IND-CPA
= <AdvElGammal,.A + 5) 5 + Z -
IND-CPA
_ AdVElGammal,A

2

N | —

where Pr [6 # 5| C&G] was simplified to 1/2 because, the input to A does
not contain any information about § and therefore, the sampling of 5 can be
delayed until 5 was chosen by A. O]

2.3 Generic Group Model

The Generic Group Model is an idealized cryptographic model, first introduced
by Nechaev [160], that allows to prove the absence of efficient attacks that do
not exploit the representation of the group.

In cryptography, especially in public-key cryptography, it is very common to
define primitives over an algebraic group. For example, the RSA encryption
scheme is defined over a group of composite order N = pg where p and ¢ are
“large primes”, so that it is hard to factor N. In RSA, messages are group
elements and both encryption and decryption consist of taking exponentiations
in the group.

It is common to define primitives for over such a group G, ignoring the group
implementation. In practice, this group needs to be carefully selected so that
it is hard to solve certain problems over it. Note that the representation of the
group plays an essential role when reasoning about the hardness of problems.
In particular, there are problems that are easy for certain representations and
intractable (with our current knowledge) for others.
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For example, the group of integers modulo p—1 for a prime p with the
addition, (Z,_1, +), is isomorphic to the group of positive integers modulo p with
the product, (Z;,-). However, the discrete logarithm problem (Definition 14)
is easy in the first representation and hard in the other. Note that for every
g, h € N, the discrete logarithm in the first representation is equivalent to solving
a linear congruence, gr = h (mod p—1), which can be efficiently done by the
extended Euclid’s algorithm. On the other hand, the best known algorithms for
solving the problem under the second representation are sub-exponential (Joux
et al. [35, 133|), therefore, the problem is considered intractable for groups of
sufficiently large cardinality.

Analyzing security in the Generic Group Model is asking whether certain
primitive can be attacked regardless of the representation of the group. An
attack that works for every representation is called generic and a primitive is
said to be generically secure if there are no p.p.t. generic attacks against it.

Generic attacks are restricted to basic group operations, such as the group-
law, equality checks and possibly some additional operations. There exist differ-
ent models in the literature, that try to formalize this notion of generic attacks.
The most popular ones are the model by Shoup [182| and the one by Mau-
rer [156], which where proven to be equivalent [131].

In this thesis, we adopt Maurer’s model, where groups are implemented by
a third party and group operations are done via oracle access to this implemen-
tation using handles.

2.3.1 Example of proof in the Generic Group Model

We illustrate the ideas behind Maurer’s model by proving the generic security
of the CDH problem (Definition 15).

In this section we will argue the generic hardness of the CDH assumption,
i.e., we will show that there does not exist a p.p.t. algorithm A, that solves
CDH with significant probability for every implementation of group G.

For simplicity, let p € N be prime and let G be a group! of order p. We
consider an oracle O that implements G by using an arbitrary representation.
More precisely, O samples g uniformly from G\{1g} and a, b uniformly from 7Z,.
It creates three handles, hy, hy, hs pointing to g, g%, g° respectively and provides
A with these handles. Algorithm A is allowed to perform group operations, by
querying two handles and getting a new handle pointing to a group element that
corresponds to the sum of the contents of the provided handles. For example,
A can ask for the group-law operation on handles h; and hs, O will see that
they contain ¢, ¢® and will return to A a fresh handle, hy, pointing to ¢**'.

'We could say “let G be the group of order p”, because there exists only one (modulo
isomorphism), however, the group admits many different representations.
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Additionally, A is allowed to perform equality checks, e.g., it can ask for a
comparison between handles hy and hy and O will answer back with “false”,
because the content of such handles is different, i.e., g® # ¢"*.

In the so-called generic experiment, after several calls to the group operation
oracle and several equality checks, A will finish the game by outputting a handle
h*. Algorithm A wins the experiment if h* points to g.

Now, consider a slightly modified experiment, that we call symbolic experi-
ment, where the implementation of the group is done in a different way. Instead
of creating pointers to group elements, the new oracle, O™ is creating point-
ers to polynomials in Z,[A, B]. In particular, the three original handles that
A receives, hq, ho, hs, point to polynomials 1, A, B respectively. When a group
operation is asked between two handles, O™ creates a new handle to the sum
of the polynomials corresponding to the content of the handles. On the other
hand, when an equality check is performed, the answer is given based on the
comparison of polynomials over Z,[A, B].

Note that this modification is imperceptible for A, i.e., if it were interacting
with O™ instead of O, A would not have a way of recognizing that situation,
except for a small detail: equality checks. It is possible that an equality check
holds in the generic experiment and not in the symbolic one?. For example, an
equality check between handles hy and hz could hold in the generic experiment
if it happened the unlikely event of sampling a and b equal, uniformly from Z,.
However, the same equality check does not hold in the symbolic experiment,
because polynomial A is different from polynomial B. The only way for A to
distinguish between an interaction with O and an interaction with O%™ is to
produce a bad event, that is, to perform an equality check that holds and should
not hold in the symbolic model (in that case A would know it is interacting with
). Also, note that A can predict by itself the equality checks from the symbolic
model and detect the previous situation.

It is common to relate the A’s ability of winning the generic experiment to
the one of winning the symbolic experiment by the Schwartz-Zippel lemma.

Lemma 1 (Schwartz-Zippel). Let F be a field and f € F[ X1, ..., X,] be a non-
zero polynomial in the variables X1, ..., X, with coefficients in F. Let d = 0 be
the degree of f and let S be a finite subset of F. Then,

d
Prry,...,rn<<S: f(ry,...,r) =0] < Rk
Note that the lemma, applied to the field F = Z, and set S = Z,, tells us that
the probability of any two linear polynomials in Z,[ A, B] being instantiated to

the same value on uniformly sampled inputs is upper-bounded by 1/p.

2Note that the converse cannot happen, i.e., all equality checks that hold in the symbolic
experiment must hold in the generic experiment.
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Now, let A be an algorithm performing ¢ group-law queries to its oracle
O (or OYM). It will produce at most ¢ + 3 different handles. In the case it
performed all possible equality checks between these handles, that would be
precisely (q+3)(q+2)/2 equality checks and therefore, by the union-bound, the
bad event happening is upper-bounded by (¢ + 3)(q + 2)/2p.

Finally, note that no algorithm can win the symbolic experiment, since all
operations preserve the degree of the polynomials stored in the handles. There-
fore, from handles pointing to 1, A, B, it is impossible to create a handle to
polynomial AB.

We conclude that any p.p.t. generic algorithm performing ¢ group-law oper-
ations in G has a probability of solving the CDH problem that is upper bounded
by

@ +5¢+6
2p

which is negligible A, where 2* ~ |G| = p, because ¢ must be polynomial in \.

2.3.2 Why use the Generic Group Model

Informally, a problem is said to be hard if no efficient algorithm can solve it with
significant probability. Algorithms are considered to be “efficient” if they run
in polynomial time in the problem’s size, while they are considered to succeed
with “significant probability” when their probability of success is lower-bounded
by the inverse of some polynomial in the problem’s size.

If a problem is hard, sufficiently large instances of the problem are intractable
with the existing algorithms, even with enormous computational power. There
are some problems believed to be hard and widely used in cryptography, e.g.,
factoring integers, computing the discrete logarithm over elliptic curves... How-
ever, proving lower complexity bounds for these problems is extremely chal-
lenging with our currently available mathematical knowledge. Actually, proving
meaningful lower bounds on the complexity of hard problems used in cryptogra-
phy would require to solve the Millennium Prize problem P vs NP, formulated
by Cook in 1971 (83|, which results acutely difficult, as evidenced by the lack
of progress in the last decades.

The GGM is a natural and well-defined framework that allows to prove
security of cryptographic constructions without relying on hardness assump-
tions. Note that the security level provided by a prove in the GGM is at most
as high as the security level that a proof in the standard model offers. That
is because, a proof in the standard model must rely on assumptions that are
generically secure and therefore, a proof in the standard model implies generic
security of the cryptographic primitive.
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It is common that proofs in the standard model rely on non-standard hard-
ness assumptions. In such cases, it is crucial to argue that these hardness
assumptions meet certain minimal requirements. The accepted method for
arguing the validity of such non-standard assumptions is to prove their security
in the Generic Group Model.

Additionally, note that for certain implementations of groups (like some
elliptic curves) it is unknown how to exploit the algebraic structure of the group
representation. In such situations, the best known algorithms for facing
certain problems are generic. When cryptographic primitives are implemented
in these groups, security in the GGM can be considered enough for practical use.

The GGM is an especially amenable framework for proving lower bounds
on the size and performance of secure cryptographic schemes. For example, it
has been applied to derive several lower bounds on the complexity of Structure-
Preserving Signatures [3, 6, 7, 44].

Finally, another incentive for considering the GGM is the fact that con-
structions in this model are usually smaller or more efficient than secure
constructions in the standard model, where additional components are com-
monly needed to argue security. An example is the Petit IBE [191|, which was
proven adaptively secure in the composite order setting of bilinear groups. The
additional structure that the composite order group provides makes it possible
to reduce the security of the Petit IBE to the hardness of a subgroup member-
ship assumption. However, without such a structure, the same argument does
not extend to the prime order case, which is preferable for size and efficiency
reasons. In Chapter 5 we provide a proof of security of the prime-order ver-
sion of the Petit IBE in the Generic Group Model. Proving its security in the
standard model remains as an open problem. Structure-Preserving Signatures
are other example where constructions in the GGM are more efficient. We refer
to [1, Table 1] for a comparison between lower and upper bounds for differ-
ent classes of SPS schemes. For example, the authors show that secure SPS
schemes for bilateral messages in the Type Il setting must contain at least 6
group elements in the signature to be proven secure in the standard model (un-
der non-interactive assumptions). On the other hand, there exist constructions
with only 3 group elements in the signature that achieve generic security.
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Unbounded Analysis of Constructions in
the Generic Group Model

Programming is the art of algorithm design
and the craft of debugging errant code.

Ellen Ullman, 2013

In this chapter, we develop a new method to automatically prove security
statements in the Generic Group Model as they occur in actual papers. We
start by defining a general language to describe security definitions, a class of
logical formulas that characterize how an adversary can win, and a translation
from security definitions to such formulas. We prove a Master Theorem that
relates the security of the construction to the existence of a solution for the
associated logical formulas. Moreover, we define a constraint solving algorithm
that proves the security of a construction by proving the absence of solutions.

We implement our approach in a fully automated tool, the gga® tool, and
use it to verify different examples from the literature. The results improve on
the tool by Barthe et al. [43, 44]: for many constructions, gga® succeeds in
proving standard (unbounded) security, whereas Barthe’s tool is only able to
prove security for a small number of oracle queries.

3.1 Introduction
The Generic Group Model provides an algebraic setting for describing a wide
class cryptographic primitives and assumptions, and is supported by Master

Theorems that give a purely algebraic condition that ensures the security of
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primitives in this model. Very roughly, the proof of the Master Theorems uses
the Schwartz-Zippel lemma to prove a security reduction between the Generic
Group Model and a Symbolic Generic Group Model, in which the security ex-
periment is purely deterministic. Security in the Symbolic Generic Group Model
is trivially equivalent to a purely algebraic condition. For instance, the alge-
braic condition for a decisional assumption requires to prove that the two sets
of polynomials extracted from the left and right games have the same linear de-
pendencies. Therefore, and unavoidably, the difficulty of checking the algebraic
condition increases as the assumption becomes more complex, as witnessed by
unfortunate failures [105, 128, 185|. For some recent hypotheses, several pages
of error-prone calculations are required for proving that the algebraic condition
holds, and several authors have used computer algebra systems to carry part
of the verifications. These examples suggest the importance of building gen-
eral tools to assist proofs of security assumptions in the Generic Group Model.
One such tool is the Generic Group Analyzer [43], which uses SMT solvers and
computer algebra systems to analyze DDH-like assumptions. The tool takes as
input a description of an assumption and either returns an algebraic attack or a
concrete probability bound if the assumption is secure. The Generic Group An-
alyzer primarily works for non-interactive assumptions, in which the adversary
can only call the oracles which perform the algebraic operations.

The Generic Group Model can also be used for proving the security of crypto-
graphic constructions, such as Digital Signature schemes and algebraic Message
Authentication Codes, against algebraic attacks. In this context, the adversary
has access to oracles for performing signatures, verification, etc. The Generic
Group Analyzer also provides support for such problems, but is inherently lim-
ited to oracles which do not take handles to group elements as inputs. This
support can be used for analyzing simple interactive assumptions. Subsequent
extensions of the Generic Group Analyzer overcome this limitation by providing
support for oracles that take handles as inputs, and by allowing adversaries to
make a bounded number of oracle queries [44]. Using this extension, Barthe
et al. [44]| synthesize (in the Type I setting) structure-preserving signatures
that are secure against adversaries that can make a bounded number of signing
queries. Their approach is based on an algebraic characterization of security, us-
ing a vector space whose dimension increases by one for each query. Therefore,
their approach is limited to a small number of queries, and an alternative ap-
proach must be used for proving security notions which do not impose a bound
on the number of queries.

Building on these two contributions, we implement an analyzer which sub-
sumes the Generic Group Analyzer for interactive assumptions and is able to
analyze many cryptographic constructions, including signatures and message
authentication codes.
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3.1.1 Technical overview

In more detail, our contributions are as follows.

First, we define a language to express security experiments in the Generic
Group Model where the adversary can make an unbounded number of queries
to oracles; moreover, our model allows oracles to take group values as inputs.
In addition, we define a rich language of winning conditions. We then establish
a Master Theorem, which states that a generic algorithm is secure with respect
to a security goal expressed using our language of winning conditions, if the
constraint system extracted from the security experiment, given by the algo-
rithm and the winning condition, has no computable solution. Informally, the
notion of computable solution provides an algebraic counterpart to the notion
of deducibility used in the symbolic (a.k.a. Dolev-Yao) approach to cryptog-
raphy; more technically, this notion is based on an inductive definition of the
adversary’s knowledge throughout execution of the algorithm. From a broader
perspective, our Master Theorem provides a novel light on the relationship be-
tween different cryptographic models, by showing a general relationship between
the Generic Group Model and the symbolic model. Note that, for the sake of
simplicity, we focus on group settings with bilinear pairings; however, we be-
lieve that our model and Master Theorem can naturally extend to the case of
multilinear maps.

Second, we define an automated method for proving the absence of com-
putable solutions of constraint systems. Our language of constraints supports
algebraic expressions that are generally not considered by prior work on the
symbolic model. Therefore, we cannot use previous constraint-solving methods
developed for reasoning about cryptographic protocols in the symbolic model.
Rather, we define a specialized method which combines general purpose al-
gebraic computations and specialized steps. The algebraic computations are
performed using Grobner bases, whereas the specialized steps include simplifi-
cations related to big operators and case distinctions. The latter can be used
to add new equations to constraint systems and thus to trigger new simpli-
fications. Case distinctions are an essential ingredient for the success of our
method: they yield compact proofs that follow the structure of pen-and-paper
arguments found in the literature. Of course, the use of case distinctions is
not new in automated deduction; it is at the core of Staalmarck’s method, an
empirically successful method for propositional logic. However, its use in our
setting appears to be new.

Third, we implement our method and evaluate its effectiveness on a sizable
set of case studies. Our tool uses off-the-shelf computer algebra systems to
perform Grobner bases computations. However, it draws its efficiency from a
finely tuned heuristics for carrying case distinctions. We evaluate our tool on
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structure-preserving signatures, in all settings (Type I, Type I and Type II).
Our tool is able to prove unbounded security of many structure-preserving
signatures from the literature, as well as of the algebraic MACs from Chase,
Meiklejohn and Zaverucha [74], and of the short randomizable signatures from
Pointcheval and Sanders [167]. Furthermore, it also proves unbounded secu-
rity for most of the examples proved 2-time secure in [44] (these examples were
generated automatically using synthesis techniques). Moreover, we also adapt
the synthesis tool from [44] to generate structure-preserving signatures in the
Type I setting and use our tool to prove security for more than a 100 such
schemes.

3.1.2 Related work

The Generic Group Model was introduced by Nechaev [160], Shoup [182] and
Maurer [156], following distinct but equivalent approaches [131]. The original
approach by Nechaev and Shoup lets the adversary access a randomly selected
representation of group elements; in contrast, Maurer’s approach requires the
adversary to perform all algebraic operations via oracles, and uses handles as
symbolic representations of group elements known to the adversary. We opt
for the second approach, for its distinctively symbolic flavour. These works
establish lower complexity bounds for the generic discrete logarithms and the
generic hardness of Diffie-Hellman like assumptions. As for us, they use the
Schwartz-Zippel lemma for transforming their original problem into an alge-
braic one. This approach was extended by Boneh, Boyen and Goh [63]. First,
their Generic Group Model focuses on bilinear groups. Second, they consider a
general class of assumptions, and provide the first Master Theorem, which pro-
vides a systematic method for extracting algebraic conditions of security from
assumptions. Their Master Theorem was subsequently extended in many direc-
tions. The most relevant works are those that involve the use of computer tools
for verifying algebraic conditions. Notably, Freeman [104] verifies the hardness
of two assumptions using Magma.

Shoup [182] and Schnorr and Jakobsson [176, 177] were among the first to use
the Generic Group Model for proving the security of crytographic constructions.
Specifically, Shoup proves (generic) security of an identification scheme, whereas
Schnorr and Jakobsson consider signed ElGamal encryption and blind discrete
log signatures. More recently, the Generic Group Model has also become an
important tool for analyzing the security of pairing-based cryptographic con-
structions. Chase, Meiklejohn and Zaverucha [74] propose a class of algebraic
MACs and prove their generic security. Several authors use the Generic Group
Model for proving the generic security of structure-preserving signatures |[2].
Groth [118] proposes new fully-structure-preserving signatures [8] and proves
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their generic security. Similarly, Fuchsbauer, Hanser and Slamanig [106] define
a structure-preserving signature on equivalence classes and prove its generic
security. Furthermore, the Generic Group Model gives a convenient setting
for establishing lower bounds on the complexity of structure-preserving signa-
tures [3, 6, 7, 44]. In a similar spirit, the Generic Group Model has been used
for proving the correctness of translations of signature schemes from Type I to
Type I |5, 7, 12].

It is also worth pointing to a recent examination of the efficiency of pairing-
based implementations. Based on a practical evaluation of the efficiency of
state-of-the-art implementations of pairings, Chatterjee and Menezes [75] argue
that Type I pairings are more efficient than their Type II counterparts, and
should be favoured in implementations. Their observation justifies the need
to transpose existing results and tools for the Type I setting to the Type I
setting, and has motivated the application of our methods to the latter.

Several works have developed or used tools for reasoning about the Generic
Group Model. As already mentioned, the Generic Group Analyzer |43] imple-
ments an automated method for analyzing assumptions. Moreover, a subse-
quent extension of the analyzer [44] supports the automated analysis of secu-
rity of structure-preserving security against adversaries that make a bounded
number of queries. In practice, the tool only terminates for small bounds on
the number of queries. While these works are the most closely related to ours,
there have been previous works that apply computer tools to the Generic Group
Model. Barthe, Cederquist and Tarento [40, 48] were the first to use formal
verification tools for analyzing the security of hardness assumptions and cryp-
tographic constructions in the Generic Group Model. Their work uses the Coq
proof assistant, providing no support for automation. Freeman [104] reports
on using computer algebra systems to prove the validity of new hardness as-
sumptions in the Generic Group Model. Beyond the GGM, there exist sev-
eral tools for synthesizing constructions, such as encryption schemes, modes of
operations, tweakable blockciphers, and structure-preserving signatures in the
Type T setting [42, 44, 125, 155], automated transformation of existing con-
structions, including signature schemes |5, 12, 14|, and verification of security
proofs [46, 47, 58]. In particular, [47] introduce AutoG& P, a highly automated
framework for proving the security of pairing-based cryptographic primitives;
the focus of [47] is on encryption schemes, but their methods are also applicable
to signatures and MACs. AutoG& P and gga™ are complementary in two differ-
ent ways. First, gga® focuses on full automation in the GGM while AutoG& P
provides partial automation in the Standard model. Second, and more interest-
ingly, some of our techniques for equational reasoning could be used to achieve
more automation in AutoG& P, whereas it could be possible to use techniques
from AutoG& P as a fallback solution when full automation fails in gga®.

37



3. Unbounded Analysis of Constructions in the GGM

3.1.3 Notation

For a set S, we define aS = {as | s € S} and SS" = {ss' | se S A s € S5'}. We
write S* to denote vectors of elements in .S. We use v to denote a vector and vy,
to denote the i-th element. We assume given a set of uniform variables UVar,
a set of handle variables HVar = HVar; w HVar, w HVar,, a set of parameter
variables PVar, and a set of index variables IVar. We use ty(h) € {1,2,t} to
denote the type of a handle variable, i.e., ty(h) = i iff h € HVar,.

We use R[X*!] to denote the set of Laurent polynomials over the ring R
with variables in X. We also use the shorthand R[Y, X*!] for (R[Y])[X*']
to denote nested polynomial rings. We use a similar notation Mon[X*! Y]
for Laurent monomials. We write degy (M) to denote the degree of V in the
Laurent monomial M. We write coeffy(F') to denote the coefficient of the
Laurent monomial M in the Laurent polynomial F'.

For a term t possibly containing variables, we write t[x — '] to denote the
result of substituting all occurrences of the variable z in ¢ with ¢’. A context C
is a term with a distinguished variable which denotes a hole that can be filled
in by an arbitrary term. We assume the hole occurs exactly once in a context.
We use C[t] to denote the term obtained by plugging ¢ into C’s hole.

3.2 Translating Security Experiments into Con-
straints
In this section, we first present a language to define security experiments in the
Generic Group Model. Next, we define the language of winning constraints.
Winning constraints are formulas that characterize if an adversary can win a

security experiment. Finally, we present a translation procedure from security
experiments to winning constraints.

3.2.1 Security Experiment Definition

We first present the language that we use to define security experiments. Af-
terwards, we define the corresponding games in the GGM and the symbolic
group model (see [43]). We will exploit that the generic and symbolic games
are indistinguishable and use the symbolic game to perform our analysis.

Definition 19. (Security erperiment) A security experiment is defined by a
tuple SE = (t, ainp, odef , wcond) where

« the group type is defined by t € {I, 1,10},

. the adversary input is defined by ainp = (X, (F1, F, Fy)) for
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o global uniform variables X € UVar® and

o input polynomials Fj € Z[Xil]*7
-+ the oracle is defined by odef = (a,h, R, (Hy, Ha, Hy)) for

o arguments a € PVar* and oracle handles h € HVar*,}
o oracle uniform variables R € UVar®, and
o oracle polynomials H; € Z| X*! R*' a,h]*, and

« the winning condition is defined by wcond = (a, h,W~-, W#) for

o winning arguments @ € PVar* and winning handles h € HVar*, and
o winning (in)equalities W= W7 € Z[X*' R*!' a,h,a, i\l]*

Intuitively, the adversary input represents the values given initially to the
adversary. This usually includes the public parameters and the public keys.
The oracle is defined by arguments and oracle handles that represent the oracle
input; uniform variables that denote randomness sampled by the oracle; and or-
acle polynomials that denote the oracle response. Finally, the winning condition
is defined by winning arguments that represent the forgery that the adversary
must produce; and winning (in)equalities that characterize valid forgeries.

We define the corresponding generic group game G&"(SE) as follows:

1. Sample the vector = € (F))*!, compute the adversary inputs [F;(x)];

GLF” (for i € {1,2,t}), and call the adversary .4 with the corresponding
handles.

2. The adversary A can perform ¢, queries to perform group operations (for
group type t), an unbounded number of equality queries, and ¢ queries to
an oracle that implements odef. The oracle for odef takes scalars v € E‘f‘
for a and a vector of handles to group elements U for h. We use u to
denote the discrete logarithms of U, ie., for all j € [|h[], [u]. = Uy
where i = ty(h(;). Then it samples r € (F))® and returns handles to
[Hi(x,v,u,r)], € GLH"l. We use v, w9, ) to denote the correspond-
ing values used in the j-th query.

3. The adversary A returns scalars v € Fz‘,a‘ for @ and handles to group
elements U for h. Again, we denote the discrete logarithms of U with 4.
The adversary wins if for < € {=,#}, w e W™ and j € [¢], it holds that
w(z, r0), v uwl) B, 4) = 0.

!Handle variables are typed, i.e., for all j € [|h|], it holds that ty(hgy) € {1,2,t}.
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Note that additional care must be taken to ensure that the oracles and win-
ning conditions are efficiently computable using scalar multiplication, addition,
application of isomorphisms, and application of bilinear maps. For example, it
is possible to specify an oracle that takes a handle to an element [v], € G, and
returns [v]; € Gy, which cannot be efficiently computed in most bilinear groups
of interest.

The symbolic game G¥™(SE) is defined similarly, but internally uses Laurent
polynomials f(X) instead of group elements [ f(x)],. It is completely determin-
istic since it uses formal variables X to represent the initially sampled values
and indexed formal variables RY) to represent the values sampled in the oracle.

Formally, we define GY™(SE) as follows:

1. Store the polynomials F;(X) € Z[ X *']I%l in the list for the group G; (for
i€ {1,2,t}) and call the adversary A with the corresponding handles.

2. The oracles for group operations and equality checks provide the same
interface as in the generic model, but perform all computations in the
ring of Laurent polynomials. The oracle for odef takes (in the j-th query)

lal :
scalars v € F,," for a and handles to polynomials

= Z[Xil, (R(l))il’ o (R(jfl))il]\hﬂ
for h. It returns handles to polynomials

HZ.(X’,U,UJ,R(J')) e Z[ X, (R(l))il’ o (R(j))il]\Hﬂ'

3. The adversary A returns scalars v € Fl)al for a and handles to polynomials
aeZ[X*, (RW)* (R(q))il]\flil

for h. He wins if for = e {=,#}, we W™ and j € [¢], it holds that
w(X, RY, vV w5, 4) = 0.

Example 1. We can formalize the EUF-CMA security of the scheme in Figure
3.1 using the security experiment SE = (t, ainp, odef , weond) defined as follows:

« the group type ist =1
. the adversary input is ainp = (X, (Fy, F, Fy)) where

o X = (v,w) (for v,we UVar), F} = (1,v,w), F» = (1), F, = (1)
« the oracle is odef = (a,h, R,(Hy, Hy, Hy)) where

o a= (), h=(m) (for m € HVary),
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Setup P(1*): Return PP = (p,Gy, Gy, [1];,[1],, Gy, e) < G(1*) where G is a
polynomial time algorithm that on input 1* returns a description of a bilinear
map in the Type Il setting with groups of order p for a A-bit prime p.

Key generation K(PP):
Choose v,w < F,* and compute VK = (PP,V,W) and SK = (PP,v,w) as

V —[v]; and W « Jw], .

Signing Sgx (M):
For M = [m], € G, choose r < F)* and compute the signature (71,73, 5) as

Tl(_[[r]]la TQZ[[T]]2, and S « [[mv+w_|_742]]2.

Verification Vyg (M, (11,15, 5)):
Accept if, and only if, T} € Gy, M, T, S € Gy,

e([1]y,5) = e(V, M) + e(W, [1],) + (11, T2), and e(Ty, [1],) = e([1]; , T2).
Figure 3.1: SPS-scheme from [75] in Type I setting.

o R = (r) (for r e UVar),
o Hy = (r), Hy= (r, mv+w+7r?), H, = ()

« the winning condition is wcond = (a, fz, W=, W?%) where

s da=1(), h=(M,b,t,3) and (for t; € HVar; M, %, 5 € HVar,),
© W::</S\—T/I>LU—QU—%\1%\Q7%\1—%\2)7 W?é:(ﬁl—mm) [ |

3.2.2 Winning Constraints

We first define the language of winning constraints, a class of formulas that can
be used to characterize if an adversary can win the symbolic game G¥™(SE).
Then we define the set of solutions of a winning constraint and present a set of
simplification rules that preserve the set of solutions.

Definition 20. (Winning constraints) The language of winning constraints is
defined by the grammar given in Figure 3.2. We distinguish between bound
index variables and free index variables depending on whether they are bound

by ¥ /5. We write ivars(C) to denote the free index variables in the constraint
C.
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3. Unbounded Analysis of Constructions in the GGM

C:=3i¢ K.C|C constraint
C'u=CAC'|Vk¢ KC|E=0]E+#0 non-existential constraint

Eu=E+E|E+E| =& | Coeffp () expression

[ Y EIRIRT|PIVL]0

k¢ K

Mi=MsM|R|R |1 monomial over uniform variables

R =Ry | R (indexed) uniform variable (R € UVar)
P=puwl|p (indexed) parameter (p € PVar)
V=Y indexed handle variable (Y € HVar)

Figure 3.2: Grammar for winning constraints (for k£ € IVar, K < IVar). For
every Coeff(E), £ does not contain the symbol Coeff.

Intuitively, atomic constraints £ = 0 represent polynomial equalities. In the
quantifications Vk ¢ K and Zk¢ i, the index variable & ranges over all elements
in [q] except for the valuations of the index variables in K. Uniform variables
R/ Ry, are treated like formal variables, parameters p/ppr) can be instantiated
with integers, handle variables Y[;; can be instantiated with Laurent polynomials
over uniform variables, and the arithmetic operations are interpreted in the ring
of Laurent polynomials over F, for a prime p. An expression Coeffr((E) repre-
sents the coefficient of the monomial M in the expression &£ after the parameters
and handle variables in £ are instantiated. The resulting Laurent polynomial
after instantiation contains only (indexed) uniform variables. Formally, the set
of solutions of a winning constraint is defined as follows.

Definition 21. (Solutions of winning constraints) A structure s = (p, q, 0,9, x, §)
for a prime number p, a natural number q, a valuation o : IVar — [q] for (free)

index variables, valuations § : PVar — F,, and x : PVar x [q] — F, for the pa-

rameters, and a valuation ¢ : HVar x [q] — F,[UVar*!, UVarE—;]l, - UVar[iq]l] for

the handle variables is a solution for a winning constraint C if evals(C) = true

for the function eval defined in Figure 3.5.

3.2.3 Translation from Security Experiments to Winning Constraints

We define the translation function to convert a security experiment definition
into winning constraints. The translation is sound and complete with respect
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3.2. Translating Security Experiments into Constraints

eval (d) v ...v eval () for c=3k¢ K.

Sk,K,1 Sk, K,q—| K|
evals, ., () Ao Aevalg, o (¢) for e=Vk¢ K.d
evals(cy) ® evalg(cs) for c=c;®c
evals, ., (¢) + ...+ evals, () for c=3 .. ¢
d(p) for c=p
evals(c) = < x(p,o(7)) for ¢ = pp
(Y, 0(7)) for ¢ =Y
Re for ¢=Ree{+1,—1}
R, ) for c¢=Rfee{+1,-1}
coeff () (evals(E)) for ¢ = Coeffyy(E)
L ¢ for ce{0,1}

Figure 3.3: Definition of the evaluation function evals for s = (p,q, 0,9, x, &),
where R € UVar, ® € {=,#, A, +} are interpreted as the corresponding
boolean operations/arithmetic operations in the ring of Laurent polynomials
over IF, and sp x; defined as follows. Let {vi,...v, x|} = [¢]\o(K), then
Skri = (p,q,0',0,x,&) where 0 = o[k — v;] forie {1,...,q¢— |K|}.

to a certain class of solutions. Roughly, this means that there is an efficient
attacker? on the security experiment in the Generic Group Model with non-
negligible winning probability iff there is a solution for the translated winning
constraints where handle variables are instantiated with “computable” Laurent
polynomials.

To simplify the presentation, we assume that for all security experiments in
Type I, it holds that F, < Fy and H, < H; which allows us to ignore the
isomorphism W. Similarly, we assume for Type I that Fy = F, and Hy, = H,
which allows us to ignore that G; = G,.

First, note that W™ < Z[X*!, R*! a,h,a, /ﬁ] where X, Re UVar*, a,a e
PVar*, and h,iAL € HVar*. For an index variable j € IVar, we write Ry; to
denote the vector (R, - - -, Bqrpp) of indexed uniform variables. Similarly,
we write af;] and hf;. For our translation, we instantiante each winning handle
variable E € HVar; u HVar, with a linear combination of polynomials in the
adversary mput and in the oracle output. Formally, we define the vector E of
expressions as follows. For u € []h\] such that h € HVar; and | = |H;|, we

“More precisely, an attacker that performs a polynomial number of queries ¢, and g.

43



3. Unbounded Analysis of Constructions in the GGM

define

E(u) = p(l’u’l)Fl(l)(X) L+ p(l,u,|Fl|)Fl(|Fll)(X) +
1l,u,l
Z 7_[(k] )Hl(l)(Xv Ry, apy, h[k]) + ...+
k

(17u7l)
D Hay (X, Ry, apey, hyg)
k

where p@wm) and 7(wn) are distinct fresh parameter variables. For u € [|h|]
such that E(u) € HVar,, we define E(, analogously. For u € [\?L[] such that iAz(u) €
HVar, we define E(,) analogously additionally taking products of polynomials
from G; and G, into account. We define the winning constraint derived from
SE as

tOCO’ﬂStT‘(SE) = /\ V] (w(X,R[j],a[j], h[j], a,E) > 0)

weW™

A priori, the notion of solution for winning constraints does not restrict the set of
Laurent polynomials that can be used to instantiate the handle variables in hp;).
Since we are only interested in solutions where the instantiations of handle
variables are computable, we now define the notion of constrained solution.

Definition 22. (Constrained solutions of winning constraints) A solution is
constrained by sequences of sets {K](-l)}jeN of Laurent polynomials (for 1 € {1,2,t})
if for alli € {1,2,t}, Y € HVar,, and j € [q], it holds that £(Y,j) € K\".

Since we are interested in solutions constrained by computable Laurent poly-
nomials, we next define the sequences of computable polynomials. We use {S)
to denote the vector space over F, generated by S.

Definition 23. (Computable polynomials) The sequences of computable poly-
nomials for a security experiment

SE = (t,X,(Fy, F5, R)),(a,h,R,(H,y, Hy, Hy)), wcond)
are defined as follows:

KB = (toSet(Fy)) forie{1,2}
k5" = (toSet(F) u (K657 « 1557 P))
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3.2. Translating Security Experiments into Constraints

KI5W = PO forj=0,ie{1,2}
{(H(X,v,E,RUV"™V) | He H; n
v e Fl9l A |E| = |h| A B,y e Ko7y
= T o (T ) for j =0

{(H(X,v,E,RV"™V) | H e H, A
v e e A |B| = || A By e K00y

’CSE

7+1

The definition is always valid for Type M. For Types 1 and 1, it is valid under
the previously stated assumptions on F; and H;. We say a solution s is an
SE-computable solution if it is constrained by (ICSE N ))j’i.

Theorem 2 (Soundness and Completeness of Translation). Let p ~ 2* and
g, q polynomial in X\. Then the winning probability in the generic group game
Ge"(SE) with a group of order p is negligible in X\ for all adversaries that per-
form at most q, (resp. q) queries iff there is no SE-computable solution for
toConstr(SE).

Sketch. For all concrete values of ¢4, ¢, and SE we can use the master theorem
for interactive assumptions from [43| (more precisely, the extended version for
handles from [102]) to obtain an algebraic criterion that is equivalent to the
security of the construction. By unfolding the definitions of toConstr and eval,
we can verify that the criterion is true for all bounds on the number of oracle-
queries iff there is no SE-computable solution for toConstr(SE). O

Example 2. The translation of the security experiment for the example in Fig-
ure 3.1 to winning constraints is

g—]\?*V—W—ﬁ*@zO A ﬁ—fgz() AN Vk]/\Z—M[k]#O

where V,W, R € UVar_and M € HVary, p,p', 1", p, o', 0", p" 7, 7', 7", 7,7, 7" €
PVar, and M 51,52,53 are defined as

,u+2u « Ry, +Zu *V+W+R2)
T1=p+2p[k]*R[k]+p « V4 p" = W,
K
Ty =1+ ZT[’H « Ry + ZT[’;] (Mg =V +W + RE,), and

7+27 * Ry, +27” wxV+ W+ R
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3. Unbounded Analysis of Constructions in the GGM

We first outline the sequence of computable monomials for Gy:

K65 = A, vw)
K75 @ = P O (R
K57 = (kPP U Ry )

For Gy, the sequence looks as follows:

K(*?Ea(z) — <1> ::fl
———
T = (kg O {1, Ry, V + W+ Ry
1655 ® = (KPP G Ry, Ry » V + W + Ry fr+ V + W+ Ry b

For Gy, only the first line of the definition (computable earlier or product of
computable in Gy and computable in Gy) is non-empty. [ |

3.3 Constraint Solving

In this section, we define an algorithm that takes a winning constraint and
tries to derive a contradiction thereby showing that the winning constraint has
no solution. Our algorithm uses constraint solving rules to perform a complete
search for solutions using simplification rules and case distinctions. We first give
the rules and then describe a strategy to apply the rules in Section 3.4. We begin
by describing a set of simplification rules for constraints that exploit logical
equivalences to bring a constraint into a simplified form. Next, we describe a
set of rules for introducing and simplifying Coeff constraints. Then, we describe
our rules for performing case distinctions followed by describing a procedure for
equational simplification based on Grébner Basis techniques. We conclude by
giving a worked out example.

3.3.1 Constraint solving rules and soundness

We use the notation C ~~»gg C; v ... v C to denote the constraint solving rule
that “simplifies” the constraint C into the disjunction of constraints Cy, ..., Cg.
The constraint solving rule might depend on the security experiment SE. Our
rules are sound in the following sense: If there exists an SE-solution s for C,
then there is an ¢ € {1,...,k} such that there exists an SE-solution s’ for C;.
The solution s’ is usually very similar to s, but might, for example, perform an
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3.3. Constraint Solving

Csimp ::= Ik ¢ K. Cyimpp | C" existential quantification
C*:=C"n...ACY conjunction
C'u=Vk¢ K.C"|C“ universal quantification
ClUu=ET=0|EY#0 (in)equality
EV =824+ ...+ 2|0 sum
EX = 2 EX | —£*| £* | Coeffyy () symbolic sum
k¢ K
M = M« M | RT"| RE—% | 1 monomial over uniform variables
EFu=EPx .  xEM |1 monomials
EP = ppy | p| RF | Rf—ﬁ | Yig parameter /variable

Figure 3.4: Grammar for simplified winning constraints where p € PVar, R €
UVar,Y € HVar, k € IVar. Conjunctions, sums, and products cannot by empty,
but they can have a single argument. All bound variables must occur in the
body. A monomial never contains a uniform variable and its inverse and never
contains 1 unless it is equal to 1.

additional query with trivial parameters. We use C ~»gr L to denote that C
can be simplified to the empty disjunction, which is equivalent to false.

We say a constraint C is contradictory if there is either a rule C ~»gg L or
there is a rule C ~>gg C; v ... v Cy such that for all i € {1,. .., k}, the constraint
C; is contradictory. Since all rules are sound, we obtain that if C is contradictory,
then C has no solution.

3.3.2 Simplification rules

To exploit the equivalence e = €’ given in Figure 3.5, we define a corresponding
constraint solving rule Cle] ~»gg C[€'] for each of them. The rules up to
and including the equivalences for Coeff can be used to bring every winning
constraint into simplified form (see Figure 3.4). Additionally, we assume given
rules for the axioms of commutative rings with respect to 0,1, » and +.

The remaining rules are useful to enable the application of other rules. The
first remaining set of rules allows to swap binders, which might be required
before applying rules that expect a certain binder to be in outermost position.
To preserve the well-formedness of constraints, we adapt the index exception
sets K as shown below. The second remaining set of rules allows us to add
exceptions to binders. This might also benefit the applicability of other rules.
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3. Unbounded Analysis of Constructions in the GGM

(Vk‘ ¢ K. Cl AN C2> = (Vk? ¢ K. Cl) A (Vk‘ ¢ K. Cg) (equiv—l)
(Vk¢ K.Ci) =Cy if k ¢ ivars(Cy) (equiv-2)
51 * 82 = 82 * 51 (equiv—3)
—(E1+ &) = (=&) + (&) (equiv-4)
DE+E) =D &)+ (D &) (equiv-5)
ke K k¢ K keI

(Z &) # & = (Z &1+ &) (equiv-6)

k¢ K k¢ K
(>, &) =(>,-¢ (equiv-T7)

k¢ K k¢ K
((=&1) &) = (&1 + &) (equiv-8)
—(=&)=¢ (equiv-9)
R+R =1 (equiv-10)
Coeff pq(E1 + &) = Coeff o (E1) + Coeff s (&) (equiv-11)
Coeffpi( ) €) = > Coeffyy(€) if iwars(M) € K (equiv-12)

ke K k¢
Coeff p(—E) = —Coeff () (equiv-13)
E”Cl ¢K15”€2¢K2C = 5”{32 ¢K§E|]€1 ¢K{C (swap—l)
Vkl ¢ Kl.Vk’Q ¢ KQC = ng ¢ KéVkl ¢ KiC (SWEP—Q)
Z Z £ = Z Z & (swap-3)

k1¢ K1 ko¢ Ko kot K} k1¢ K/
Vk¢ K.C=(Vk¢ K u{k*}.C) A Clk — Ek¥] if k"¢ K (split-1)
CIY E1=CI( D>, &) +E&[k— k] where C (split-2)
kK kK O {k*} defines k* # k'

forall k' e K

Figure 3.5: Equivalences for simplifying constraints where K/ is defined as

Ky\{k1} and K7 is defined as Ky u {ks} if k1 € K3 and K; otherwise.
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3.3. Constraint Solving

0[5 = O] SR C[g =0A (VZl ¢ Kl, Ce ,il ¢ Kl. CoefFM(S) = O)]
if {i1,..., 4} nivars(E) = & A € does not contain Coeff (coeff-1)

C[Coeff p(E)] ~se Clpmon(E)]  if hmon(E) = 1 and M = umon(E)
(coeff-2)

C[Coeff p(E)] ~ s C[0] if contMon g /umon(e) (hmon(€)) ~ s L

and C assures wars(M) n wars(E) = &
(coeff-3)

Figure 3.6: Rules for introducing and simplifying Coeff expressions.

3.3.3 Introducing and simplifying Coeff constraints

In this section, we describe how to introduce and simplify constraints that
involve Coeff expressions. To define our constraint solving rules, we define
three functions that filter variables in monomials.

The functions

« umon : Mon[UVar*! HVar, PVar] — Mon[UVar*'],
« hmon : Mon[UVar™' HVar, PVar] — Mon[HVar], and
- pmon : Mon[UVar™' HVar, PVar] — Mon[PVar].

keep the exponents for the desired type of variables and set the exponents of
all other variables to zero.

The constraint solving rules are given in Figure 3.6. The first rule exploits
that if a polynomial is equal to zero, then when interpreting the polynomial
as a polynomial over uniform variables, the coefficients for all monomials must
be zero. The remaining two rules allow to simplify Coeff expressions. The
first rule deals with the case where £ does not contain any handle variables
and M is equal to the monomial over uniform variables contained in £. The
second rule deals with the case where it is possible to prove that there is no
(SE-computable) instantiation of the handle variables in £ such that the result-
ing Laurent polynomial contains the monomial M. The rule makes uses the
contMon constraint. We will present the rules for showing that such a constraint
is contradictory in the next section.

Example 3. Consider the constraint I' such that

D=0 Ry =0 AT
7
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3. Unbounded Analysis of Constructions in the GGM

We can simplify the constraint as follows:

[~ I' A Vi. Coeffp (Z P R1) = 0 [coeff-1]
J
~sp I' A Vi. CoefFR[i](( 2 p[j]R[j]) + p[i]R[i]) =0 [Sp/ft—2]
J{i}
~~sp I' A Vi. Coeffp, ( Z o By + Coeffr, (o Rpg) =0 [equiv-11]
J¢{i}
~sp ' A Vi. Coeffr, ( Z pii1Ry1) + prp = 0 [coeff-2)
J¢{i}
~op T A Vi (Z Coeffr, (pp1 Rij1)) + prip = 0 [equiv-12]
g}
55 T AVE(D]0)+ ppp =0 [coeff-3]
g}
~sp I AV ppp =0 [equiv-ring]

For the step using [coeff-3], we exploit that contMong, /r (1) ~sp L and that
J ¢ {i} ensures that these index variables will never be instantiated with the same
value in the given context. We will give the required rules in the next section.
Then, our Grobner-Basis based simplification algorithm will replace pp;) by 0 in
I' for arbitrary index variables j. [ |

3.3.3.1 Proving Coeff to be zero for all SE solutions.

In this section, we describe a method to check if Coeff () can be simplified
to 0, i.e., for all SE-computable solutions s = (p,q,0,9,x,&), it holds that
coeff,aq)(evals(€)) = 0. As in previous sections, we describe our approach
for Type I, but stress that it can be adapted to Type I and Type I, e.g., by
transforming the security experiment to make the isomorphisms redundant. We
assume that the oracle definitions are efficiently computable and only returnc
handles to elements of G; and G,. Furthermore, we assume that the winning
condition only uses handles to elements of G; and G,. This covers most cryp-
tographic constructions of interest (including all SPS schemes). In this case,
we never have to deal with handle variables from HVar, and for i € {1,2}, the
polynomials H; defining the oracle return values contain only handle variables
from HVar;. We distinguish three cases for contMon,(&): (i) deg(€) = 0, (ii)
deg(€) = 1, and (iii) deg(&) > 1.
Case (i): We use the rule

contMon (1) ~gp L it M #1 .
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3.3. Constraint Solving

Here, we require that distinct index variables must be instantiated with distinct
values, which is ensured by the side condition of the Coeff-(3) rule.

Case (ii): We have & = Y; for Y € HVar;, j € Var, and i € {1,2}.
We must prove that the monomial M is not computable in ¢ before query 7,
i.e., it is impossible (in the symbolic group model) to obtain a handle h for
G; that points to a polynomial F' with m € mons(F') before the j-th oracle
query. We perform a proof by contradiction that covers all cases on how a
possible to perform the multiplication of a given monomial with m using oracle
queries with query-indices distinct from {ji,...,7,}. For example, if we have
an oracle that returns a handle to Y = R;; + W in G, (where Y € HVary, R, W €
UVar), then canMulty g,y (Rpj,) * Ryj,1) is true since we can call the oracle for
indices jp and j3 to perform a multiplication with R[;,) and Rj;,;. In contrast,
canMulty ;.3 (Rpj,) * Rj) * Rpjs)) is false because we cannot multiply with Rpj
if using the oracle for query index 7, is forbidden. To formalize this reasoning,
we define a set of rules to reduce a constraint contMon,,(Y[;]) to a disjunction
of constraints canMult; ;(m) such that ivars(m) = .

We define the set SMZ-SE of start monomials for a security experiment SE
and group index i as mons(F;) u (mons(H;) n Mon[UVar™']) where the H; are
considered as polynomials over handle and uniform variables. We define the set
'T/\/le of transformation monomaials for a security experiment SE and a group
index i as {m | Y *m € mons(H;) AY € HVar;} € Mon[UVar*']. For both sets,
we partition the previously defined sets into SMF = S./\/lnglob W SMfid and

TMPE =T ngzob w TM;? , where the glob-sets contain all monomials that
contain only global uniform variables and the orcl-sets contain all monomials
that contain at least one oracle uniform variable. For monomials m, we write
m[j] to denote the monomial where all oracle uniform variables Y are replaced
with their indexed versions Y};;. We also use the same notation for sets of

monomials.

We can now define the rules given in Figure 3.7. The first rule captures
that to compute the monomial m in 7 before query j, the adversary must start
with a monomial m’ (in my,...,my, mi[j1],...) and then use oracle queries to
achieve an indirect multiplication of m’ by m/m/. Here, the monomials m; are
either monomials included in the adversary input or monomials included in the
oracle return values that do not depend on handles and do not contain oracle
uniform variables. The monomials m;[j,] are monomials included in the oracle
return values that do not depend on handles and that contain oracle uniform
variables. The set of forbidden query indices for the indirect multiplication
takes into account that j can never be used and that j, cannot be used if a
monomial with index j, is used as the start monomial.
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3. Unbounded Analysis of Constructions in the GGM

contMong; (Y1) ~ sk |contMon-1]
canMult; ;3 (m/mq) v ... v canMult; ;3 (m/my) v
canMult; ¢; iy (Mm/Ma[j1]) v ... v canMult; ;5.3 (m/mgg1]) v
SV
canMult; ¢; ;v (M/ma[jn]) v ... v canMult; ¢ 1 (M/M;[ jn])
if Y € HVar;, {mq,...,m;} = SM?E

i,glob?
(i, .. g = SMEE | and {ju,.. -, ju} = wars(i)\(j}.

i,0rcl?

canMult; ; (M) ~>sg |contMon-2]
canMult; jo gy (Mm/ma[j]) v ... v canMult; jo ¢y (M/my[7])

if {mq,...,my} = TMEOE,,d and j € ivars(m)\J.

canMult; s () ~gp L |contMon-3|

if J nivars(m) # &

Figure 3.7: Rules for dealing with contMon. We use m/m’ to denote the corre-
sponding reduced Laurent monomial

The second rule is applicable whenever m contains an indexed uniform vari-
able Rp; such that j ¢ J. In this case, the j-th query must be used to perform
an indirect multiplication that cancels out R[; and we perform a case distinc-
tion on all monomial multiplications containing oracle uniform variables that
can be performed by the oracle. For all cases where this step does not cancel
out all variables indexed with j, we can use the third rule that formalizes the
following fact: If the j-th query is forbidden, there is no way to cancel out a
uniform variable with index j.

It is not hard to see that we can reduce all constraints to canMult; ;(m) such
that ivars(m) = J: If wwars(m) non-empty, then either there is a j € wars(m)n
J and we can conclude with the last rule or we can apply the second rule and
add an index j € dwars(m) to J. To check if a constraint canMult; ;(m) with
ivars(m) = (J is unsatisfiable, we translate the constraint into a system of linear
equations that formalizes the following idea. Let {mq,...,m;} = TMggElob, then
all indirect multiplications that do not introduce indexed uniform variables are
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3.3. Constraint Solving

of the form
]

m‘il * kM
for 6; € N. This corresponds to using the i-th transformation J; times to achieve
a multiplication with mf". To check if there exist d1,...,9; € N such that

~ §
mzm‘fl*...*mll

we check if the linear system of equations

degy, (M) = degy, (my) * 01 + ... + degy, (my) *

degy, (M) = degy, (mq) * 61 + ... + degy, (my) * 0

has a solution over N where {V1,...,V,} is the set of uniform variables that
occur in m,mq, ..., m.

Case (iii): The last case can be handled by generalizing the previous case.
We sketch how to achieve this, we have, £ = (Y1),1*. . .#(Ya)[;,) for Y, € HVar,,,
Ju € IVar, and i, € {1,2}. To extend the method from Case (ii), we use adapted
set of start monomials and transformation monomials that take cancellations
between these values for the different handles into account. For example, the
set of transformation monomials is the product of transformation monomial sets
for ji, ..., jn also allowing any set to be replaced by {1}.

Example 4. We will show that contMong /v (M) is contradictory for the
security experiment SE defined in Example 1. Note that My, € HVary and the
monomial sets for this group are:

SMzszE;wb = {1’ W} SM?,%TCZ = {R7 Rz}
TM5% = {V} TM3o =&

By applying the first rule in Figure 3.7 we have:

COﬂtMOﬂR[i]/V(M[k]) ~OR
canMuItz,{k}(RmV_l) \% canMu|t27{k}(R[i]V_1W_1) \% (dZU by 1 and W)
canMulty (4. (V™) v canMulty g (V™ Rpy) (div. by Ry and Rfy)

Now, since TMSE = &, the second rule in Figure 3.7 gives us:

2,0rcl

canMuItZ{k}(RmV_l) ~rop L
canMuItZ{k} (R[i]V‘1W‘1) ~op L
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3. Unbounded Analysis of Constructions in the GGM

Cl&1 % & = 0] ~ s C[E = 0] v C[& = 0] [dist-1]

Cl3i¢ K U {j).C1

Gw¢KUPWEVCWUHm

if j ¢ K [dist-2]

ClC' A E =0]

C[C] I SE v C[c/ AE + 0]

with & arbitrary |dist-3]

JA. (VZ ¢ K. L = O) AC with K al‘bitrary

A.C" g . ' , and j ¢ wars(A)  [dist-4]

v A j¢ K.pjj #0AC ivars(C')
Cle =0] ~g5 L if ¢ € Z\{0} [false-1]
C[0 # 0] ~gp L |false-2]

Figure 3.8: Rules for performing case distinctions and contradictions.

Additionally,
can MU|t27{k7i} (VﬁlR[;]l) ~ SR L

because {k,i} N ivars(VflR[_i]l) # (. Our problem has been reduced to compute
canMu|t27{k7i}(V_1)
so we define the system of equations:
degy (V1) = degy (V) 6,

where 61 € N. The equation is —1 = 1 =6y and it reduces to L. This analysis
proves that contl\/lonR[i]/v(M[k]) ~gsp L, t.e., the handle variable My, cannot
contain the monomial Rp;/V .

3.3.4 Case distinctions and contradictions

The rules for case distinctions and contradictions are given in Figure 3.8. The
first rule is applicable whenever we can express the left-hand-side of an equality
with 0 as a product of the two factors £ and &. Since we reason about elements
of an integral domain, we can conclude that at least one of the factors must be
equal to 0. The second rule formalizes that if C’ is true for some 4, then it it
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3.3. Constraint Solving

is either true for some ¢ # j or it is true for ¢ = j. The third rule formalizes
that for all expressions &, the expression is either equal to 0 or not. We only
apply this rule with an £ that already occurs as a subterm of C'. In most cases
& = pfor p € PVar. The final case distinction rule deals with indexed parameter
variables pp;;. Either pp; is equal to zero for all indices not in K or there is an
index j not in K such that pp;; is not zero. The rule uses A to denote all
existential bindings in the constraint.

The two contradiction rules are straightforward. The first rule states that a
non-zero constant ¢ is not equal to zero. We keep track of applications of this
rule to obtain a lower bound on the the prime p for which our proof is valid.
The second rule just formalizes that zero is always equal to itself.

3.3.5 Grobner Basis simplification

Before applying the Grébner Basis simplification, we ensure that all V-quantifiers
use the same binders A and that all index exception sets are maximal for A.
This might require renaming of variables, extending the index exception sets,
and introducing unused variables. For the > -binders A,,, we assume for all u, v
that (i) A, = A,, (ii) A, is a prefix of A,, or (iii) vice versa.

The resulting constraint system can be rearranged to have the following form

IV.(VA.E =0) A ... A (VA.E =0) A
(VA& 541 0) A .. A (VA& b7 0)
where the &, are expressions that do not contain handle variables, uniform
variables, or Coeff expressions, which we call parameter equality polynomials.
The &, denote the remaining expressions. We want to move all the &£, under
a single quantifier for simplification. To take renamings of the bound variables
into account, we ensure beforehand that for all £, and all permutations of the
V-bound variables, the resulting expression is already included. For example,
given
Vi1, g2 & {31} Py * Pliap = 0 A Vi1, J2 & {1} plja) * Py — =0
it is usually useful to add at least the permutation
Viv, J2 & {1} ppiy # Pl — =0

before moving moving everything under a common quantifier since this yields
the shared monomial py; ) * p’[j2]. After moving the parameter equality polyno-
mials under the same quantifier, we get:

EIV.(VA.glz(]A.../\gl:O)/\
(VA& 001 0) Ao A (VAL E 042 0)
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3. Unbounded Analysis of Constructions in the GGM

Now, we move non-indexed parameters in monomials out of the > -binder
and consistently replace non-bound parameters and ) -expressions with vari-
ables X,. We call the corresponding mapping o and use g, to denote polyno-
mial resulting from &£,. We can revert this abstraction process by applying o,

0(gy) = &, Next, we compute the Grébner Basis (over Z) of the ideal
{g1,-..,g;) which we denote with I = {(g},...,g,). By the properties of the
Grobner Basis, we know that

(G1=0A...Ag=0)<=(9;=0A...Ag,=0)

and hence

E=0n...AE=0)=(E=0A...AE =0)

for £/ = o(g,) which we exploit to simplify the parameter equality polynomials.
For computing the Grobner Basis, we use a monomial order that prefers to
eliminate abstracted Z expressmns Next, we use the Grobner Basis to simplify
the expressions VA. Su >, 0. If 5 uses all variables in A, we use an extension ¢’
of o to abstract 5 to the polynomial f and define f’ as the result of reducing
f modulo the Grébner Basis I. As before, we define the simplified £/ as o'(f’).
Often, it is very useful to also simplify below > -binders. We use an example to
illustrate how this works.

Example 5. Assume V = ji, A = jo ¢ {j1}, [ = (X3 *Xy), 0 = {X; —
Plisls X1 gy by and

:( Z p[jl]*pl[jg] :O) .

Jag{in}

Then we use Vija & {ji}. ppjy) * py,) = 0 Lo rewrite ppjy) + ppy Lo 0 below Di; 00
by instantiating jo with j3 (both have the same exception j; ).

3.3.6 Example: Proof of EUF-CMA for SPS

In this section show how our constraint solving rules can be used to prove
(unbounded) EUF-CMA security of the signature scheme in Figure 3.1. The
winning constraints for the associated security experiment SE are already given
in Example 2. To prove EUF-CMA security in the Generic Group Model, we
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3.3. Constraint Solving

must show that the following constraint has no SE-computable solution
Y+ Y g Ry + YAy (Myg =V + W+ RE))
k k
— (7 + ZT[/k] * Ry + ZT[,;C] * (M[k] «V 4+ W + Rfk]))
k k

*(p+2p'[k]*R[k]+p”*V+p'”*W)+J\/4\*V+W)=0 (3.1)
k

A p+2p/[k]*R[k]+p”*V+p’”*W

k
— (74 D 7 * By + D7l * (Mg =V + W + Rpyy)) = 0 (3.2)
k k

A VE. M — My # 0 (3.3)
where ]\/4\ is defined as

M=M+Zu’[k]*R[k]+ZM’[’,€]*(M[,€]*V+W+R[2,€]) .
k k

Instead of immediately simplifying everything using the equivalences in Fig-
ure 3.5, we first apply the rule [coeff-1] where M = Rﬁ.] and & is the equa-
tion (3.2). After simplifying the resulting Coeff expressions (see Example 4),
we get the new equation Vi. —7'[’;] = 0. Our Grobner Basis simplification replaces
every occurrence of 7" by 0. This results in the following new constraint:

Y+ 2 * Bk + 200+ (Mpg =V + W+ Rpy)
k k
_ ((T+ZT[/k] * Rypy) * (p—l—Zp’[k] « Ryg + 0"V + p" « W)
k

k
+M+V+W)=0 (3.1)

AP D P Ry 0"V g e W (T Y g« Ryg) =0 (3.2)
k k

A VEk. M — My # 0 (3.3)

Now, we can apply the rule [coeff-1] where £ is the left hand side of equa-
tion (3.2) and for different monomials M, we obtain the following new equa-
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3. Unbounded Analysis of Constructions in the GGM

tions:
p—T = for M =1
p' =0 for M=V
p" = for M =W

After this, we basically got rid of equation (3.2) and our Grébner Basis simpli-
fication yields:

k k

— (7'2 + (227’ * T[/k] * R[k]) + Z T[,k] * T[/k'] * Ry * Ry
% ko k¢ (k)

+ T Ry + M+ V + W) =0 (3.1)
k

A Yk M — Mpg # 0 (3.3)

We now apply the rule [coeff-1] where £ is expression in equation (3.1) obtaining
the following new equations:

A D —1=0 for M =W (3.4)
k
A VEk.VE ¢ {k}.2 = T[Ik] s T[/k’] =0 for M = Ry Ry (3.6)

Then, we apply the rule [dist-4| with K = ¢ to perform a case distinction on
the parameter 7':

Vk. Ty =0AT (case 1)
v 3K T #O0AT (case 2)

Here, I' represents the conjunction of our previous five equations. In case 1, the
Grobner Basis simplification results in the system

Y+ YAy Ry — 2= M=V =W =0 (3.1)
k

A Yk M — My # 0
A —1=0
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3.3. Constraint Solving

which simplifies to L after applying rule [false-1| to equation (3.4).
In case 2, Grobner Basis simplification yields:

Jk*.
'7+2'7fk]*R[k;]+M[k*]*v—72—2TR[k*]—]/\Z*V (31)
k

A k.M — Myg # 0 (3.3)

We apply the rule [coeff-1] where £ is the left hand side of equation (3.1) for
different monomials as M, obtaining:

¥ — 7'2 = O for M = 1
Vk ¢ {k*} .9y =0 for M = Ry
’yfk*] — 27 =0 for M = R[k*]

After simplifying the system, we obtain:

—~~

A VE M — Mpg # 0 (3.3)

Applying the rule |dist-1| to equation (3.1) we obtain two cases:

Jk*. Jk*.
V=0 \/ M) =M =0
A Vk. M — My # 0 A Vk.M — My # 0
(case 2.1) (case 2.2)

In case 2.1, after applying [coeff-1] for M =V to the first equation and simpli-
fying, we obtain the equation 1 = 0 that reduces to L according to rule [false-1]|.
Finally, in case 2.2 we apply the rule [split-2| and we get the system:

—~

M) — M =0
A Yk (k)M = Mpg #0
A ]/\/[\—M[k*];é()

Our Grobner Basis simplification will reduce it to,
00 A (Vk ¢ {k*}. M — My # 0)

which reduces to L according to rule [false-2|.
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3. Unbounded Analysis of Constructions in the GGM

group_setting 3.

sample V,W.
input [V,W] in G1.

oracle 01(M:G2) =
sample R;
return [ R ] in G1,
[ R, MV + R"2 + W] in G2.

win (wM:G2, wT1:G1, wT2:G2, wS:G2) =
((forall i: wM <> M_1i) /\ wTl = wT2 /\ wS = V*wM + wT1*wT2 + W).

Figure 3.9: Input file for the Type I re-randomizable SPS scheme from Fig-
ure 3.1.

3.4 Implementation and Case Studies

We have implemented the described algorithm in the gga® tool® and have eval-
uated its effectiveness and performance on cryptographic constructions from
the literature (presented in Table 3.1) and automatically synthesized schemes
(presented in Table 3.2). The source code is written in OCaml and uses the
computer algebra system SAGE [186] for Grobner Basis computations and the
SMT solver Z3 [94] for checking the satisfiability of linear equations over the
natural numbers. Although the code reproduces the algorithm as it is described
in this chapter, it also implements some optimizations and additional rules to
derive contradictions.

The tool takes an input file such as the one shown in Figure 3.9 and performs
a proof search using our constraint solving rules guided by a heuristic. If the
search is successful, the tool returns a representation of the proof tree. To
ensure termination, we establish a timeout of 1000 seconds.

3.4.1 Case studies

We analyze the security of cryptographic constructions from the literature and
collect the results in Table 3.1. All the experiments were executed on a 8-core
machine with 2.40GHz Intel Core i7-3630QM CPU and 8GB of RAM.

The first five entries do not require support for oracles that take handles and

3Source code and case studies at https://github.com/generic-group-analyzer/
gga-unbounded.
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3.4. Implementation and Case Studies

Reference ‘ Scheme ‘ Property ‘ Time
Lysyanskaya et al. 99 [154] | LRSW assumption Valid 2s
Abe et al. '11 [7] One-time SPS in Type I OT-EUF-CMA | 15
Pointcheval et al. ’15 [167] | Assumption 1 Valid 1s
Pointcheval et al. ’15 [167] | Assumption 2 Valid 1s
Pointcheval et al. ’15 [167] | Multi-message sign. scheme (r =3) | EUF-CMA 1s
Chase et al. "13 [74] MACge (messages length < 3) UF-CMVA 1s
Chase et al. '13 [74] MAChppy (messages length < 3) UF-CMVA 3s
Abe et al. 11 [3] SPS scheme, messages in G; x G, | sEUF-CMA 22's
Abe et al. '14 [6] Re-random. SPS for msg. in Gy EUF-CMA 6 s
Abe et al. "14 [7] Unified SPS scheme sEUF-CMA 5s
Abe et al. '14 [7] Unified SPS scheme (with tokens) | EUF-CMA 11s
Chatterjee et al. ’15 [75] Type II randomizable SPS EUF-CMA 3s
Barthe et al. "15 [44] Re-randomizable SPS in Type II EUF-CMA 6 s
Groth ’15 [118] Fully comb. SPSp—g (m,n =1) EUF-CMA 8s
Groth ’15 [118] Fully comb. SPSp—y (m,n =1) sEUF-CMA 8s

Table 3.1: Case studies (last column denotes time for fully automated proof).

are therefore also in the scope of the tool presented in [43]. For the first four
entries, both the tool from [43] and gga®™ prove unbounded security. For the
fifth example, gga® succeeds, whereas the tool from [43] fails to find a proof.

The remaining examples are all outside the scope of the tool from [43]. First,
we analyze the Message Authentication Codes proposed in [74]. They propose
two MACs (instead of public key signatures) as the basis for their anonymous
credential system. One of them is proven secure in the Generic Group Model
and the other under the Decisional Diffie-Hellman (DDH) assumption (Defini-
tion 16). Our tool confirms the first proof and finds a proof in the Generic
Group Model for the second construction®.

We also prove security for a number of Structure-Preserving Signature sche-
mes. First, we analyze the scheme proposed in |3| for bilinear groups of Type II.
Then, we analyze the re-randomizable scheme from [6] for Type Il and Type .
Next, we prove sEUF-CMA security of the unified SPS signature scheme pro-
posed in [7], which is secure in all three settings. We also prove EUF-CMA se-
curity of its re-randomizable version (randomization tokens are given to the
adversary). Later, we analyze the translation of the scheme for Type II pro-
posed in [75]. We also consider the Type Il scheme from [44]. Finally, we analyze
two instances of fully structure-preserving signature schemes proposed in [118].

To evaluate our tool on a wider range of examples, we also make use of

4This is of course implied by the pen-and-paper proof under the DDH assumption.
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Search Space Results

Verification equations First signature elements 2-secure oo-secure

83 = f(r,v,w,m) Sy = [[T’]]2 1 1

I sgse = f(r,v,w,m) Sy = [r], 12 9
s3(sg —w) = f(r,v,w,m) Sy = [r + w], 14 8

s1 = S2 A s3 = f(r,v,w,m) Sy = [r];, S2 =[rl, 2 2

Il sy =s2As183 =f(r,o,wm) Sy =[r];, S2=[r], 117 75
s1s2 = 1 A s1s3 = f(rv,w,m) Sy =[r]y, S2 = [[T_lﬂz 39 22

185 117

Table 3.2: Synthesis results for SPS schemes in Type I and Type I
with r,v,w << Z,, verification keys V. = [v];,W = [w], € Gi, message
M = [m], € G, and signatures Sy = [s1]; € G1, Sz = [s2],, 53 = [s3], € Go.

the synthesis tool for structure-preserving signature schemes presented in [44].
We take the existing results for Type I from [44] and use our tool to analyze
(unbounded) EUF-CMA-security for all schemes where the the tool from [44]
succeeds to prove 2-EUF-CMA security. We also extend the synthesis tool to
generate new schemes in Type Il and apply our tool to those schemes that can
be proven 2-EUF-CMA secure with the tool from [44]. The results for both
Type I and Type I are summarized in Table 3.2. We classify the schemes
in different groups, depending on the shape of the verification equations (first
column). The column 2-secure represents the number of schemes of each group
that are proven 2-EUF-CMA secure using the tool from [44], while the column
o0-secure represents the number of schemes of each group that are proven EUF-
CMA secure using our tool (for all bounds that are polynomial in the security
parameter).
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Attribute-Based Encryption:
Algebraic Characterization of Privacy

L’essentiel est invisible pour les yeux.

Antoine de Saint-Exupéry, 1943

Predicate encodings [76, 190] are symmetric primitives that can be used for
building predicate encryption schemes. We give an algebraic characterization
of the notion of privacy from predicate encodings, and explore several of its
consequences. Specifically, we propose more efficient predicate encodings for
boolean formulae and arithmetic span programs, and generic optimizations of
predicate encodings. We define new constructions to build boolean combina-
tion of predicate encodings. We formalize the relationship between predicate
encodings and pair encodings [24], another primitive that can be transformed
generically into predicate encryption schemes, and compare our constructions
for boolean combinations of pair encodings with existing similar constructions
from pair encodings. Finally, we demonstrate that our results carry to tag-based
encodings [132].

4.1 Introduction

Predicate Encryption (PE) [66, 138] is a form of public-key encryption (PKE)
that supports fine-grained access control for encrypted data. We refer to Sec-
tion 2.1.5 from Chapter 2 for a formal definition.
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4. ABE: Algebraic Characterization of Privacy

Modular approaches for PE. 1In 2014, two independent works by Wee [190]
and Attrapadung [24] proposed generic and unifying frameworks for obtaining
efficient fully secure PE schemes for a large class of predicates. Both works use
the dual system methodology introduced by Lewko and Waters [145, 188 and
define a compiler that takes as input a relatively simple symmetric primitive and
produces a fully secure PE construction. Wee introduced so-called predicate en-
codings, an information-theoretic primitive inspired from linear secret sharing.
Attrapadung introduced so-called pair encodings and provided computational
and information-theoretic security notions. These approaches greatly simplify
the construction and analysis of predicate encryption schemes and share sev-
eral advantages. First, they provide a good trade-off between expressivity and
performance, while the security relies on standard and well studied assump-
tions. Second, they unify existing constructions into a single framework, i.e.,
previous PE constructions can be seen as instantiations of these new compilers
with certain encodings. Third, building PE schemes by analyzing and building
these simpler encodings is much easier than building PE schemes directly. Com-
pared to full security for PE, the encodings must verify much weaker security
requirements. The power of pair and predicate encodings is evidenced by the
discovery of new constructions and efficiency improvements over existing ones.
However, both approaches were designed over composite order bilinear groups.
In 2015, Chen, Gay and Wee [76] and Attrapadung [25] respectively extended
the predicate encoding and pair encoding compiler to the prime order setting.
Next, Agrawal and Chase [9] improved on Attrapadung’s work by relaxing the
security requirement on pair encodings and thus, capturing new constructions.
In addition, their work also brings both generic approaches closer together, be-
cause like in |76], the new compiler relies (in a black-box way) on Dual System
Groups (DSG) [77, 78]. Additionally, Kim, Susilo, Guo, and Au [132] recently
introduced a new generic framework for modular design of predicate encryption
that improves on the performance of existing compilers. Their core primitive,
tag-based encodings, is very similar to predicate encodings.

4.1.1 Prior work

Predicate encodings have been introduced in [190] and we use a refined version
that is defined in [76] as our starting point. Both variants use an information-
theoretic definition of the hiding while we show that there is an equivalent
algebraic definition. Another related work is [111], initiating a systematic study
of the communication complexity of the so-called conditional secret disclosure
primitive, which is closely related to predicate encodings.

Other works also optimize existing predicate encryption schemes, for ex-
ample many works focus on going from composite order constructions to the
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4.1. Introduction

more efficient prime order ones [25, 76, 143|. In [76] they also propose per-
formance improvements on dual system groups. We believe our optimizations
via predicate encodings complement other possible enhancements of predicate
encryption.

Boolean combinations of predicates have also been considered in the setting
of pair encodings. Attrapadung [28, 30| proposes generic transformations for
conjunction and for the dual predicate (see Definition 28), but neither for nega-
tion nor disjunction. We propose new transformations for conjunction and dual
in the framework of predicate encodings and we also deal with negation and
disjunction.

The main advantage of DP-ABE is the possibility of considering policies over
objective attributes (associated to data) and policies over subjective attributes
(associated to user credentials) at the same time. DP-ABE has been considered
by Attrapadung in the pair encoding framework [28, 30]. To the best of our
knowledge, we are the first to provide DP-ABE in the predicate encoding and
tag-based encoding frameworks.

Revocation is a desirable property for PE and ABE schemes that has also
been considered by many works in the literature. Revocation allows to in-
validate a user’s secret key in such a way that it becomes useless, even if its
associated attribute satisfies the policy associated to the ciphertext. Some at-
tempts [173] propose indirect revocation that requires that the master secret
owner periodically updates secret keys for non-revoked users. Other attempts
achieve direct revocation [27, 134, 152, 153|, but either rely on strong assump-
tions or provide only selectively security. Our construction not only allows to
achieve revocation in a fully secure framework, but it allows to add revocation
to arbitrary predicate encodings.

Policy hiding is another property of PE, and ABE in particular, that has
been broadly studied. In this context, policies associated to ciphertexts are not
attached to them and therefore, unauthorized users will only learn the fact that
their key does not satisfy the policy, but nothing else. Policy Hiding has been
considered in several works [66, 138]. The security of our construction improves
on earlier works, thanks to the compiler from |76]. Our observation extends the
expressivity of attribute-hiding predicate encryption for ZIPE proposed in [76]
to support policy-hiding for boolean formulas.

In [76], the authors introduce the notion of spatial encryption predicate
encodings. We generalize this notion and introduce a transformation that makes
delegation possible for every predicate encoding.

Several works evaluate the suitability of ABE for different applications. For
example, ABE has been used and benchmarked to enforce privacy of Electronic
Medical Records (EMR) [15], in a system where healthcare organizations export
EMRs to external storage locations. Other examples are Sieve [187] or Stream-
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force [97], systems that provide enforced access control for user data and stream
data in untrusted clouds. In contrast to these works, we are the first to evaluate
predicate encryption and ABE based on modern modular approaches such as
the predicate encoding and pair encoding frameworks. The resulting schemes
also satisfy a stronger security notion (full vs. selective security) compared to
the previously mentioned evaluations. We focus on synthetic case studies, while
other works analyze more realistic settings and integration of ABE into bigger
systems. Combining our methods with these more practical case studies is a
very interesting direction for future work.

4.1.2 Comparison with Agrawal and Chase (EUROCRYPT 2017)

Concurrently and independently, Agrawal and Chase [11] introduce a new secu-
rity notion, which they call symbolic property, for pair encodings. They adapt
previous generic frameworks [9, 25] to define a compiler that takes pair encodings
satisfying the symbolic property and produces fully secure predicate encryption
schemes under the ¢-ratio assumption—a new assumption that is implied by
some ¢-type assumptions proposed in [24, 148|. Moreover, they introduce the
notion of trivially broken pair encoding and show that any not trivially broken
pair encoding must satisfy their symbolic property. Their definitions of sym-
bolic property and trivially broken for pair encodings are closely related to our
algebraic characterization of privacy of predicate encodings. However, the two
results are incomparable: although pair encodings are more general than pred-
icate encodings (see Section 4.5.1 for a more detailed comparison), their results
rely of ¢-type assumption, whereas our results build on previous frameworks
that rely on weaker assumptions (Matrix-DH or k-LIN).

4.1.3 Notation

For a predicate P : X x Y — {0,1}, we use (z,y) € P as a shorthand for
P(z,y) = 1. We use the same conventions for matrix-representations of linear
maps on finite-dimensional spaces. We define vectors v € " as column matrices
and denote the transpose of a matrix A by AT. We use diag(v) to denote
the diagonal matrix with main diagonal v. We denote the identity matrix of
dimension n by I,,, a zero vector of length n by 0,, and a zero matrix of m rows
and n columns by 0,,,,. Let S be a set of indices and A be a matrix. Ag denotes
the matrix formed from the set of columns of A with indices is in S. We define
the colspan of a matrix M € F™*" as the set of all possible linear combinations
columns of M. That is S%ZH<M> = {Mv : v € F*"} < F™. We analogously
define the rowspan of a matrix. We abuse of notation and write [v] to denote
([v1] ., [va]) for vector v € Z7.
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4.2 Background

In this section, we define predicate encodings, tag-based encodings and pair en-
codings the three primitives used in the three different modular frameworks for
predicate encryption.

4.2.1 Predicate Encodings

Predicate encodings are information-theoretic primitives that can be used for
building predicate encryption schemes [190]. We adopt the definition from [76],
but prefer to use matrix notation.

Definition 24 (Predicate encoding). Let P : X x Y — {0, 1} be a binary predi-
cate over finite sets X and ). Given a prime p e N, and s,r,w e N, a (s,r,w)-
predicate encoding for P consists of five deterministic algorithms (sE, rE kE,
sD,rD): the sender encoding algorithm sE maps x € X into a matriz sk, € 5",
the receiver encoding algorithm rE maps y € Y into a matriz vk, € Z;**, the key
encoding algorithm kE maps y € Y into a vector kE, € Z;, while the sender and
receiver decoding algorithms, respectively sD and rD, map a pair (x,y) € X x Y
into vectors sDyy € Zy, and rDy, € Z;, respectively. We require that the following
properties are satisfied:

reconstructability: for all (z,y) € P, sD, sE, = rD] rE, and rD] kE, = 1;

a-privacy: for all (x,y) ¢ P,a € Z,,

w <775 return (sE,w, rE,w + o - kEy) = w7y return (sE,w, rEyw)

where = denotes equality of distributions.

Reconstructability allows to recover a from (z,y, sE,w, rE,w + a - kE,) if
(z,y) € P. Privacy ensures that « is perfectly hidden for such tuplesif (x,y) ¢ P.

Example 6 (IBE predicate encoding). Let X = Y = Z, and let s = r = 1,
w = 2. We define the encoding functions as follows:

sExz(x 1) svayz(l)
rEyz(y 1) er,yz(l)
kEy:(l)

The above is a predicate encoding for Identity-Based Encryption, i.e., for the
predicate P(x,y) = 1 iff v = y. Note that ( x 1 ) = ( y 1 ) when x = vy,
so reconstructability is satisfied. On the other hand, a-privacy follows from the
fact that if © # y, x - wy + we and y - wy + wo are pair-wise independent. A
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Predicate encryption from predicate encodings. We try to provide some
intuition on how predicate encodings are compiled to predicate encryption
schemes by the compiler from [76]. We consider a simplified compiler (see
explanations below). The master keys, ciphertexts and secret keys have the
following form:

msk = [a],
([[3]]1 ) [[3 ’ SExw]]l ) [[as]]t ’ M)

([ [wly s [ [wl, s [ad,)
([r]y, [ - KE, + 7 - rEyw],)

ct,
mpk
sk,

The encrypted message M € G, is blinded by a random factor [as],. The so-
called reconstruction property of predicate encodings ensures that this blinding
factor can be recovered for a pair (cty,sk,) if P(z,y) = 1. More concretely, for
all pairs (z,y) such that P(z,y) = 1, because multiplying by matrices sD,,,rD,,,
is a linear operation, it is possible operate in the exponent and compute

[s- sD;ysErw]] , and [[rDly(oz -kE, + 1 - rEyw)]]2 :

obtaining [sf]; and [a + rg], for 8 = sD;ysEmw = rD;yrEyw (note that know-
ing the value of 3 is not necessary). Now, it is simple to recover [as], from
e([s]y, [a +75],) and e([ls5]; , [7],). Security is ensured by the a-privacy prop-
erty of the encoding together with decisional assumptions about dual system
groups. Intuitively, the a-privacy property states that given certain values de-
rived from the output of the encoding functions for random input, o remains
information-theoretic hidden.

Note that the following is a simplification of their compiler, where we avoid
DSG for simplicity. The real scheme produced by their compiler would have
twice as many group elements (under SXDH) or three times as many (under
DLIN).

4.2.2 Tag-based encodings

Tag-based encodings are new primitives defined in a very recent work [132] that
defines a new generic framework (using prime order groups) for modular design
of predicate encryption.

Definition 25 (Tag-based encoding). Let P : X x Y — {0,1} be a binary
predicate over finite sets X and Y. Given a prime p € N, and ¢, k,h € N,
a (¢, k, h)-tag-based encoding encoding for P consists of two deterministic al-
gorithms (cE,kE): the ciphertext encoding algorithm cE maps x € X into a
matriz cE, € Z;Xh and the key encoding algorithm kE maps y € )V into a matrix
kE, € Z’;Xh. We require that the following properties are satisfied:
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reconstructability: for all (x,y) € P, there exists an efficient algorithm that
on input (z,y) computes vectors m. € Zs, my, € Z’]j such that

m, cE, = m kE, # 0}

h-hiding: for all (z,y) ¢ P,
h <7k return (cE;h, KEh)  ~,  h,h' <72 return (cE,h, KE,h')
where ~4 denotes negligible statistical distance between distributions.

The compiler proposed in [132] uses similar ideas to the one for predicate
encodings. However, it does not rely on dual system groups and can be instan-
tiated with symmetric bilinear maps. The message is blinded and ciphertexts
and keys contain a set of group elements that are enough to recover the blinding
factor only when the predicate is true. This compiler has the advantage that
some elements of ciphertexts and keys are Z, values and not group elements,
which reduces the storage size.

4.2.3 Pair Encodings

Attrapadung [24, 25] proposes an independent modular framework for predicate
encryption, based on a primitive called glspair-encoding. For our purposes,
it suffices to consider a more restrictive, information-theoretic, notion of pair
encodings.

Definition 26 (Information-theoretic pair encoding). Let P : X x Y — {0, 1}
be a binary predicate over finite sets X and Y. Given a prime p € N, and
¢, k,l,mmneN, let h = (hy,...,hy), s =(S0,51,---,8) and r = (@, r1,...,Ty)
be sets of variables. An information-theoretic (¢, k,n)-pair encoding scheme for
P consists of three deterministic algorithms (Encl, Enc2, Pair): the ciphertext
encoding algorithm Encl maps a value x € X into a list of polynomials c, €
Zy|s, h]¢, the key encoding algorithm Enc2 maps a value y € Y into a list
of polynomials k, € Z,[r,h]* and the decoding algorithm Pair maps a pair
(x,y) € XxY into a matriz E,, € Zng. We require that the following properties
are satisfied:

polynomial constraints:

« For every x € X and every [ € Encl(x), f = f(s,h) only contains
monomials of the form s; or s;h;, i € [0,1], j € [n].

« For every y € Y and every f € Enc2(y), f = f(r,h) only contains
monomials of the form «, r; or r;hj, i € [m], j € [n].
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reconstructability: for all (z,y) € P and all ¢, — Encl(z), k, < Enc2(y),
E,, < Pair(z,y), the following polynomial equality holds ¢] E, k, = asg.

perfect security: for all (z,y) ¢ P and all ¢, — Encl(x), k, < Enc2(y),

h &7 v (2™ s ST return (c,(s,h), k,(0,7,h)) =
h<—$ZZ, ’l“(i (Z;)m’ S&Zi}‘f'l;a(izp; return (cx(s’h)7 ky<a7r7 h))

where = denotes equality of distributions.

The compiler from pair encodings follows similar ideas to the other com-
pilers. The message is blinded by a random factor and ciphertexts and keys
contain all the information necessary to recover this blinded factor, only when
the predicate holds. The compiler from pair encodings requires to compute
a polynomial number of pairings during decryption, unlike the compilers for
predicate encodings and tag-based encodings that need! 6 and 8 pairings re-
spectively.

4.3 Predicate encodings: properties and conse-
quences

In this section, we present a purely algebraic (and independent of «) charac-
terization of the a-privacy property. It simplifies both the analysis and the
construction of predicate encodings. In particular, we use our characteriza-
tion to define and prove a new optimization of predicate encodings, i.e., a
transformation that makes the encoding functions smaller while preserving the
predicate. Additionally, we unify the reconstructability and privacy properties
and show that they are mutually exclusive and complementary, i.e., for every
(x,y) € X x Y, one and only one of the two conditions holds. This unified
treatment facilitates the construction and study of predicate encodings.

4.3.1 Algebraic properties of predicate encodings

The following theorem captures two essential properties of predicate encodings:
first, privacy admits a purely algebraic characterization (furthermore indepen-
dent of ) given in terms of existence of solutions of a linear system of equations.
Second, reconstructability and privacy, when viewed as properties of a single

!'Decryption in the framework of predicate encodings needs 4 pairings under SXDH as-
sumption or 6 under DLIN, in the framework of tag-based encodings decryption requires 8
pairings and the assumption is DLIN.
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4.3. Predicate encodings: properties and consequences

pair (z,y), negate each other; i.e. a pair (z,y) always satisfies exactly one of
the two properties.

Theorem 3 (Algebraic characterization of privacy). Let p € N be a prime, let
s,r,we N and let S € Z;*", Re Z,*", k € Z;,. The following are equivalent:

« a-privacy. For every a € Z,,

w <72 return (Sw, Rw+a-k) = w75 return (Sw, Rw)

+ (algebraic) privacy. There exists a vector w € Z; such that Sw = 0,
and Rw =k

* non-reconstructability. For every pair of vectors s € Z; and r € Z,,
cither s'S # r'R orr'k # 1.

Proof. We first prove that a-privacy is equivalent to algebraic privacy. Note
that the fact that Vo € Z,,

w <72y retun (Sw, Rw +a-k) = w<EZ); return (Sw, Rw)
is equivalent to the existence of a bijection p, such that for all w € Z;’, Sw =
S pa(w) A Rw+ a-k=R-p,(w). By linearity, it can be rewritten as

S(pa(w) —w) =0, A «a-k=LR(p,(w)—w)

Now, the existence of such a bijection is equivalent to the existence of a solution
for the following (parametric in «) linear system on w: Sw = 0; A Rw = a-k.
To see this, note that if p, is such a bijection, p,(wy) — wy is a solution of the
system for every wg € Z,). On the other hand, if w* is a solution of the system,
the bijection p,(w) = w + w* satisfies the required identities. To conclude,
note that the above system has a solution iff the following (independent of «)
does:

Sw=0, A Rw=kEk

Next, we prove the equivalence between algebraic privacy and non-recons-
tructability. We use the following helping lemma from [53, Claim 2|: for every
field F, let A € F™*™ and b € F" be matrices with coefficients in [F, the following
two statements are equivalent:

. for every a e F™, b" # a' A;

. there exists z € F” such that z'b =1 and Az = 0,,,.
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w

v either

Assume that algebraic privacy does not hold, i.e., for every w € Z
Sw # 05 or Rw # k. Equivalently, for every w € Z

(%) ()

which is equivalent (by our helping lemma) to the existence of (21, 2z3) € Z; x Zj
such that

(L =) (G ) =1~ (o =) (5 )0

That is, there exists z1 € Z;, 2z € Z;, such that 2/ S=2JR A 2z, k=1, which
is exactly reconstructability. The proof follows from the fact all the steps are
equivalences. OJ

Our next result is a representation theorem. It is based on the notion of
partial encoding; informally, a partial encoding consists of the first three algo-
rithms of a predicate encoding; it is not attached to any specific predicate, nor
is required to satisfy any property.

Definition 27 (Partial encoding). Let X and Y be finite sets. Let p € N be a
prime and s,r,w € N. A (s,r,w)-partial encoding is given by three deterministic
algorithms (sE,rE,kE): sE maps z € X into a matriz sE, € 25", and rE, kE
map y € Y into a matriz r, € 2" and a vector kE, € Z; respectively.

The representation theorem shows that there exists an embedding from par-
tial encodings to predicate encodings, and that every predicate encoding lies
the image of the embedding.

Theorem 4 (Representation theorem). Let X and Y be finite sets. Let p € N
be a prime and s,r,w € N. FEvery (s,r,w)-partial encoding (sE,rE kE) for X
and Y induces a predicate encoding (sE, rE, kKE, sD, rD) for the following predicate
(henceforth coined implicit predicate):

P(r,y) = YweZ,, sE,w#0, v rE,w#kE,

Moreover, if (sE,rE,kE,sD,rD) is a predicate encoding for P, then for every
(z,y) € X x Y, P(z,y) < P(,y).

Proof. The proof follows from Theorem 3 and the observation that recon-
structability of predicate encodings is equivalent to P, while privacy of predicate
encodings is equivalent to — P. ]
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4.3. Predicate encodings: properties and consequences

Example 7 (Implicit predicate of IBE predicate encoding). If we consider the
following partial encoding functions corresponding to the encoding presented in
Ezxample 6:

sE,=(z 1) rE,=(y 1) kE, = (1)

our Theorem 4 guarantees that it is a valid predicate encoding for the implicit
predicate:

P(z,y) =1 iff V(wl,wg)GZf), xowr+we #0 v y-wy +wy #1
A simple analysis shows that the above predicate is equivalent to x = y. [ |

A consequence of Theorem 4 is that a predicate P over X and ) can be
instantiated by a (s, r, w)-predicate encoding iff there exist X-indexed and Y-
indexed matrices S, € ngw and IR, € Z]’;X“’ and YV-indexed vectors k, € Z;; such

that: "
_ 1 3 0, col x
e (8) et 3

That is helpful to analyze the expressivity of predicate encodings of certain size.

Example 8. Let X and Y be finite sets, let n € N, we will characterize all the
predicates that can be achieved from a (1,1, n)-partial encoding, say (sE, rE, kE).
Note that for every pair (x,y), sE, and rE, are vectors of length n, while kE,, is
a single element. Say,

sE. = (fi(2),. .., fulz)) By = (91(y), .-, 9n(¥)) kE, = h(y)

for certain functions f; : X — Z,, gi,h : Y — Z, for every i € [n]. Theorem j
guarantees that the above is a valid predicate encoding for the predicate

Px,y) =1 iff h(y) #0 A (3B€Z,: /\ filx) = Boi(y))

1€[n]

It can be shown that the predicate P((x1,22),y) = 1 iff (x1 = y) v (x2 = ¥)
cannot be captured by (1,1, n)-predicate encodings, while on the contrary, the
predicate P((z1,22),y) = 1 iff (r1 =y) A (22 = y) could be instantiated.

4.3.2 Optimizing predicate encodings

In this section, we show that the efficiency of predicate encodings can be im-
proved by pre- and post-processing. Specifically, we show that an (s,r, w)-
encoding (sE, rE, kE, sD, rD) for a predicate P can be transformed into a (s', 7", w’)
encoding (sE’, rE’, kE', sD’, rD’) for the same predicate, by applying a linear trans-
formation to the matrices induced by sE, rE, kE.
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4. ABE: Algebraic Characterization of Privacy

More precisely, if we define sE|, = AsE,, rE| = BrE, and kE, = BkE,
for two matrices A and B, the privacy of the encoding will be preserved, but
reconstructability may be destroyed. On the contrary, when we consider the
partial encoding sk, = sE.C, rE, = rE,C and kE, = kE, for a matrix C,
reconstructability is automatically guaranteed, but privacy could not hold (for
the same predicate). Intuitively, this occurs because reconstructability depends
on the rowspan of the matrices sk,, rE,, while privacy depends on their colspan.
Our following theorem imposes conditions on these matrices A, B and C so
that the resulting predicate encoding is equivalent to the original one.

Theorem 5. Let X and Y be finite sets. Let p € N be a prime, s,r,w,s’,
r’,w' € N, and let (sE,rE,kE,sD,rD) be a (s,r,w)-predicate encoding for P :
X xY — {0,1}. Let A be a function that maps every element x € X into
a matriz A, € ZZ/XS, B be a function that maps y € Y into a matriz B, €
Z7%" and let C € Z;;’X“’/ be a matriz. There exists a (s',r',w')-partial encoding

(sE’,rE', kE’,sD’, rD") for P, where
sE/ = A sE,C rE’y = B,rg,C kE; = B,kE,
provided the following conditions hold:
« For all (x,y) € P, sD,, € 1% (A, and D], € 194 (B,);
« For all (z,y) ¢ P, there exists w € Slc,%ln<C> s.t. sE,w = 04 and rE,w =
kE,.
Proof. To see correctness of the new encoding, note that for all (z,y) € P, since
sD,, € do4 (As) A 1D, € 1ol (B,)
there exist sD';y and rD’;y such that
T /T T T
sD,, =sD',,Ax A 1D, = rD'wBy
Therefore,
T T
sD',.,, (AssE,C) = (sD;sE,)C = (rD,rE,)C = rD’,  (B,rE,C)
T
D', (BykE,) = rD] kE, =1

To see privacy, note that for every (x,y) ¢ P, there exists w € S]%ln (C) such

that sE,w = 0, A rE,w = kE,. Therefore, there also exists w' € Z;;”/ such that
w = Cw’. Note that,

sEl w' = (A;sE,C)w’ = A;sE,w = A, 0, = Oy
rE,w’ = (B,rE,C)w’ = B,rE,w = B,kE, = kE|

so algebraic privacy is satisfied. O]
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This transformation is useful to make predicate encodings simpler and more
efficient in different manners. For instance, it can be used to make the matrices
corresponding to encoding and decoding functions become sparser. That is, if
we consider A and B as functions that apply matrix Gaussian elimination® to
the matrices associated to sk and rE, kE, many entries from these matrices will
be zero. Hence, fewer group operations will be performed during encryption
and key generation, improving the performance. Moreover, the transformation
can be used to reduce the size of mpk, ct, and sk,. If w' < w, the number
of elements in mpk will decrease. This will also improve the performance of
encryption and key generation (both depend directly on mpk). Additionally,
if & < s or v < r, the number of elements in ct, and sk, will also decrease
respectively.

Note that a simplification from the right (multiplying by C) changes the
structure of the encoding and may open the possibility of left-simplifications
that were not available before and vice versa. Example 9 illustrates this idea.
We optimize a predicate encoding that corresponds to the result of applying
our negation transformation (from next section, Theorem 8) to the predicate
encoding from Example 6.

Example 9. Let X = Y = Z, and consider the (2,3,4)-predicate encoding
(sk, rE, kE,sD, rD) for P(x,y) = 1 iff © # y, defined as

010y 0
sEgg—<51“‘01 018) E,= | 00 11 KE, = | ©
0001 1
T _( =L z T L .
SDl’yy o ( z-y z-y ) er,y o ( z-y T-y 1 >
Note that for every pair (x,y) ¢ P, i.e. x =y, the single solution of the system
sE,w =0, A rEjw =kE, isw' = (-1 -y -1 1), thus the matriz

c_ (1o 11y
L0 1 0 0
satisfies the conditions of Theorem 5. Therefore, the (2,3,2)-partial encoding
(sE’,rE', kE"), where

) i y 1 0
sE/, = sE,C = < Oz 01 > rE; =rg,C= 0 0 kE'y =kE, =1 0
1 0 1

“Note that if matrices A,, B, or C are invertible, they always satisfy their respective
requirements.
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induces a predicate encoding for the same predicate. The previous simplification,
opens the possibility of applying again the theorem, with matrices A, and B,
obtaining a (1,2,2)-predicate encoding for P(x,y) = 1 iff x # y. Concretely,

A =(-10) SE' = (z 1) rEg:(@l/ é) rEZ=(2>

5= (0 0 1) oL (h) L (s 1)

The above simplifications can be successfully applied to actual predicate
encodings proposed in [76]. In Section 4.6.2.1 we propose improved predicate
encodings for monotonic boolean formulas and arithmetic span programs.

4.3.3 Combining predicates

Using the new characterization of predicate encodings from the previous sec-
tion, we define transformations to combine predicate encodings into new pred-
icate encodings for more complex predicates. In particular, we define predicate
encoding transformations for disjunction, conjunction, negation and the dual
predicate. These combinations are useful to create new schemes that inherit
different properties from the more basic building blocks. In Section 4.6, we
propose several constructions that rely on these transformations.

4.3.3.1 Disjunction

We present a method to build a predicate encoding for the disjunction of P,
and Py from predicate encodings for P, and P,. Observe that the predicate
encryption scheme obtained from the resulting predicate encoding is more effi-
cient than the predicate encryption scheme obtained by compiling the predicate
encodings of Py and P, separately, and then applying a generic transformation
that builds predicate encryption schemes for a disjunction from predicate en-
cryption schemes of its disjuncts.

Theorem 6 (Disjunction of predicate encodings). For every (sy, 11, w,)-predicate
encoding (sE', rE', kE' sD', rD') for Py : X1 x Y1 — {0, 1} and every (sq,ra, ws)-
predicate encoding (sE?, rE?, kE? sD?, rD?) for Py : Xy x Yy — {0,1}, there erists
a (814 S2, 11 + 179, w1 +ws)-predicate encoding (sE, rE, kE, sD, rD) for the predicate
P (X, X) x (V1,Ye) — {0,1} such that:

P((w1,22), (y1,y2)) < Pi(z1,91) v Pa(2,42)
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Concretely,
sl 0 rE, 0 kE,
_ T S1,W2 _ Y1 T1,W2 — 1
SE(:vl,:cz) ( 0,0, SEig ) rE(yLyz) ( (. rEf}Q ) kE(ylyyz) ( kE%2 )
SD(Tﬂfl,m),(yl,m) = if P1<1717y1> then ( SDﬂlﬁTm 0;—2 ) else ( 01—1 SDSQB;yz )
rDz:—rl,xg),(yl,yg) = Zf Pl(xhyl) then ( rD:IEIyl 0;—2 ) else ( 07—1—1 rDi;?M )

Proof. Reconstructability can be seen by a simple check based on the recon-
structability of the original encodings.

To see privacy, note that Pq(z1,y1) v Pa(za,y2) = 0 implies Py (z1,41) = 0 and
Po(x2,72) = 0 implies. Let w; and ws be witnesses of privacy of predicate
encodings 1 and 2 respectively. It is easy to check that w' = ( w]  w, ) is

a witness of privacy of the transformed encoding. O

Note that it is possible to obtain sharing between attributes, e.g., if X} = &%
and the sender uses only the subset {(z,z) | z € A1} of A} x A%, the predicate
becomes P(x, (y1,y2)) = 1 iff P1(z,y1) v Pa(z, y2).

4.3.3.2 Conjunction

In contrast to disjunction, the naive solution that just concatenates secret keys
fails. Given keys for attribute pairs (y1,y2) and (y1,v5), it would be possible
to recombine the components and obtain a key for (y1,v5) leading to collusion
attacks. Our predicate encoding transformation deals with this problem by
“tying” the two components together with additional randomness.

Theorem 7 (Conjunction of predicate encodings). For every (s, r1,w;)-predicate
encoding (sE', rE', kE' sD', rD') for Py : &1 x Y1 — {0, 1} and every (sq, 7o, ws)-
predicate encoding (sE, rE®, kE? sD? rD?) for Py : Xy x Yy — {0, 1}, there exists
a (81 4 S2, 11 + 1o, wy + wy + 1)-predicate encoding (sE,rE, kE,sD,rD) for the
predicate P : (X1, Xs) x (V1,)2) — {0, 1} such that:

P((z1,22), (y1,2)) < Pi(z1,91) A Pa(22,92)
Concretely,

SE;. 044, O

SE(Ilum) = ( SE?C; Os: ) SD(xl,IQ),(yl,yQ) =

0527w1

rEL 0 kE!
— Y1 T1,Ww2 Y1 —
rE(y1,y2) < rEzQ _kE?/z ) rD(x1,$2)7(y1,y2)

07"27“/'1

KE!
kE(y17y2) = < kEgl )
Y2
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Proof. A simple check shows reconstructability. To see privacy, Pi(x1,y1) A
Po(x2,y2) = 0 implies P1(x1,31) = 0 or Py(z2,y2) = 0. If the first holds, let w,
be a witness of privacy of the first encoding. Then, w' = ( 2w; 0], -1)
is a witness of the algebraic privacy of the transformed encoding. If the second
holds, let wy be a witness of privacy of the second encoding. A valid witness
nowisw' = (0, 2w, 1). ]

Note that it is possible to combine Theorems 6 and 7 to create a predicate
encoding for Py > Py, where the placeholder e {v, A} can be part of keys or
ciphertexts. See Section 4.7 for more details about this encoding.

4.3.3.3 Negation

To obtain a functionally complete set of boolean predicate encoding transform-
ers, we now define a transformation for negation. Our transformation unifies
negated predicates like Non-zero Inner-Product Encryption (NIPE) and Zero
Inner-Product Encryption (ZIPE). In Section 4.6.2.1 we use this transforma-
tion to build optimized predicate encodings. The technique works for predicate
encodings where the negation transformation yields a predicate encoding that
can be further simplified (using our method from Section 4.3.2).

Theorem 8 (Negation of predicate encodings). For every (s,r,w)-predicate
encoding (sE, rE, kE,sD, rD) for P : Xx)Y — {0, 1} there ezists a (w,w+1, s+w+
r)-predicate encoding (sE', rE',kE',sD’, rD’) for the predicate P’ : X x Y — {0,1}
such that P'(z,y) < —P(x,y). Concretely,

0 I = 0
T w,s w . w
sEl, = (sE;, -I, O ) rE'yz( of or kEj) kE;_< ) )

-w
/ _ / _ T,y
sDx’y = Wy, rD%y = ( 1 )

where for a pair (z,y) € X x Y such that P(x,y) = 0, w,, is defined as the
witness for algebraic privacy, i.e., a vector such that

sk,w,, =0, A rE,w,, =kE,

Note that such a vector always exists when P(x,y) = 0. Moreover, sD and rD
do not need to be defined when P'(z,y) is not 1, that is, when P(z,y) is not 0.

Proof. Tt is not difficult to check reconstructability. Privacy holds because when

P(z,y) = 1, we can define w' = ( —sD;y —leysEm rD;y ) which can be
checked to be a witness of the algebraic privacy of the transformed predicate
encoding. ]
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A similar construction has been considered in a posterior work [20] to this

work. Specifically, they show how to transform a conditional disclosure of secrets
(CDS) for f into a CDS for f (the complement of f).

4.3.3.4 Dual

In the literature, the notions of KP-ABE and CP-ABE are considered sepa-
rately. In fact, many works are only valid for one of the two versions of At-
tribute Based Encryption. Our transformation unifies the notion of KP-ABE
and CP-ABE in the framework of predicate encodings. In this context they
should not be considered separately, because our transformation provides a
Ciphertext-Policy predicate encoding from any Key-Policy predicate encoding
and vice versa.

Definition 28 (Dual predicate). Let P : X x Y — {0,1} be a predicate, the
dual predicate of P is P': Y x X — {0, 1} such that P'(y,x) < P(z,y).

Theorem 9 (Dual predicate encoding). For every (s,r,w)-predicate encoding
(sk, rE, kE,sD, rD) for P : X x Y — {0, 1} there exists a (r,s+ 1, w+ 1)-predicate
encoding (sE',rE',kE',sD’,rD") for the predicate P’ : Y x X — {0,1} such that
P'(y,z) < P(z,y). Concretely,

SEI 05 05
s, = (rE,  kE,) rE;:(OZH 1) kElz:(l)

/ / SDz,
SDW =D,y rDW = < ; Yy )

Proof. A simple check is enough to verify reconstructability. For privacy, note
that when P'(y, z) = 0, we have P(z,y) = 0. Let w be a witness of the algebraic
privacy of the original encoding. Now, w'" = ( ~-w' 1 ) is a witness of the
dual predicate encoding. O

4.4 Tag-based Encodings

We show that our techniques for predicate encodings can be extended to the
framework of tag-based encodings. In particular, we show a similar result to our
Theorem 3, which establishes that h-hiding and reconstructability are mutually
exclusive and complementary.

Theorem 10. Let p e N be a prime, let k,c,h € N and let C' € Z;Xh, K e Z’;Xh.
The following are equivalent:
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« h-hiding: h < Z; return (Ch, Kh) = h,h' <70 return (Ch, Kh')

+ non-reconstructability For every m. € Z; and very my, € Z’;, either
m/C #m}K orm/C =0].

where = denotes equality of distributions.

Proof. The proof follows directly from the following lemma and the observation
that 7) is equivalent to h-hiding, while #i7) is non-reconstructability (take A = C
and B = K). [

Lemma 2. Let A € Z;”" and B € ZLX” be matrices. Let C € Zl(omﬂ)xn be
the concatenation of A and B by rows. The following three statements are
equivalent:

i) Va e 7", Vb e ZL, l:;r [Az = a| Bx = b] = P;r [Az = a]

T <Ly x <= ILn
ii) rank(C') = rank(A) + rank(B)
iii) YaeZP VbeZ, a"A#b'B v a'A=0,

Of the Lemma. Note that i) holds for every a € Z7',b € Zé such that Ax = a
or Bz = b have no solution. Let a € Z;',b € Zé be such that the systems
Az = a and Bz = b have individually at least one solution (note that such a
and b always exist). We define the sets [y = {x € Z) : Az = a}, I'p = {z €
Zy : Bx =b}, Typ = {x € Z;: Ax = a A Bz = b}. By the Rouché-Capelli
Theorem,

|FA‘ _ pn—rank(A) |FB| _ pn—rank(B) |FAB| _ pn—rank(c)
Note that i) can be expressed as ‘F;}Lm = E,’f‘ - ‘25 | which is equivalent to the
equation p” - [Tag| = |T4| - |T's|, and therefore, p" - pn—rank(C) — pn-rank(4) .

p@k(B) if and only if, rank(C) = rank(A) + rank(B) which is ).

Now, note that rank(C') = rank(A) + rank(B) if, and only if, there is not
a non-zero linear combination of rows of A that can be expressed as a linear
combination of rows of B, which is equivalent to statement 4ii). OJ

A consequence of Theorem 10 is that every valid tag-based encoding is per-
fectly hiding, or equivalently, there cannot exist a tag-based encoding where the
two distributions from h-hiding are negligibly close but not identical.

Thanks to the above theorem, it is possible to define disjunction and con-
junction transformations for tag-based encodings along the lines of predicate

80



4.5. Pair Encodings

encodings. We were not able to design a negation transformation for tag-based
encodings and leave it for future work. On the other hand, the dual transfor-
mation is straightforward in this framework, as mentioned in [132], because the
encoding primitives are completely symmetric.

Expressivity of tag-based encodings vs predicate encodings. We try
to improve our understanding of the differences between these two primitives by
providing a transformation that produces valid predicate encodings from valid
tag-based encodings for the same predicate.

Theorem 11. Given a (c,1,h)-tag-based encoding (cE,kE) for P : X x Y —
{0,1}, the (c, 1, h)-partial predicate encoding (sE',rE', kE') defined as sE/, = cE,,
rE; = kE,, kE; = ( 1 ), induces a predicate encoding for P.

Proof. According to our Theorem 4, the partial encoding (sE’, rE’, kE") induces
a predicate encoding for the predicate P(z,y) = 1iff3s € Zi,r € 7Z, st.
s'sE, = r-rE, and r - kE, = 1, or equivalently, 3s € Z s.t. s'cE, = kE,,
which is equivalent to the reconstructability of the tag-based encoding (cE, kE).
According to Theorem 10 it is also equivalent to the predicate P. ]

Note that because of the symmetry of tag-based encodings, Theorem 11 can
be also applied to (1, k, h)-tag-based encodings. All the tag-based encodings
proposed in [132] (except one) have either ¢ = 1 or k = 1, so the above theorem
can be applied to them.

4.5 Pair Encodings

In this section we provide an embedding that transforms every predicate en-
coding into an information-theoretic pair encoding. Consequently, we can see
predicate encodings as a subclass of pair encodings. This opens the possi-
bility of reusing the conjunction and dual transformation proposed by Attra-
padung [28, 30| for pair encodings, to create combinations of predicate encod-
ings via our embedding. We show that this alternative method is fundamentally
different from our direct conjunction and dual transformations on predicate en-
codings, where our combinations produce more efficient encodings.

4.5.1 Embedding Predicate Encodings into Pair Encodings

In this section we provide an embedding that produces a valid information-
theoretic pair encoding from every valid predicate encoding (see Definitions 24
and 26 for predicate encodings and pair encodings respectively).
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4. ABE: Algebraic Characterization of Privacy

Definition 29 (Embedding to Pair Encodings). Given a (s, r, w)-predicate en-
coding pe = (sE,rE,kE,sD,rD), we define the embedding Emb(pe) = (Encl,.,
Enc2,., Pair,.) as follows:

« Encl,.(x) = (co, €), where co(so, h) = so, c(s0, h) = so - sE,h

« Enc2,.(y) = (ko, k), where ko(cv,m1,h) = r1, k(a,r1, h) = a-kE,+71-rE R

. 0 D
* Palrpe(x,y) = ( -sD 0 i )
x,Yy S,

All variables s = (sg) and r = (r1) appear in the clear in the Encl and
Enc2 polynomials respectively. This simplifies the pair encoding’s information-
theoretical security notion into one equivalent to the privacy of the predicate
encoding (see proof of Theorem 12).

Theorem 12 (Correctness of the embedding). If pe = (sE,rE kE,sD,rD) is
a valid (s,r,w)-predicate encoding for P, then Emb(pe) is a wvalid information
theoretic (s + 1, 7 + 1, w)-pair encoding for P.

Proof. Veritying correctness of the pair encoding is a simple check. For perfect
security we need to check that, when (z,y) ¢ P, the following two distributions
are identical:

o, 5o < Ly 1< Ly h <25 return (so, so - sEqh, 11, 1 - rEyh) =

S0 Lp; 71 S 25 b E 75 return (so, so - sEgh, 71, 71 - rEyh 4+ o KEy)

Since both distributions provide sy and r; in the clear, the above checking is

equivalent to the following:
h &77; return (sEh, rEjh) =

ot Ly ry £ L5 h E L5 retumn (sEgh, rEyh 4+ a/ry - kEy)

but those distributions are identical due to the a-privacy of the predicate en-
coding?. O

Our embedding shows that every predicate encoding can be transformed into
a perfectly secure pair encoding. In fact, after applying the compiler from |9] to
the embedding of a predicate encoding, we get the same predicate encryption
scheme that the one provided by the compiler from [76].

We conclude that predicate encodings can be transformed into a very special
class of pair encodings: encodings that allow decryption with 2 pairings and
have only one element of randomness in both, ciphertexts and secret keys (what
makes them very efficient).

*Note that a < 7Z,, r; < Z% and therefore, a/r; distributes uniformly over Z,, so we can
apply the a-privacy property from the predicate encoding.
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4.5.2 Comparison between encoding transformations

Attrapadung proposed generic transformations of pair encodings [28, 30]. In
particular, he proposed the conjunction and dual transformations. In this sec-
tion we compare these transformations with the ones proposed in this work.
For this, we compare the conjunction of two pair encodings, (embedded from
predicate encodings) with the embedding of the conjunction of a (sy,7q,w)-
predicate encoding pe' = (sD',rE', kE',sD',rD') and a (s, 7, ws)-predicate
encoding pe? = (sD?, rE? kE?,sD? rD?), i.e.,

Emb(pe' Aprea pe?) vs Emb(pel) A pair Emb(pe?)

where Appeq and Apg,e are the conjunction of predicate encodings and pair en-
codings respectively. Note that A,..q corresponds to the transformation from
our Theorem 7. On the other hand, for A, we use the conjunction proposed
in [30].

EnCl((ZL‘l,Ig)) = (CQ,Cl,CQ)
Emb(pe’ Aprea pe?) = { Enc2((y1,v2)) = (ko, k1, k»)
Pair((thQ)a (?/1792)) = E(zl,zg),(y1,y2)

where h = (h(), hl, hg) and
00(80, h) = Sy l{fo(@,rl, h) =T
ci(so, h) = s¢ - SEilfh ki(a,ri,h) = (a+ hy) - kEl1 + - rE%lhl
CQ(S(), h) =S50 SE§2h2 kQ(Oé, T, h) = (Oé — ho) : kEy2 + 7 rEy2h2
1T 2T

1 q rDaiun Dy

E(I17I2)7(yl7y2) = 5 _SD%?1,y1 051,r1 051,r2

_SDLBQ,yQ 082,7’1 082,7’2

Encl((ml, .%'2)) = (007 Cy, CQ)
Emb(pel) A paiir Emb(pe2) = Enc2((y1,v2)) = (ko, k1, ko, k3)
Pair(($1v $2)a (y17 y2)) = E(m,xz),(yl,yz)

where h = (hy, hy) and

c (S h) =3 ko(Oé,(T'l,T’Q,Tg),h) =T
CO (30, h) — SO <E' B ki(a, (rq,re,r3),h) =13 kE;1 + 7 rE;hl
cl(SO’ h) _ sO : sEgQClh1 k(@ (r1,2,73), ) = 12
20 0 "2 kg(a/, (Tl,’l“g,’f’g),h) = (()é—Tg)'kEZQ-i—’I“Q'I’EZQhQ
1T 2T
q erLy1 0 rDIM2
E(ffl:@)v(yl:yz) = _SD:rl,yl 081,7“1 0;1 031,7'2
052 082,r1 ’SDmg,yg 082,7“2
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4. ABE: Algebraic Characterization of Privacy

The resulting pair encodings are different. The first one (result of our con-
junction) does not introduce new random variables and does not increase the
number of pairings for decryption. On the other hand, the second conjunc-
tion adds new random variables to key generation and increases the number of
pairings needed during decryption. This overhead will be amplified if nested
conjunctions are used.

We now present a comparison for the dual transformation. Let pe = (sD, rE, kE,
sD, D) be a (s, r, w)-predicate encoding. We compare

Emb(Dual,cq(pe)) vs Dualyg(Emb(pe))

where Dualy,,(-) represents the dual conversion for pair encodings proposed in
[30, Section 4|, while Dualy,q(-) corresponds to the transformation from our
Theorem 9.
Encl(y) = (co, 1)
Emb(Dualy,eq(pe)) = < Enc2(z) = (ko, k1, k2)
Pair(y,z) = E

y’m

where h = (hg, h;) and

ko(&,?”l, h) =+ ho
kl(aarlahf) =T
kg(Oé,?"l,h> = SExhl

g (1 0 sD,,
Y20, -rDyy, 0,

Encl(y) = (co, c1, €2)
Emb(DuaIpm»r(pe)) = Enc2(:€) = (ko, ]fl, kg)
Pair(y, z) = £, ,

00(80, h) = S0
01(80, h) = ho - S0 - kEy + SOI’Eyhl

where h = (hg, hy) and

co((S0,51),h) = s ko(a,ri,h) = a+ hy -1y
Cl((SU,Sl),h) = 51 k’l(Oé,Tl,h) =T
CQ((S(), 81), h) = ho - So - kEy + Sll’Eyhl kz(()é,?”l, h> =171" SExhl
1 0 0!
E,.=1[ 0 0 sD,,

0, -rDy 0,5

4.6 Constructions

We provide new instances of predicate encodings to achieve predicate encryption
schemes with new properties or better performance.
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Figure 4.1: Scalability of the PE for revocation.

4.6.1 Combining predicates
4.6.1.1 Dual-Policy ABE

Dual-Policy Attribute Based Encryption |28, 30| has already been considered in
the pair encodings framework. Tt combines KP-ABE and CP-ABE into a single
construction that simultaneously allows two access control mechanisms. The
main advantage is the possibility of considering policies over objective attributes
(associated to data) and policies over subjective attributes (associated to user
credentials) at the same time.

Our combinations of predicate encodings allow us to create predicate en-
cryption constructions for Dual-Policy ABE in the framework of pair encodings
and tag-based encodings. In particular, given an arbitrary predicate encoding
for P : X x Y — {0, 1}, applying Theorems 9 and 7 we get an encoding for
DP-ABE, i.e., for the predicate P* : (X x V) x (Y x X) — {0, 1} defined as

P*((z,y), (¢, 2")) = Liff P(z,y) A P(y', 2")

4.6.1.2 Revocation

Another application of our combinations is predicate encryption with revocation,
by combining a boolean formula predicate encoding with a broadcast encryption
predicate encoding. The former is used to encode the actual policy of the scheme,
while the latter takes care of revocation.

Broadcast encryption has been considered in the literature to approach re-
vocation [110, 134, 152]. In broadcast encryption, a broadcasting authority en-
crypts a message in such a way that only authorized users will be able to decrypt
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P P
attributes = {a, b, ¢, d} attributes = {a, b, ¢, d}
r=(anc)vd v=(avend
v ={a.c) Y- d)
P(z,y) = 1iff z(y) P(z,y) = 1iff —z(y)

Figure 4.2: Equivalent encodings of a policy using P (CP-ABE) on the left and
P (negated CP-ABE) on the right.

it. This can be expressed with the predicate P(x,i)=1 if, and only if, x; =1,
where & € X = {0,1}" and i € ) = [n]. A drawback is that the number of
users in the system, n, is polynomial size. Figure 4.1 shows the performance
of predicate encryption built from a predicate encoding that combines boolean
formulas with broadcast encryption. The system supports thousands of users
in reasonable time.

4.6.2 Improved predicate encodings

In this section we propose new predicate encodings that are more efficient than
some of the encodings proposed previously in [76] and implement a general
library* for predicate encryption with support for predicate encodings and pair
encodings to evaluate their performance.

Our encodings are built by applying Theorem 8 to obtain negated encodings
and applying Theorem 5 to simplify the negated versions into (some times) more
efficient encodings. However, the predicate associated to these new encodings
is negated, but if inputs are also negated, the predicate will be equivalent.
Figure 4.2 illustrates this idea. On the left, there is a boolean formula CP-
ABE for 4 attributes {a,b,c,d}. On the right side, secret keys and policies
are modified so that the negated version is equivalent. The attribute universe is
formed by the negated attributes, secret keys are formed by all negated attributes
do not appear in the original key as normal attributes, policies are negated and
expressed in Negation Normal Form (NNF).

4.6.2.1 Boolean formulas

In [76], the authors propose two predicate encoding (KP and CP versions) for
monotonic boolean formulas. The predicate they consider is a particular case
of a Linear Secret Sharing scheme [137]. Let X = {0,1}",Y = Z2** for some
n,k €N,

P, M) =1iff (1 0 k1 0)e J90 (M)

4Source code available at https://github.com/miguel-ambrona/abe-relic.
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where M, denotes the matrix M filtered by x, i.e., M, includes the i-th row of
M iff &; = 1.

It has been shown [146] that for every® monotonic boolean formula f with
attributes from X there exists a matrix M € ) such that for every « € X,
f(x) < P(x, M). The key-policy predicate encoding from [76] is the following,

SEm = ( dlag(w) On,k—l ) rEM = ( I" M{Qv--wk} ) kEM = ( M{l} )

where M, denotes the first column of matrix M, M, . ;, represents the rest
of the matrix. We do not include explicit decryption functions sD and rD, but
they can be computed efficiently by Gaussian elimination.

In the above encoding, the number of elements in secret keys and ciphertexts
is always maximal, it equals the number of (possibly duplicated) attributes, even
for small policies. Furthermore, the maximum number of and-gates in a policy
must be fixed a priori (because it is related the the number of columns in the
matrix).

We propose the following improved predicate encoding for (negated) key-
policy monotonic boolean formulas®, which is an equivalent predicate if instantia-
ted with negated inputs. Let X = {0,1}" and Y = Z3*¥,

SE, = I, —diag()  rEy=M'  kEy=(10 kL 0)

In our encoding, the number of columns has been reduced up to half”. Further-
more, the size of secret keys is proportional to the complexity of policies. In
particular, it is equal to the number of and-gates in the policy (or equivalently,
the number of or-gates in the non-negated version). Note that our improvement
also works in the ciphertext-policy case.

In Figure 4.3 we present a comparison between our improved encoding for
key-policy monotonic boolean formulas and the original one. To this end, we
generate random boolean formulas for different sizes, starting from a random set
of leaf nodes and combining them with boolean operators v and A. Our tables
report on the average time for each algorithm. Our encoding needs 50% less
time than the original algorithms for setup, encryption and key generation. For
decryption the performance is similar. All the analyzed schemes were instan-
tiated with the same compiler, therefore all achieve the same level of security
(under SXDH assumption). In terms of secret key size, our encoding is smaller
in general (in the worst case, when all the gates in the policy are or-gates, key
sizes are equal).

5Where every attribute appears at most once and the number of and-gates is lower than
k (one could overcome the one-use restriction by considering duplicated attributes).

6See Section 4.8 for more details about how we obtained this encoding.

"Being half when the bound on the number of and-gates is maximal.
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Figure 4.3: Improved predicate encoding for boolean formulas vs original en-
coding.

4.6.2.2 Arithmetic span programs

Chen et al. proposed in [76| a predicate encoding for Arithmetic Span Programs
(ASP). That is, an encoding for the predicate P defined as follows. Let X' = Z7,
YV = 7<% 72k for some n, k € N; for every « € X and every (Y,Z) € ),

P(z,(Y,Z)) =1iff (1 0 kL 0)e J08 (diag(x)Y + Z)

In [130], Ishai and Wee show how to relate Arithmetic Span Programs com-
putations of polynomial functions over a finite field F, i.e., functions f : F* — F
that only use addition and multiplication over the field. Therefore, the above
predicate can be seen as f(x) = 0, where f is the polynomial function induced
by (Y, Z). Let X = Ly, Y = Z;”k’ X Z;‘Xk, the original predicate encoding for
arithmetic span programs proposed in [76] is the following:

sE, = (diag(x) I, 0,; )
I 0 Y, Y
.2 (Onn I, Zp,.p (¥:2) Ziy
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Figure 4.4: Improved predicate encoding for ASP vs original encoding.

We present a more efficient encoding for (negateds) arithmetic span programs:
SE, = (diag() L) Eyn=(27 YT) KEwzn=(10 & 0)

Figure 4.4 shows the performance of our new encoding for KP-ABE for
Arithmetic Span Programs compared to the original encoding from [76]. As we
expected, our encoding needs 66% of the time required for the original encoding
for setup, encryption and key generation. Additionally, secret key size is halved
with our encoding.

4.6.3 Extra features

In this section we consider new theoretical results that can be proved thanks
to our algebraic characterization of a-privacy and can be used to produce new
predicate encodings enhanced with extra properties.

8In [130] there is a modification of their algorithm that produces matrices (Y, Z) such that
the predicate associated is f(x) # 0 (the double negation will cancel out).
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4.6.3.1 Attribute-hiding for boolean formulas

Chen et al. proposed an extension of the compiler in [76] to build weakly
attribute-hiding predicate encryption schemes [66, 138]. In a weakly attribute-
hiding scheme, the ciphertext attribute x remains secret for unauthorized users,
that only learn the fact that their secret keys are not valid. This additional
compiler needs to be instantiated with predicate encodings satisfying additional
properties. The following is a definition from [76].

Definition 30 (Attribute-Hiding Encodings). A (s,r,w)-predicate encoding,
(sk,rE,kE,sD,rD) for P : X x Y — {0,1} is attribute-hiding if it verifies the
additional requirements:

z-oblivious reconstruction: sD,, and rD,, are independent of x.

attribute-hiding: for all (x,y) ¢ P,

w <+ 75 return (sE;w, tEyw) = s <& 7o r <L return (s, 1)

where = denotes equality of distributions.

The following theorem relates the second property with our alternative def-
inition of predicate encodings:

Theorem 13 (Algebraic characterization of attribute-hiding). Let p € N be a
prime, let s,r,w € N and let S € Z;*", R € Z,”", k € Z,. The following are
equivalent:

« w < ZY; return (Sw, Rw) = s <725 v <77 return (s, )

. rank(é)zs—iﬂr

Proof. Given (s,r) € Z3 x Zy, we define I'y, = {fw e Z) : Sw =s A Rw = r}.
The condition on the second bullet holds iff w — s —r > 0 and the cardinality
of Iy, is p~*". Additionally, |I's,| is independent from = and s iff the two
distributions from the first bullet are identical. O

Note that for every (s,r, w)-predicate encoding (sE,rE,kE, sD,rD) that is
attribute-hiding, there exists an equivalent (s, 1,w)-predicate encoding. This
is because rD is independent from x and thus, we can apply our optimization
Theorem 5 with matrices B, = rDly € Zzl,“”, A, =1, C=1,. Therefore, the
class of predicates that can be built from attribute-hiding encodings is included
in the class of predicates achieved from (s, 1, w)-predicate encodings.

90



4.6. Constructions

Further, note that our disjunction and conjunction combinations for predi-
cate encodings (Theorems 6 and 7 respectively) preserve the notion of attribute-
hiding®. Exploiting this fact, we propose a Policy-Hiding ABE scheme for non-
monotonic boolean formulas expressed in DNF (Disjunctive Normal Form). The
inner product can be used to encode conjunctions [138]. More concretely, let
y € {0,1}" = Z;. We establish that the i-th attribute a; appears in a secret key
for y iff y; = 1. Let S, 5 < {a;}I~, be sets such that S n S = &,

1 if a; € €
/\a A /\d <0 2Ty =|S9| whereVie[n], &;=<{ -1 ifa;eS
aes aes 0 otherwise

Note that the ZIPE predicate encoding from |76, Appendix A.1] can be modified
into an attribute-hiding encoding for the predicate P((x,v),y) = 1 iff z'y =~
(see Section 4.9.1).

Therefore, with a disjunction of k predicate encodings like the former we can
encode boolean formulas that have at most k disjuncts. Note that the result-
ing encoding is atiribute-hiding but it is not z-oblivious. However, without the
knowledge of the policy z, one can guess for the disjunct his secret key satisfies
(if any). In this way, a valid key will be enough to decrypt after at most k
decryption tries (one for every disjunct).

4.6.3.2 Delegation

Delegation of keys is a desirable property for every predicate encryption scheme.
Roughly, it allows the owner of a secret key to weaken his key creating a new one
that is less powerful than the original one. This property can be used to achieve
forward secrecy (see |72] for an application to ABE that supports delegation),
where past sessions are protected from the compromise of future secret keys. To
achieve this goal, users can periodically weaken their secret keys and destroy the
more powerful ones. In this way, past ciphertexts cannot be decrypted any more
and thus, they are protected against the theft of future keys. Delegation is also
required for Hierarchical Identity Based Encryption (HIBE). More formally, we
say that a predicate P : X x ) — {0, 1} supports delegation if there is a partial
ordering < on ) such that for every z € X, if P(x,y) = 1 and (y < /), then
P(z,y) = 1.

Delegation has been considered in [76] as the property of some predicate
encodings. We propose a generic method to convert any predicate encoding
into one supporting delegation.

9Conjunction also preserves z-oblivious reconstruction, while disjunction does not.
0This equivalence holds when |S| < p, but in practice p is a large prime.
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Let U = {a,b,c} be the set of attributes. We consider the predicate encoding
for monotonic boolean formulas from [76]. Let X = {0,1}?, Y = Z3*?,

SEm = ( dlag(zc) 03’2 ) FEM = ( Ig M{Q} ) kEM = ( M{l} )

The following is the encoding of a key for the formula (a v ¢) A b, enhanced for
delegation according to Theorem 14 (with k = 1),

1 0 0 1] 0 1

01 0 1]o0 0
rEy = 00 1 1|0 kEM:( 1 )

00 0 0] 1 0

Let’s assume we want to weaken this key to one for the formula a A b A ¢. Note
that in this case we want to make an update of the matrix M:

11 111
M=(0 l)encodes(avc)/\b M’:<0 1 1>encodesaAbAc
1 0

1 1 1

It can be done by multiplying rE,; from the left by A

1 0 0 1 1 0 0 1 O 1 0 0 1 1
rE'—(O 1 0 1)'(0 1 0 1 0]_[0 1 0 1 1)
M 0 0 1 0 0 0 1 1 0 0O 0 1 1 0
0 0 0 O 0 0 0 0 1 0O 0 0 0 O

A4 Enm

O = O

kE;V,—A-kEM—( )

Figure 4.5: Example of delegation of keys for monotonic boolean formulas.
Since A is a linear function, it can be computed in the exponent from the given
key.

Theorem 14 (Delegation). For every (s,r,w)-predicate encoding (sE, rE, kE,
sD, rD) for P : X x Y — {0,1}, for every k € N, (sE',rE',kE’,sD’, rD") defined
below is a valid (s,r + k,w + k)-predicate encoding for P.

o r_( "By O , ([ KE,
sk, = ( = 05k ) rEy = ( Ot I, ) kEy = < 0,
s, = sD,, D, = ( r%:y )
Proof. Correctness can be easily checked. For privacy, let (z,y) ¢ P and let
w e Z;f’ be such that sE,w = 0, and rE,w = kE,. Note that w'! = ( w' OZ )

is a witness of privacy for (sE’,rE’ kE',sD’, rD"). O
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The additional set of not-null rows in rE; can be used to weaken the linear
span of rE,, what directly modifies the predicate. In particular, this method
works really well for monotonic boolean formulas (see Figure 4.5 for an exam-

ple).

4.7 Flexible boolean combinations

Boolean combinations of predicate encodings can be applied dynamically, i.e.,
they can be combined by leaving placeholders P > P’ that will be chosen during
encryption or key generation. The following theorem shows how to dynamically
combine two predicates making the combinator part of the secret key sk,.

Theorem 15 (Flexible combination of predicate encodings). For every (s, 1, w;)-
predicate encoding (sE', rE', kE',sD', rD') for Py : X1 x Y1 — {0,1} and every
(89,72, ws)-predicate encoding (sE?, rE* kE?, sD?, rD?) for Py : Xy x Yo — {0,1},
there exists a (814 Sg, r1+79, Wy +wq+ 1)-predicate encoding (sE, rE, kE, sD, rD)
for the predicate P : (X1, Xy) x (1, Vo, {v, A}) = {0,1} such that:

P((Qzl,l’g), (y17y27 M)) < Pl(whyl) > P2(£¢’2792)

Concretely,

SE;: 08 w Os 1 SD;;
SE(II’M) - ( 052,1;1 SEI;QC; 08; > SD(I17I2)7(y17y27l><1) = 9 < SD21,y1 )
By Orwy  foa - KE, 1/ D!
B = ( O 1 kL ) P =5\ 2"

kE!
kE(yl,y%N) = ( kEgl )

where fu. is defined as 1 if = A and 0 if = v.

Proof. This Theorem follows straightforwardly from Theorems 6 and 7. ]

Note that our Theorem 9 gives us an equivalent version of the above theorem,
where the placeholder is part of the ciphertext ct,. Figure 4.6 presents a possible
application of a flexible fixed-structure combination of boolean operators. It
encodes the predicate P(z,y) = 1 iff z > y, where X = Y = {0,1}* (4-bit
strings). Note that the leaf nodes are IBE predicate encodings (one of the
simplest predicate encodings).
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(T1220324)2 > (Y1Y2Y3Y4)2

Vz'.bi{ Vo iy, =0

Figure 4.6: Example of fixed structure for inequalities.

4.8 Obtaining more efficient encodings

We recall the encoding from [76] for KP-monotonic boolean formulas (mentioned
in out Section 4.6.2.1). Let X = {0,1}",Y = Z** for some n, k € N,

Pl@,M)=1iff (1 0 k. 0)e 00 (M,)

span
where M, denotes the matrix M filtered by x, i.e., M, includes the i-th row of

SE, = (diag(x) O, ) rEw=( L Mo,y ) kEn=(My)

where M, denotes the first column of matrix M, M, . i) represents the rest of
the matrix. We can directly apply our negation transformation from Theorem 8
and get the following encoding for (negated) monotonic boolean formulas:

SE/ _ ( dlag(w) _In On,k—l On,n )
¥ Ok—l,n Ok—l,n _Ik—l Ok—l,n

On’n [n On,k—l [n 0,
By = | Ok1n Op-ia Iy (Ma,..i)" kE), = | 0,
0, 0, 0, (M) " 1

We will simplify the above encoding by using our Theorem 5. We choose the
identity matrix for A, and Bj; and certain matrix C that satisfies the conditions
of the theorem, i.e., for every pair'! (z,y) ¢ P, the column span of C contains
at least one witness w such that sE,w = 0,,,, and rEj,w = kE},. Let

'We denote by P the negated predicate of P, i.e., (x, M) € P < (x, M) ¢ P.
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(x, M) ¢ P. Let w = (wy, wy, ws,wy) € ZI' x Z x Z~" x Z. For w to be a
valid witness, it needs to verify

diag(x)w; —wa = 0,44
-w3z = 04
wo + Wy = On

Since (x, M) ¢ P, there exist a € Z7 such that a'diag(z¢)M = (1 0 k. 0).
Note that if we choose w; = wy = diag(x)a, ws = 0,_,, wy = -diag(x)a, then
w is a valid witness, since all the equations are satisfied'?. This implies that
the matrix

I

Ok:—l,n
1,

contains the valid witness w described above and can be used to simplify the
encoding into sE,, = sE/,C, rE}, = rE},C, kE}, = kE},. That is,

C=

. On,n On
SE’; _ ( dla(g)(zc)—fn ) (B, = _(M{Q ..... k})T kE7, = | 0,
kln ~(Mpy)" 1

Now, the matrices
On,n Ok:—l,k—l -1
ACB - ( In On,n ) BM - < On,n Ik:—l 0

verify the conditions of our Theorem 5 and when applied to the encoding sE”,
rE”, kE” the encoding presented in Section 4.6.2.1 for negated monotonic boolean
formulas.

4.9 Concrete encodings

4.9.1 Predicate encoding for y-inner product (modified from [76])

Let n € Nand let X = Z x Z,, Y € Z7. The following is a (n+1,1,n +2)-valid
predicate encoding for the predicate P((x,v),y) = 1 iff xTy = ~,

sEm:<: L 01n> E,= (0 yT 1)  KkE, = (1)

120bserve that diag(z)diag(z) = diag(x) because = € {0,1}".
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sD;y = ( T | ) rDey = ( 1 )

It is an attribute-hiding predicate encoding.

4.9.2 Generalized predicate encoding for broadcast encryption

We generalize the predicate encoding for broadcast encryption from [76]. Let
X =17y, Y = [n] x Zy, we consider the predicate P(x, (i,7)) = 1 iff &; = 7. As
in [76], it is convenient to express the above predicate as follows:

X = (Z2)", Y = [t1] x [t2] x Z), and

P((mb‘ M 7wt1)7 (ilyi%/—}/)) =1 iff m;llelé =7

where n = tity and (i1,142) is the unique pair of integers satisfying i = (i;-1) -
to + iy and 0 < i < to. Also, (ey,...,e,) is the standard basis of Zﬁf. The
following is a valid (¢1,t2,t1 + t2)-predicate encoding for the above predicate:

x|
SE:E = [tl rE(il,iQ,’y) = ( Otz,(il—l) €;, 0t27(t1_i1) v - It2 )
T
:Btl
kE(il,iQ,’y) = eiz SD:I:,(il,iQ,’y) = eil rDQZ,(il,i27’Y) = 771 ' mil

This encoding can be used to perform 2-dimensional broadcast encryption. That
is, users are divided in n groups and every user ¢ has a unique identifier ;.
Encryption can be done in such a way that at most one user from every group
will be able to decrypt.

4.9.3 Tag-based encoding for root sharing of polynomials

Let m,n e N and let X,V < Z,[T] be the sets of polynomials of degree m and
n respectively with coefficients over Z,. For f(t) € X and g(t) € Y, let P be the
predicate defined as P(f,g) = 1iff Ity € Z, : f(ty) = g(tp) = 0. The following
is a valid (n, m, m + n)-tag-based encoding for P,

am ... ag O n7l 0 b, ... by O m-l 0

0 a oeoa 0 720 0 b ... b 0 ™20
CEf= m . 0 . kEg: n 0

0 nloQ Qm ... Qg 0o m1 o0 b, ... by

where f(t) = apt™ + -+ + a1t + ap and g(t) = byt™ + - -+ + byt + by.
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Attribute-Based Encryption in the
Generic Group Model

Never trust a computer you can’t throw out a window.

Attributed to Steve Wozniak

In this work, we propose, implement, and evaluate automated methods for
proving security of ABE in the Generic (Bilinear) Group Model, for analyzing
the security of cryptographic assumptions and pairing-based schemes.

Our method is applicable to Rational-Fraction Induced ABE, a large class of
ABE that contains most of the schemes from the literature, and relies on a Mas-
ter Theorem, which reduces security in the GGM to a (new) notion of symbolic
security, which is amenable to automated verification using constraint-based
techniques. We relate our notion of symbolic security for Rational-Fraction
Induced ABE to prior notions for Pair Encodings. Finally, we present several
applications, including automated proofs for new schemes.

5.1 Introduction

Our results and tools are specialized to prime order, asymmetric (Type II)
bilinear groups, with a pairing function e : G; x G, — Gy, where G; , G;, and
Gy are prime order groups. This setting is a natural choice to consider because
it supports more efficient and compact implementations.

Attribute-Based-Encryption. Following several recent works [24, 190], we
focus on schemes where the ciphertext for z is of the form [c,(s,0)]; , [sa], -
M and the secret key for y is of the form [k,(a,b,r)],. For correctness, we
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5. Attribute-Based Encryption in the Generic Group Model

require that whenever P(z,y) = 1, there should exist a degree 2 function of
cx(S, B), ky(A, B, R) that outputs SA, where S, B, A, R are formal variables
corresponding to the inputs s, b, a,r of ¢, ky; the degree 2 function allows us to
compute [sa], given [c,(s,0)]; , [k, (a,b,7)],.

We propose ABE schemes based on encodings c,, k, defined in terms of ratio-
nal fractions of polynomials, which allows us to capture larger classes of schemes.
An example is the “petit IBE” [191], where ¢, (S, B) = (B +x)S, k,(A, B, R) =
A/(B+y) and P corresponds to the equality predicate. To prove adaptive secu-
rity of these ABE in GGM, we require that the ABE satisfy a strengthening of
the symbolic security from Agrawal-Chase [11] to the many-key setting, namely
that there exists no degree two function of ¢, (5, B), {k,(A, B, R) : P(x,y) = 0}
that outputs SA. Looking ahead, note that many-key symbolic security is a
purely algebraic criterion, and therefore particularly amenable to analysis using
automated tools.

Next, we prove that if we restrict c,, %, to polynomials that satisfy some
structural requirements as in prior works [11, 26] and that the ABE satisfies
the (one-key) symbolic security from [11], then the ABE is adaptively secure
in GGM. This means that it suffices for the automated tool to check the one-
key symbolic security criterion instead of the many-key variant. We note that
a similar result was shown in Agrawal-Chase [11|, where they first apply a
transformation to the ABE scheme which blows up the ciphertext and key sizes
by a factor of 2, and showed that the ensuing ABE is adaptively secure in
the standard model; in contrast, we prove adaptive security of the ABE as is
in GGM. Compared to the latter schemes, our schemes are simpler and twice
as efficient in terms of encryption time, decryption time, ciphertext and key
sizes, but we only achieve security in the idealized GGM model. We note that
all known non-trivial attacks on bilinear groups in use today are captured by
GGM. For this reason, we believe that our ABE schemes provide a compelling
alternative to less efficient standard model schemes in practical applications
where performance is paramount.

Formally, we obtain both results in a unified manner by showing that for
ABE captured by restricted polynomials c,, k, as in the latter, symbolic security
implies many-key symbolic security. We note that a few of the ABE schemes
captured by our framework have been informally claimed to be adaptively secure
in GGM (e.g. [124, footnote 1 (Chapter 6)]), but to the best of our knowledge,
our work provides the first formal treatment of adaptive security in GGM for a
broad class of schemes satistying a simple algebraic criterion.
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5.1. Introduction

IBE2[BBO4] | | Single-Key Symbolic secure ABE
IPE 1 [KSWO08] [AC17, A14]

IBE1 Thm.18

IPE 2 Sl

KP-ABE [GPSW06]
CP-ABE
Compact KP-ABE
Unbounded KP-ABE [RW13]
Unbounded CP-ABE [RW13]

Thm.17
Many-Key Symbolic secure ABE GGM secure ABE

Figure 5.1: Roadmap of our results. The statements marked with dotted arrows
were performed fully automatically with our tool (see Section 5.5), while plain
arrows denotes proofs by hand. We provide explicit proofs for all our results.

5.1.1 Approach

While we do not advocate proving security in the GGM over the standard model,
there are several reasons for our approach.

First, the GGM captures most algebraic attacks, making automated anal-
ysis in the GGM desirable for providing cryptographers early feedback during
the design of new constructions. Second, the Generic Group Model often ad-
mits schemes that are simpler, more efficient, and ultimately more likely to be
deployed in real-world systems. Third, existing proofs of adaptive security of
ABE in the standard model are very challenging and full automation remains
beyond the state-of-the-art, despite recent progress [47]. Finally, GGM proofs
are generally considered to be fairly mechanical and sometimes claims are made
without proofs, e.g. [124, footnote 1 (Chapter 6)]; this makes GGM proofs a
useful target and test-bed for automated proofs.

5.1.2 Related work

Our work builds upon several areas, including ABE, GGM, and computer-aided
cryptography.

ABE. Designing adaptively secure and efficient ABE schemes is hard, and
has been the focus of many prior works [144, 145, 162, 163, 188]. In 2014,
Wee [190] and Attrapadung [24| propose simpler primitives called encoding
and cryptographic compilers that turn secure encodings into adaptively secure
attribute-based encryption schemes for a broad range of predicates. Their work
is initially carried in the composite-order setting; in, Chen, Gay and Wee |76],
Agrawal Chase [10], and Attrapadung [26] adapt the compiler to the prime
order setting, using the notion of Dual System Groups (DSG) |77, 78]. More
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5. Attribute-Based Encryption in the Generic Group Model

recently, Agrawal and Chase [11]| propose a notion of symbolic security for pair
encodings, and show that every symbolically secure pair encoding is compiled to
an attribute-based encryption scheme that achieves full security under a g-type
assumption. In Chapter 4 we have provided an algebraic characterization of the
information-theoretic notion of a-privacy for predicate encodings. Agrawal and
Chase’s work and ours leave open the possibility of building fully automated
tools for checking symbolic security or the algebraic characterization of privacy.

GGM. The Generic Group Model was introduced in [160, 182] to reason
about lower bounds for computing discrete logarithms and related problems.
Maurer [156] gives an alternative presentation; while the two presentations are
essentially equivalent, Maurer’s presentation is more convenient for formalizing
the Master Theorem and as a basis for formal verification. The GGM has been
used for analyzing a broad variety of assumptions and constructions.

Master Theorems for bilinear groups were introduced by Boneh, Boyen and
Goh in [63, 68]. There exist many others instances of Master Theorems; in
particular, previous works on automated analyses in the GGM (detailed below)
come with their own Master Theorem.

Computer-aided proofs. Barthe, Cederquist and Tarento [41]| use the Coq
proof assistant for building machine-checked proofs of security in the Generic
Group Model. Their formalization is restricted to very simple examples.

Barthe and co-workers [43] develop an automated tool for analyzing security
assumptions in the GGM. Their tool is justified by a Master Theorem which
reduces security in the Generic Group Model to a weaker notion of symbolic
security. However, their Master Theorem and their tool is primarily targeted
to analyze assumptions, rather than schemes. A follow-up [45] considers the
case of Structure-Preserving Signatures [2, 3, 4, 7, 44, 75| and harnesses the
automated analyzer with a synthesis algorithm, which is used to discover new
schemes. However, the tool is limited to prove security against a restricted
class of adversaries. In Chapter 3 we have extended prior Master Theorems to
a more general class of security experiments and provided constraint-solving for
proving symbolic security. However, our method in Chapter 3 does not consider
rational functions.

Beyond this, prime focus of computer-aided cryptography is to support
proofs in the standard model. Prior work uses a highly automated tool called
AutoGP for proving security of several IBE in the standard model [47]. However,
we are not aware of any prior work that uses computer-aided tools for reasoning
about ABE. It could be possible to use existing computer-aided tools such as
EasyCrypt [46] for building machine-checked proofs of security of ABE in the
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standard model; however, it would be very challenging to automate existing
proofs for the composite order case, and even more so for the prime order case.

Finally, there have been efforts to integrate formal verification in tool-
assisted cryptographic engineering approaches for pairing-based cryptography
[14]. There exist some similarities between our constraint-based method for
proving symbolic security and the techniques they use. However, the goals of
the two methods, and their justification, are fundamentally different.

5.1.3 Notation

We denote by append(L, z) the act of adding an element x to the list L, and
for any i € N, we denote by L[i] the i’th element of the L if it exists (lists are
indexed from index 1 on), or L otherwise. For any s € {1,2,t}, we adopt the
convention [L], = L.

5.2 Rational-Fraction Induced ABE

In this section we define a special class of so-called Rational-Fraction Induced
ABE (RFI-ABE), that captures all previous dual system ABE, but also allows
inversion in the exponent, thereby capturing ABE’s that fall out of the scope of
dual system encryption, most notably the IBE from [191], as well as new ABE
described in Section 5.4.

We prove the adaptive security of RFI-ABE in the generic group model,
where it is assumed that no attack can make use of the algebraic structure of the
particular bilinear group that is used. As it is common in the literature, we prove
security in two steps. First, we prove a Master Theorem (Theorem 17) that
bounds the probability of distinguishing between the generic and the symbolic
models. Second (Lemma 4), we show that the advantage of any adversary in
the symbolic model is zero, provided some algebraic condition on the ABE
is satisfied (this condition is defined as the symbolic security of the ABE). For
the sake of simplicity, our Master Theorem is specialized to capture the security
experiment of RFI-ABE, however, it can be generalized to capture more general
security games!.

5.2.1 Rational fractions

Polynomials. Let p be a prime, n € N. The set of multi-variate polynomials
over Z, with indeterminates X;,..., X, is denoted by Z,[X;,...,X,]|. For a
polynomial P € Z,[X] and a formal variable Y, we write P[X — Y| to denote

!Note that a more general master theorem could require a looser bound.
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the polynomial in Z,[Y] where X is replaced by Y. We generalize this notation
for multivariate polynomials.

Rational fractions. Let p be a prime, n € N. A rational fraction is a pair
(f,g9) € Zy[ X1, ..., Xpn] X Zp| Xy, ..., X,]*. We use f/g to denote the rational
fraction (f, g) and we use f to denote (f,1). For any x € Z; such that g(z) = 0,
we denote f(x)/g(x) = L. We define for alla € Z,, L +a =a+ L = 1 and
a-1l =1 a= 1 and we define the degree of a rational fraction f/g as

deg(f/g) := max {deg(f),deg(g)}

where deg(f) and deg(g) denote the degree of polynomials f and g, respectively.

Equivalence relation. We define an equivalence relation ~ between ratio-
nal fractions by the clause

fl/gl ~rf f2/92 < firge=rfrn

where f1/g1 and fo/go are arbitrary rational fractions.

Operators. For any two rational fractions fi/g1, fo/g2 and o € Z,, let g =
lcm(g1, g2) be the least common multiple of polynomials g; and go. We define,

- Addition: fi/g2 + fi/92 1= (f1- g% + f2- g%)/g-
« Scalar multiplication: « - (f/g) :== (- f)/g.

« Product: fl/g1 rf f2/92 = (fl : f2)/(gl '92)-

Note that the set of rational fractions equipped with addition, scalar mul-
tiplication and product is an algebra over Z,. In particular, rational fractions
verify the associative property with +,, we write

rf
Z (07 fz/gz =Qq fl/gl Frf ot Qpy fn/gn

i€[n]

for aq,...,a, € Z,, and rational fractions fi/gi,..., fn/gn. This is called a
linear combination of the rational fractions fi/g1,..., fu/gn. For any set of
rational fractions I', we denote by (I') the set of all linear combinations of
rational fractions in T

For any set of formal variables Sy and Ss, f1/g2 € Z,[S1], and fa/g2 € Z,[Ss],
we naturally extend the operators fi/g1 +. fo/g2 and f1/g1 - fo/g2 to obtain
rational fractions in Z,[S; U Ss].
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Very roughly, the following Lemma guarantees that a polynomial number of
summations of rational fractions, produces a rational fraction whose degree is
polynomially large.

Lemma 3. For any two rational fractions f1/q1, f2/ge, it holds

deg(f1/g1 +v f2/92) < deg(f1/g1) + deg(f2/g2) -

Proof. Let g, and gy be such that ¢, - g3 = g and g5 - o = g. We have,

deg(fi/g1 + f2/02)
=deg((f1- g1 + f2- 32)/9)
< max {deg(f1 - §1), deg(f> - G2), deg(q)}
= max {deg(f1) + deg(g1), deg(f2) + deg(g2), deg(9)}
(¥) < max {deg(f1) + deg(g2), deg(f2) + deg(g:), deg(g1) + deg(g2)}
< max {deg(f1), deg(g1)} + max {deg(f>), deg(g2)}
= deg(f1/g1) + deg(f2/g2)

where (x) is due to the fact that deg(g;) < deg(go) and deg(g2) < deg(¢1). [

5.2.2 RFI-ABE

Let P : X x Y — {0,1} be predicate, p be a prime, n € N and the following
deterministic poly-time algorithms (rational fractions are considered over Z,):

« sE(x) — ¢(S,B). On input x € X, the sender encoding algorithm sE
outputs a vector of polynomials ¢ = (ci,...,¢q,) in the variables S =
(So, - .., Sw) and the common variables B = (By, ..., B,). Without loss of
generality, we assume that the polynomials do not contain any monomial
B; or any constant term. We the sake of computability, we also make the
assumption that the degree of variables B; is not greater than 1 in any
monomial?.

« rE(y) — k(R, B, A). On input y € ), the receiver encoding algorithm rE
outputs a vector of rational fractions k = (ki,..., ks, ) in the variables
R = (Ry,...,R,,), and the common variables B and A.

- Pair(r,y) — E. On input z € X, y € ), the Pair algorithm outputs a
matrix E € Zg:t.,.\x\sky"

We say an ABE is (p,n,sE, rE, Pair)-RFT if it is as described in Figure 5.2.

20bserve that, under these assumptions, all polynomials ¢ evaluate to zero for § = 0,41.
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Setup(1*, X, V):

G — GGen(1Y), b+ 77, a &7,
Outputs msk := (b, ), mpk := ([b]1, [a]:) € G} x Gy

Enc(mpk, z € X):
c(S,B) «—sE(z), s := (s0,...,50) < ZY
Outputs ct, := [c(s,b)]; € G‘ftz‘, K= [aso]: € Gy

KeyGen(mpk, msk := (b, ),y € V):
k(R,B,A) < rE(y), TJZ;”
Outputs sk, := [k(r,b,a)], € G‘;kyl

Dec(mpk, ct, := [c]1, sk, := [k]>):

E — Pair(z,y)
Outputs [c¢"Ek],

Figure 5.2: (p,n,sE, rE, Pair)-RFI-ABE.

Degree of a RFI-ABE

We define the degree of a RFI-ABE as the maximum degree over all the polyno-
mials that can be created by multiplying a polynomial from sE(z) with a poly-
nomial from rE(y) for any z € X and y € ). The degree of a RFI-ABE allows to
bound the probability® of inconsistent equality check between the generic model
and the symbolic model. More formally, given a (p, n, sE, rE, Pair)-RFI-ABE, let

d.:= max {deg(c;)|i € [|ct,]], ¢ < sE(x), x € X'}
dy := max { deg(k;) |i € [|sk,|], & — rE(y), y € V}

The degree of the pair encoding is defined by d := d.. - d.

Correctness

The following theorem gives a sufficient condition for a RFI-ABE to be correct
according to the definition of correctness from Section 2.1.5.

3Note that, by Schwartz-Zippel, the probability that two different polynomials over Z,,
evaluated uniformly at random, give the same output is bounded by the maximum degree of
the two, divided by p.
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Theorem 16 (Correctness). Let ABE be a (p,n, rE, sE, Pair)-RFI-ABE for pred-
icate P: X x Y — {0,1}. If for all x € X, y € Y such that P(x,y) = 1, it holds
that ¢'Ek ~y ASy, where ¢ < sE(x), k < rE(y) and E « Pair(x,y), then,
ABE is correct in particular, for allze X, ye Y,

(msk, mpk) « Setup(1*, X, )

Pr (cty, k) < Enc(mpk,z) : Dec(mpk,sk,,ct,) #
sk, < KeyGen(mpk, msk, y)

< d [sky|
p

where d is the degree of ABE and the probability is taken over the coins of
algorithms Setup, Enc, KeyGen and Dec.

Proof. For x € X and y € Y, let ¢ «— sE(x), k < rE(y), E < Pair(x,y), and
let f/g := c"Ek. Note that f and g are polynomials in Z,[S, R, B, A] and
without loss of generality, we can assume g does not contain variables in S
because such variables appear only in ¢, which is a vector of polynomials and
not arbitrary rational fractions. If P(x,y) = 1, we have that f/g ~¢ ASp. In
particular, for all s € Z2*', v € Z", b e L7, a € Z, such that g(r,b,a) # 0, we
have f(s,7,b,a)/g(r,b,a) = asp, and the key computed by Dec corresponds
to the key computed by Enc on z. To finish the proof, we need to bound the
probability of g evaluating to 0 on a random point. Observe that, thanks to
Lemma 3, if d is the degree of ABE, we have deg(g) < d|sk,|. Therefore, the
probability of a failed decryption is bounded the probability of g evaluating to
0 on a random point, which by Schwartz-Zippel (Lemma 1), is upper-bounded
by d |sky|/p. O

5.2.3 Symbolic security.

We present an algebraic condition on RFI-ABE that is sufficient to make it
secure in the generic group model, as shown in Lemma 4 and Theorem 17.

Definition 31 (Symbolic security of RFI-ABE). We say a (p, n,sE, rE, Pair)-
RFI-ABE is symbolically secure if for all x € X, there does not exist {E,},cy,,
where for every y € V,, E, € Z‘Ift"x‘Sky‘, such that

Z C<S7B>TEyky(Ry>B7A) ~i ASp
yeya:
where c(S7B) <« SE(Z’), yx g y is the set Of all Y € y such that P(i[f,y) = 07

and for all y € Yy, R, := (Ry1,...,Rym) is a vector of fresh variables and
k,(R,, B,A) —rE(y)(R - R,).

We show in the following lemma that the symbolic security above implies a
seemingly stronger security notion which, roughly, allows to go from security in
the private-key setting, to a public key setting.
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Lemma 4 (From public to private key). Let ABE be a (p,n,sE, rE, Pair)-RFI-
ABE. If ABE s symbolically secure, then, for all x € X, there does not exist
{E,}yey, and v € Z,, where for every y € V,, E, € Z,(j"HCt"’DX‘Sk”‘,such that

Y. (B,c(S,B)) ' E k,(R,, B, A) + yA ~¢ ASy

yeVe
where ¢(S, B) «— sE(x), YV, € Y is the set of all y € Y such that P(z,y) = 0,
and for all y € Vo, Ry := (Rya1,...,Rym) is a vector of fresh variables and
k,(R,,B,A) — rE(y)(R — R,).

Proof. By contradiction, suppose there is © € X, {E,},cy, and v € Z, such
that >} .y (B,c(S, B))'E ky(Ry, B, A) + vA ~ ASy. By evaluating the formal
variable S; for i € [0, w] to 0, we obtain 3}, y, (B,0,) Eyky(Ry, B, A)+7A ~ 0.
Therefore, it must be Zyeyz(on,c(s, B))"Eyk,(R,, B, A) ~ ASp, and thus, the
|ct,| lower rows of matrices E,, say E, € Zs 5l for all y € Y, are such that,
2ey, (S, B)TEyky(Ry, B, A) ~« ASp, which contradicts the symbolic security
of ABE. W

5.2.4 Security in the Generic Group Model.

Let ABE be a (p, n,sE, rE, Pair)-RFI-ABE for P : X x J — {0,1}, and A be an
adversary. For xxx € {GGM, SM}, we define the experiments Expigg(1?,.A) in
Figure 5.3. We define the advantages:

XXX 1 XXX
ABE,A()‘> = 9 Pr [EXPABE(l/\aA) - 1)]

Definition 32 (Adaptive security in the Generic Group Model). We say ABE is
adaptively secure in the generic group model if there exists a negligible function

negl such that for all p.p.t.adversaries A and for sufficiently large values of
A e N: Advsgl 4(A) < negl(N).

Very roughly, experiment Exp™* (1%, A) is the security game where adversary
A is trying to break the ABE (see Definition 11). However, there is a third party
who implements the group, so that the adversary can only access to the group
via handles. Internally, this third party keeps track of both, a symbolic repre-
sentation of group elements and a real one (by sampling random values when
required). The difference between Exp®M and Exp° is in equality checks, that
are answered by using the generic representation and the symbolic representa-
tion of group elements respectively. Our next theorem bounds the probability of
any distinguisher between Exp®™ and Exp®™. Approximately, the only chance
of distinguishing is that a bad event* occurs. Theorem 17 bounds the probability
of a bad event happening.

4Equality checks in the symbolic representation and the generic representation differ.
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Expage (1%, A):
cnt = 07 Liq = L;q = Liq = L1~ = L2~ = LtN = [1]7 Qchal = st = @7
b&ZZ, a<tZ, B=(By,...,B,), {0,1},
append(Ly®, b), append(L¢®, o), append(Ly, B), append(L;, A),
5/ «— Aoaddvopair705g1p O:mp7ocha|(a7ﬁv')aosk(1>"p)’
if 8’ = and P(x,y) =0 for all € Qcpal, y € Qak, output 1;
otherwise, output 0

Qagda(s € {1,2,t},(4,7) € NQ):
append (L7, L7 [i] + L7 [j]), append(LET, L[] + L$9[5])

Opair((i7 J) € N2)3
append (L, L7 [i] - L5[7]), append(L:?, L3[7] - L5[4])

Ochal(a € Zy,, 8 € {0,1}, 2 € X):
c(S,B) =sE(x), S := (So,...,Su),
kg = ASp, k] := U where U is a fresh formal variable,
S&Z;‘Q vy = asg, v} 1= u<Z,,
append(L7, ¢(S, B)), append(L;", r7%), append (L{%, c(s, b)), append(L¢?, v5),
Qchal = Qchal Y {l‘}

Osk(y € y)
cht = (cht,h R cht,m)7 k(R7 B7 A) = I’E(y), Tent (i Z;n7
append (L3, k(Rcus, B, A)), append (L3%, k(7 ey, b, ),
cnt = cnt+1, Qg = QO U {y}

0%, (s € {1,2,), (i, j) € %)

cmp

Output 1 if L8[i] = L&[j], otherwise output 0

Oz (se{1,2,t},(i,5) e N?):

cmp

Output 1 if L7 [i] ~,¢ L[], otherwise output 0

Figure 5.3: Experiments Expaep (1%, A) We require that A queries Ogpa at
most once, and that P(z,y) = 0 for x € Qcha and all y € Qg In each procedure,
the components inside a colored frame are only present in the games marked

by the same frame.
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Gamey (11, A):
ent =0, L =L3 =L =Ly =Ly = L7 :=[1], Qchat = Qek := T,
bE 70, a7y B=(By,...,By,), {01},
append(L7", b), append(L?, ), append(L7, B), append(L; , A),
B/ «— Aoadd7Opair7ocmp(k7'7')7ocha|(a7ﬁ7')7osk(1)"p>
if 5/ = p and P(x,y) = 0 for all x € Qcpal, ¥y € Qsk, output 1;
otherwise, output 0

Ocmp<k eNuv {O},S € {1727t}7 (Zaj) € NQ):

On the v-th query:
o if v < k: output 1 if L7 [i] ~, L7 [j], otherwise output 0
o if v = k: output 1 if LS9[i] = L9[j], otherwise output 0

Figure 5.4: Gamey, for k € [0, geq|, for the proof of Theorem 17. We require
that A queries Ogpa at most once, and that P(z,y) = 0 for x € Qgpa and all
y € Q. We refer to Figure 5.3 for the description of oracles Oadd, Opair, Ochal
and Og.

Security proof of the generic construction.

Our next result establishes that symbolically secure RFI-ABE are also secure
in the GGM.

Theorem 17 (From symbolic to generic security). Let ABE be a symbolically
secure (p,n, sk, rE, Pair)-RFI-ABE for P : X x Y — {0,1}. Let A € N be the
security parameter, and let A be an adversary that on input (1*,p), makes qy,
Qadd;s Gpair € N calls to oracles Og, Oaqd; Opair respectively, and exactly one call
to Ochal. We have:

6d(n + |ct| + qo [sk| + Gadd + @pair)*
AE(B;I,\E/!A()‘)g ( | | Qk‘p‘ Gadd dp )’

where d is the degree of ABE, |ct| and |sk| are upper-bounds on the size of any
ciphertext and any secret key respectively.

Proof. The proof of Theorem 17 proceeds in two steps. First, we show that the
advantages ARgY 4(A) and ARY¥e 4(A) are negligibly different. Then, we argue
that AYe 4(A) = 0, using the symbolic security of ABE.

For the first step, we proceed via a hybrid argument, using Gamey, for k €
[0, gemp], defined in Figure 5.4, and we denote by Advj the advantage of A in

Gamey. It is clear that Game is the same as Expgigy (1*,.4), and Game,, is

108



5.2. Rational-Fraction Induced ABE

the same as Expagg(1*,.A4). We show how to transition from Game;, to Gamey,
for all i € [0, gemp — 1] in Lemma 6, but before, we prove the following helper
lemma.

Lemma 5. For all s e {1,2,t}, f/ge L7,

deg(f/g) <2d(2 + (n + |ct])gs|sk|).
Proof of Lemma 5. First, note that Afor all s € {1,2,t}, f/g € L is a linear
combination of rational fractions in L, where
Ly:={B;|j € [n]} v {sEx) |2 € Qenar}
Ly = {rE(y) [y € Qu}
L= {A ks U {fi/o1 ¢ fa/g2 | fi/on € z1;]”2/92 € 22}
Thus, for s € {1,2}, f/g € L7, by Lemma 3, we have deg(f/g) < d\zs\. Fur-

thermore, for f/g € LY we have deg(f/g) < 2d|L,. We conclude the proof
using the fact that |Li| < n + |ct|, |La| < gs [sk|, |Ls| < 2 4 |L1| | Lol O

Lemma 6. For all k € [0, gemp),

12d(2 + (n + |ct])qgsk|sk
|Advy, 1 — Advg| < ( ( <t]) s D .
p
Proof of Lemma 6. We bound |Advy,1 — Advy|, by using the fact that Gamey
and Gamey, only differ on the k + 1-th query to Ocmp. In particular, the output

of Ocmp(k, s, (i,7)), is different in these two games if
(1) L[] ~e L3 [5] but LE[e] # LE[j], or

(2) LEi] = L[] but not LI[] ~e LT[j]-

When considering event (1), we write L} [¢] = fi/g; and L7 [j] = f;/g;. Since
fi/9i ~ f/9;, we have that for all points «, it holds fi(x)-g;(x) = f;(x)-g:(x).
Moreover, if g;(x),g;(x) are not null, then (f;/g;)(x) = (f;/g;)(x), that is,
Le[i] = Lgj]. Therefore, it suffices to bound the probability that g; or g;
evaluate to 0 on a random point. By Lemma 1 (Schwartz Zippel) and Lemma 5,
we get an upper-bound of 4d(2 + (n + |ct|)gsk|sk|) /p.

Now, we consider event (2). If L9[i] = L%[j] # L, event (2) corresponds
to the case when f; - g; — f; -9 # 0, and (f; - g; — f; - ¢;)(x) = 0, for a
random point x. By Schwartz-Zippel (Lemma 1) and Lemma 5, we get an
upper-bound of 4d(2 + (n + |ct|)gsc|sk|) /p. Finally, using the same argument as
for event (1), we can bound the probability that L[] = L%9[j'] = L by
4d(2 + (n + |ct])gsk|sk]) /p-

Summing up all three upper-bounds, we obtain the lemma. O
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Lemma 7. A3¥e 4(\) = 0.

Proof of Lemma 7. We show that the view of any adversary A, playing the
experiment Expame(1*, A), is independent of 3.

The only information that might be leadked about a can be due to the
output of O, on queries of the form (t, (,7)), for some (i,7) € N>. We know

that L.[i] and L[] are linear combinations of rational fractions in L, where
Ly is defined as in Lemma 5. Namely, we write:

rf rf
> fifge and  Lil= Y o fi/o

(e[| Le] (e[| Le]

for agl), ag ). ,a&)', a‘%)l € Zy,, where for all £ € [|Et|], Et[e] := fo/gs. Now, let

(* e N* be such that fg*/gé* = /ig.

which i 1s 1ndependent of B

If ozp # o% then

. (
Le[i] ~i Le[j] = K~ 2 (z (;) fe/ge

it

and thus, there exist z € X, {Ef},co, and v € Z, such that for ¢ « sE(z) and
k, — rE(y), Zyegsk(B,c(S,B))TEZk:y(Ry,B,A) + YA ~f k. When 8 =0, kg =
ASp, which, together with Lemma 4, contradicts the symbolic security of ABE.
On the other hand, when 3 = 1, k] = U, which cannot be a linear combination
of rational fractions on a disjoint set of formal variables. We conclude that

Li[t] #w Li[j], regardless of 5. [

Summing everything up and applying the union bound on the bound given
by the hybrid step (Lemma 6), we obtain,

_JGGM 12d(2 + (n + |ct|)gx|sk])
ABEA( ) D Gemp -

We conclude the proof of Theorem 17 using the fact that

(LS| + L]+ [LEN)® _ (24 1+ Jet] + ok |5k + Gaga + dpair)”
cmp XX 9 x 9

Note that without loss of generality we have assumed that no comparison is
performed twice, and thus, the number of performed comparisons is bounded
by the number of pairs of different elements. ]
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5.3 Pair Encodings

In this section, we recall the definition of pair encodings, which have been origi-
nally introduced in [24, 190] as a useful abstraction to build ABE whose security
proof rely on the Dual System Encryption techniques [188] (roughly speaking,
a pair encoding is a private-key, one-time secure variant of ABE). We show in
Theorem 18 that any pair encoding that is symbolically secure, as defined in
[11] (this is the weakest possible notion of security for pair encoding), yields
a symbolically secure RFI-ABE via the construction presented in Figure 5.2.
The RFI-ABE obtained are roughly twice more efficient that those obtained via
previous dual system frameworks, albeit relying on the Generic Group Model.

For convenience, we adopt the last definition of pair encodings given by
Agrawal and Chase in [11]. Note that it differs from the original definition
by Attrapadung [24] (recalled in Section 4.2.3) since the polynomials are as-
sumed to be of a more restrictive form. However, Agrawal and Chase argue |11,
Appendix A| that their restricted formulation of pair encodings does not lose
generality, by providing a transformation from the previous formulation to the
more restricted one, that does not affect the security of the resulting Predicate
Encryption scheme.

Pair encodings.

Let p be a prime, n € N. A (p, n)-pair-encoding for predicate P : X x ) — {0, 1}
consists of the following deterministic poly-time algorithms (polynomials are
considered over Z,):

« sE(x) — (S, §,B). On input x € X, the sender encoding algorithm,
sE, outputs a vector of polynomials, ¢, in the non-lone variables S =
(So,--.,Sy), the lone variables S = (S1,...,S53), and the common vari-
ables B = (By,...,B,), where we require every polynomial be a linear
combination of the monomials {S;, S;By|i e [w],je[0,w],ke[n]}

- rE(y) — Ek(R, ﬁ,B,A). On input y € ), the receiver encoding algo-
rithm, rE, outputs a vector of polynomials, k, in the non-lone variables

~

R = (Ry,...,R,,), the lone variables R = (Ry, ..., Rs), A, and the com-
mon variables B, where every polynomial be a linear combination of the
monomials {A, R;, R;By|i€ [m],je [m], ke [n]}.

. Pair(z,y) — E,]:l On input z € X, y € ), the Pair algorithm outputs
matrices E € ZT > and E e .
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Correctness.

A pair encoding is correct if for all x € X, y € Y such that P(z,y) = 1, it holds
STEk + ¢c'ER = AS,, where ¢ < sE(z), k < rE(y), (E, E) < Pair(x,y).

Symbolic security [11].

A pair encoding is symbolically secure if for all x € X and y € ) such that
P(z,y) = 0, there is no matrix E* e Z{' T, gych that (S, ¢) TE*(R, k) =
ASj, where ¢ < sE(x), k < rE(y) and S = (Sp,...,S,) and R = (Ry,...,Ry,)
are the variables appearing in polynomials ¢(S, S’, B) and k(R, ﬁ, B, A).

Our next theorem shows that any symbolically secure (p,n)-pair-encoding
(sE, rE, Pair) [11] yields a symbolically secure (p, n,sE, rE, Pair)-RFI-ABE.

Theorem 18. [Symbolically secure pair encoding = symbolically secure RFI-ABE]
Let (sE,rE, Pair) be a (p,n)-pair-encoding for predicate P : X x Y — {0,1}.
The construction described in Figure 5.2 is a symbolically secure, (p,n,sE,rE,
Pair)-RFI-ABE.

Proof. We prove the symbolic security of the ABE by contradiction. Suppose
there is x € X', and matrices {Ej},cy, such that

> (S.¢(S.8,B)) E:(R,.k,(R,, R, B, A)) = AS,,

YEYVz

where ¢ < sE(z), V, € Y is the set of all y € ) such that P(x,y) = 0, and for
alye V., Ry := (Ry1,...,Rym), Ry :=(Ry1,...,Ryn), k, = rE(y).

First, notice that the matrices {E;},cy, that result from removing the 2nd
to the (w+1)-th rows of {E},cy, satisfy,

> (So0,¢(S,8,B)) EX(R,, ky(R,, R,, B, A)) = AS, . (5.1)

yeyz

That is because those rows would contribute to the whole summation with
monomials that result from the combination of variables (Si,...,S,) with
(R,, k,), i.e., monomials of the form S;R, ;, S;A, SZ-}A%y’E, SiR, j, By for i € [w],
jelm],je[m], keln] and y € V,. Note that these monomials do not appear
anywhere else and therefore their contribution can be ignored.

Now, for all y € V,, we evaluate the polynomials from (5.1) in Ry = 0,, and

A~

R; = 04, for all € Y,\{y}, and A = 0. We obtain,
(So,¢(S, S, B)) 'E*(R,, ky,(R,, R,, B,0)) = 0 . (5.2)
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Now, we show that there exists y* € ), and a constant p € Z; such that
(S0, (8,8, B))T pEX. (0n, Ky (01, 05, 05, A)) = ASp, which, together with (5.2),
implies® (S, c(S, S, B))TpE:. (Ry+, ky (Rys, Ryr, B, A)) = AS, thereby contra-
dicting the symbolic security of (sE, rE, Pair).

We do so in two steps, where in Step 1 (Lemma 8), we show that for all
y € V., We can assume some structural properties of the matrix EZ In step 2,
we show how these structural properties combined with (5.1) and (5.2) allow us
to derive the desired y* € Y.

Lemma 8 (Step 1). For all x € X, y € Y, and let eél

EP e z)™ EWY e 2 satisfying (5.2), when setting

MT O
By = Yo o
Y Ey Ey

then, it also holds for eygl) = 0,, and E§4) = 0)¢|,[k|-

) e Zg’, e?(f) € Z]Lk‘,

Proof of Lemma 8. We first show that ¢(Sp, S, B)TEg(f)ky(Ry,ﬁy, B,0) = 0. Ob-
serve, by definition of a pair encoding (see Section 5.3), that the polynomial
c(So,§,B)TE§,4)ky(Ry,ﬁy,B,O) is a linear combination of monomials of the
form:

SR -, S:ByR,;, SoB:R

N y.J’

or SoBkBk/R] (53)

for i e [@], j € [m], ] € [m], k, k¥ € [n].
Now note that, by (5.2) we have

(S0, 8, B)"EVk,(R,, R, B,0) =
~ S0elVR, — Spe® Tk, (R,, R,, B,0) — c(S,5,B)'EP'R, .
On the right-hand side of the previous equation, none of the monomials from
(5.3) appear, therefore, both, the left-hand side and the right-hand side of the
previous equation, must be zero.

Finally, by evaluating (5.2) on § = 03, R, = 04, B = 0,, we obtain
SoelV TR, = 0. O

Step 2. Substracting equation (5.2) from (5.1) for every y € },, we obtain,

> (S0,¢(S.8,B)) "E: (04, ky (01,04, 0,, A)) = AS; .

yeyz

5That is due to linearity and the fact that variable A never appears multiplied by other
variables in the polynomials in k,.
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Now, evaluating the above equation on B; = 0 and §j = 0 for all i € [n] and
J € [W], we obtain,

> S0ePTky(0,, 05,0, A) = AS, .

YEYVx

But ky(0,,,04,0,, A) are vectors of polynomials linear in A, therefore we
have .y, ez(,,Q)Tk:y(Om,Om,On,l) = 1. And in particular, there exists y* € ),
such that e\? &y (0, 05,0,,1) = 1 # 0.

Consequently, the matrix

~ 0’ e(%)T
E," Ojc k|

Y

is such that (S,¢(S,S’, B)) E(0,k,(0,0,0,4)) = AS;. Finally, combining
this fact with Lemma 8 leads to a contradiction of the symbolic security of
(sE, rE, Pair). O

Together with Theorem 17, Theorem 18 shows that any pair encoding gives
a secure RFI-ABE adaptively secure in the Generic Group Model.

5.4 Concrete RFI-ABE

Focusing on the Generic Group Model allowed us to build schemes that are often
simpler and more efficient compared to existing schemes from the literature (see
table in Figure 5.1 for a comparison between the most efficient ABE). In this
section, we show a selection of schemes that illustrate the versatility of our
framework. Our contribution here is threefold:

i) We design new pair encodings, which give new, more efficient RFI-ABE via
our framework (Figure 5.2). This is the case of IPE 2, compact KP-ABE,
unbounded KP-ABE, CP-ABE, and unbounded CP-ABE.

ii) We use our framework on existing pair encodings, to obtain new, more
efficient RFI-ABE, albeit relying on a stronger assumption. This is the
case of IBE 1 and IPE 1, whose underlying pair encoding are implicit in
the work of [191] and [138] respectively.

iii) We use our framework on existing pair encodings, to prove new security
guarantee s on existing RFI-ABE. This is the case of IBE 2 from [62]
and KP-ABE from [116]. Here, our framework, when input on the pair
encodings implicitly given in [62, 116], outputs exactly the same RFI-ABE
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present in those papers: there is no efficiency gain. However, we can prove
these RFI-ABE adaptively secure, under GGM, while they were proved
only selectively secure, based on standard assumptions.

Overall, our new framework captures previous schemes (contribution iii),
and improves upon many others (contributions i and ii), at the price of consi-
dering generic security.

KP-ABE | |mpk| | |[sk| |ct| timepec security
GPSW(6 [116] U 14 T |T|P+/E (DBDH, selective)
(GGM, adaptive)
RW13 [171] 3 3¢ 2I04+1 | (2|T[4+1)P+3¢E | (g-type, selective)
Our uKP-ABE 2 20 2|1 2|T|P+2¢E (GGM, adaptive)
ALP11 [29] o (v+1)¢ 2 2P+|TUE (g-type, selective)
Our ¢cKP-ABE U 1204 2 2P+|TUE (GGM, adaptive)

CP-ABE | |mpk| | [sk| | et| | timepec | security
W11 [189] U+1 |T|+2 20+1 (IT|+2)P+2(E (g-type, selective)
Our CP-ABE U IT|+1 +1 (IT|+1)P+(E (GGM, adaptive)
RW13 [171] 4 2I0+2 | 3¢+1 (2|T|+2)P+3¢E | (g-type, selective)
Our uCP-ABE 4 |T|+2 3¢ (IT|+2)P+3¢E (GGM, adaptive)

Table 5.1: Comparison of the most efficient existing KP-ABE and CP-ABE
schemes for (monotone) boolean span programs, based on prime-order bilinear
groups. We denote by |I'| the attribute set size, v the maximum size for T
(if bounded), U the size of the attribute universe (if bounded small-universe),
¢ is the size of the access structure. For |ct|, we omit the additive overhead
of O(|I'|) bits for transmitting the attribute vector (in KP-ABE), or O({) bits
for transmitting the access structure. We use timepe. to denote the decryption
time. Numbers in |mpk|, |sk| and ct columns correspond to the number of
group elements from source groups. All mpk and all ct have an additional
group element in G;. We write E to express exponentiation time in source
groups and we use P to denote the time of one pairing operation. Decryption
algorithms have been optimized taking into account that P > E. We use pink
to indicate new results.

5.4.1 Identity-Based Encryption (IBE)

We refer to Section 2.1.4 for more details about Identity-Based Encryption. We
have X = Y = Z,, and the predicate P is defined as: P(z,y) = 1 iff v = y.
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5.4.1 IBE 1 [191]

This is the prime-order version of the IBE from [191], which uses the Déja Q
framework, introduced in [73].

B:=B,S=5 R=¢g (n=1Lw=0m=0)

sE(z) := So(B + ) rE(y) := A/(B +v) Pair(z,y) :=1

It is an open problem to translate this framework, which uses composite-
order bilinear groups, to the more efficient [122] prime order setting. This
yields one of the most efficient IBE, as illustrated in the benchmark Figure 5.7.
Note that an unpublished manuscript from Eike Kiltz and Gregory Neven, cited
in [67, citation 25|, already proves adaptive security of IBE 1 in the GGM.

Proof of symbolic security. Suppose there exist x € Z,, and {e, € Zy},ey,

such that
rf

Z So(B + x)e,A/(B +y) ~ ASp .

YE€Vx

For all y € V., y # x, we evaluate the above rational fraction on B = —x to
obtain 0 ~, ASy, which is a contradiction.

More formally, this corresponds to the application of rules com-den, div-split,
eval-var on B = —x, and zero-prod, as explained in the example of Section 5.5.

0

5.4.1 IBE 2 [62]

This is the Identity-Based Encryption scheme presented in [62], which we prove
adaptively secure in the GGM ([|62] proved it selectively secure based on DBDH).

B::(Bl,Bg),SZ:SO,RI:R (TLIQ’w:O’mzl)

sE(z) := (So, So(B1 + ©B2)) rE(y) :== (R, A+ R(B; + yB>))
Pair(x,y) := (_01 é)
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Proof of symbolic security. The underlying pair encoding of IBE 2 falls
under the definition of [11]. Thus, by Theorem 18 we only have to show that
the pair encoding is symbolically secure, as defined Agrawal and Chase in [11]
(see Section 5.3 for more details).

We prove it by contradiction, and using the Lemma 8 (additional structure
on the bilinear map): suppose there exist z,y € Z, with = # y, and e, e; € Z,
such that:

€1S[] (A + R(Bl + yBQ)) + 6250(81 + Z’BQ)R = ASO .

Evaluating the polynomials on By = u and By = —zu, for an arbitrary u € Z;,
we obtain: e15)(A +u(y —z)R) = ASp. Then, using the rule extr-coeff on Sy R,
we obtain (y — x) = 0, which contradicts = # v. O

5.4.2 Inner-Product Encryption (IPE)

Inner-Product Encryption (IPE) generalizes IBE, and captures useful classes of
predicates, such as CNF and DNF formulas, or predicates that can expressed
as polynomials (see [138] for more details).

For IPE, we have X = Y = Z{ and for any z € Z%, the predicate P, is
defined as: P.(z,y) =1iff zTy = 2.

5.4.2 IPE 1 [138]

IPE 1 is a prime-order version of [138].

( )

B:=UV),S=5 R=R nh=1+Lw=0m=1)

sE(z) := (Sp, So(Uzx + V)) rE(y) == (R,A+ R(Uz + V'y))
: 0 1
Pair(x,y) := (—y Og)

Via our framework described in Figure 5.2, gives an IPE that is twice shorter
than the already existing prime-order version of [138], namely [164]. This is ex-
pected because we prove generic security, while the cited works prove security
in the standard model.

Proof of symbolic security. The underlying pair encoding of TPE 1 falls under
the definition of [11]. Thus, by Theorem 18, we only have to show that the pair
encoding is symbolically secure (see in Section 5.3). We prove it by contradiction
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and using the Lemma 8: suppose there exist @,y € Zﬁ with 2Ty # 2, e; € Z,
and e € Z! such that:

e1S0 (A+ R(Uz+V'y)) + So(Uz + V) esR = AS, .

Evaluating the polynomials on U = u and V' = —zu, for an arbitrary u € Zj,
we obtain e;S0(A +u(z + 'y)R) = ASy. Now, using the rule extr-coeff on R,
we obtain (z + x'y) = 0, which contradicts (z + x'y) # 0. O

5.4.2 IPE 2

IPE 2 is a new and shorter Inner-Product Encryption that relies on inversions
in the exponent, which were not captured by previous frameworks.

B:=B,S=5R=g nh={,w=0m=0)

sE(z) := So(x + B) rE(y) := A/(z + B'y) Pair(xz,y) ==y

Proof of symbolic security. By contradiction, suppose there exist x € Zf,,
and {e, € Z!},cy, such that

rf
> So(x+ B) eyA/(z + By) ~ ASy .

Yz

Since for all y € V,, 'y # 2, we can evaluate the above rational fraction on
B = —x, to obtain: 0 ~, ASp, which is a contradiction. As for the proof of
symbolic security of IBE 1 above, this can be handle by our automatic tool,
using the rules com-den, div-split, eval-var on B = —x, and zero-prod. ]

5.4.3 ABE for boolean span programs.

As in Chapter 4 (Section 4.6.2), we define (monotone) access structures using
the language of (monotone) span programs [137|. They generalize IBE and IPE,
by allowing to embed more complex access policies in ciphertexts or in keys.
We refer to Definition 13 from Chapter 2 for the notation and details about
monotonic access structures.
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Large universe, Unbounded ABE. When U/ is of polynomial size, we write
U := [7], and we describe sets I' < [y] by their characteristic vectors « € {0, 1}7,
where for all i € [v], z; = 1if i € I', and 0 otherwise. If an ABE supports
universes U of exponential size, we call it large universe. If additionally, it
does not introduce a bound on the number of attributes per ciphertext, we
use the term unbounded ABE. For practical purposes, unbounded ABE [147]
are preferable, because the setup does not introduce a bound on the number
of attributes per ciphertext, and they allow for more versatility since any bit
string (once hashed into Z,) can be used as an attribute.

5.4.3 KP-ABE [116]

Considering security in the Generic Group Model, we prove the adaptive security
of the KP-ABE from [116], arguably one of the most efficient KP-ABE, while
[116] proved its selective security based on the DBDH assumption.

Here, U := [v], X :=={0,1}", Y := Zf;xg x ([(] = [7]).

( )

B:=B,S:=5,R:=(Ry,...,R;_}) (n=vw=0m=1[(-1)

sE(x) := (2150Bx, . . ., 2,50B,)

(E((M, p)) i= (M] (A, B)/Byay, .., M (4, B)/Byo)

Pair(x, (M, p)) :==E € szg, where for all i € [v],j € [¢], it holds
E;; = w; if p(j) = i and 0 otherwise.

. J

Here, coefficients w; (for j € [¢]) correspond to the weights from Definition 13
(Chapter 2).

From this point, we use a generalized extr-coeff rule for the proof of symbolic
security of our encodings. More precisely, for polynomials P, P, P3, such that
Py # 0, and P3 ¢ I\{0} where [ is the ideal generated by P», we have,

PPy, + P;=01implies P, =0 A P3=0 .

Proof of symbolic security. By contradiction, suppose there exist € {0,1}7,
and {Er,) € Z1* }arp)ey, such that

rf
Y= Y sE(@) EquprE((M, p)(R — Ray) ~r ASp -
(M,p)eyw

We write >, = >, + 2y, Where >, € (Y1) and >, € (1), with:
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e Ty = {mp(j)SoM]T(A, Raniy) : (M, p) e Vy,j€ [E]}
e Ty = {CCiSOM]T(Aa R(M,p))Bi/Bp(j) : (Map) € Vp,J € [E]J' € [’Y]ap(j) 7 Z}‘

Also, let V := {p(j) : M,p) € Va,j € [{],i € [v],p(4) # i}. We use the
rules com-den, div-split and extr-coeff on the monomial [ [,,, By in the equation
D Frf 2o ~if ASp, to obtain Y, ~ ASp.

Now, we write

Z = Z O(np) Lo SoM (A, R )
1 (Map)ey:z:
Jele]

and for all (M, p) € V,, we evaluate the equation >}, ~ ASpon A =0, Sy =1
and R ;5 = 07, for all (M, p) € Vo \{(M, p)}, to obtain,

V(M,p) € Vs : Z 5(M,p)7jxﬂ(j)MjT(07R(Mm)) ~ 0. (5.4)
jelt)
Also, we evaluate the equation >}, ~f ASpon A =1, Sy =1, and R ) = 05 4
for all (M, p) € Vzand using the rule non-zero-sum, there exists (M*, p*) € V,
such that
2 Sevr ) Tpr ()M T (1,05 ) = # 0 (5.5)

Now, combining Equation (5.4) and (5.5) and using the rule extr-coeff on each
variable of R+ ,+), We obtain

1 *
= 2 et ()M =
which contradicts P(x, (M*, p*)) = 0. O

5.4.3 Compact KP-ABE (cKP-ABE)

We now give a new compact KP-ABE, where the ciphertexts contain 2 group
elements, regardless of the number of attributes. This is more efficient that
state-of-the-art [29] for which ciphertexts contain 3 group element (although
the latter is for large universe).

Here, U := [y], X :={0,1}", Y := Zf)xz x ([€] = [7])-
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B:=B,S=5 R=R (n=vw=0m=/(-1)

SE(e) := (So > z:Bi, So)

=1

rE((M, p)) := (k5 Kig)iep jetapoywi» Where kj == Mj (A, R)/By,

J
kij = M;(A7 R)Bi/Bp(j)
Pair(z, (M, p)) := E € Z2*7, such that sE(x) ErE((M, p)) =
rf rf
(S0 2=y 2iBs) <Zje[é] wj%‘) +rf S0 i (Zje[é],ie['y],i#p(j) xi“ﬂm)

. J

Proof of symbolic security. By contradiction, suppose there exist « € {0, 1}7,
and {E(M,p) € ng’ye}(M,p)eyz such that

Z::(

For j € [(] and (M,p) € Y, we define a; = SoM; (A, Rnm,)). We write
D=2+ Dug +ef Do, where for all k € [3], >, € (Ty), with:

- Ty = {xp(j)SOMJ‘T(AaR(Mﬁp)) : (M, p) € Vo, j € m}

« Ty := {a;/By), a;Bi/ Byj), ajwiBiBir/ By : iy’ €[y, €[], p(5) ¢ {i, 7'} }

» Ts = {2, SoBM] (A, Rint,p) « (M, p) € Vo, i € [7], 5 € [(]}
Let V := {p(j) : (M,p) € Vg, j € [£]}. We use the rules com-den, div-split and
extr-coeff on the monomial [ [,.,, By to obtain >}, + >33 ~ ASp, from which we
obtain Y5 ~ 0 by using the rule extr-coeff on the monomial B; for all i € [v],
in the equation ), + >3 ~ ASo. Therefore, >}, ~ ASy. The rest of the proof

goes exactly as for the proof of the KP-ABE [116]. (See the previous encoding
for further details.) O]

rf
sE(x) "Eq )rE(M, p)(R — Rn,)) ~i ASo -
)

M7p Eym

5.4.3 Unbounded KP-ABE (uKP-ABE)

Then, we give an unbounded KP-ABE that improves upon [171] (which is proved
selectively secure under a g-type assumption), and thereby gives the most effi-
cient unbounded KP-ABE to the best of our knowledge (see the table Figure 5.1
for a precise comparison).
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Here, U := Zp, X := (L € Z,}, ¥ := 27 x ([(] — Z,).

( )

B :=(B),B,), 8 := (Sp, Si)ier, R:== R (n=2,w=[T|,m = {-1)

SE(D) := (Si(B1 +iB2), So—Si),p
rE((M., p)) := (M (A, R)/(B1 + p(j)B2), M](4, R)),

el¢]
Pair(T", (M, p)) := B Ollglf € Z;'F‘X% where for all i e I, j € [¢],
Orye

the element of the row associated to ¢ in E, in position j

equals w; if ¢ = p(j) and 0 otherwise.

- J

Proof of symbolic security. By contradiction, suppose there exist I' = Z,
and {Eqnp) € le,mxze}(M,p)eyF such that

Z Z M,p)rE<MaP)(R - R(M,p)) ~ ASy .

(M,p)edyr

For j € [(] and (M, p) € Yr, we define a; = M, (A, Rim,)). Now, we write
D= D0+ D Fif Do, Where for all ke [3], Y, € (Ty), with:

T, = { (So — )Ozj,Sp(j)ozj) (M, p) e r,j€ [E]}
e Ty = {SZ-(Bl +iBy)ay : (M, p) € Yr,i€e F}
« Y3 := {Si(By +iBs)a;/(Bi + p(j)B2) : (M, p)eVr,iel, je[l], p(j) # i}
U {(So — Si)e/(By + p(j)B2) : (M, p) € Yr,ieT,je[(]}
We show that:

i) D5 ~f 0: evaluating the equation ), ~ ASy on By = 0, then multiplying
it by Bj, and using the rule extr-coeff on S;B? for all i € T.

ii) >3, ~ ASp: using the rule com-den on the equation Y}, 4+ > 5 ~ ASo,
then div-split, and applying the rules extr-coeff on the polynomial By +
p(7)Bs sequentially for each value p(j) such that (M, p) € Vr, and j € [/].

Then, for certain coefficients o(n ), we can write >3, 1= >, + >, 5, where

2 Z T(M,p),j 5900 Z Z Mp)Jz _Si)aj

1.1 (Mpeyr 1.2 (M, p)eyr
:p(5)el’ i€l je[4]
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We have Y, , ~ 0 using extr-coeff on S; for all i € I'.
Finally, we reach a contradiction from », ; ~ AS exactly as in the proof
of symbolic security of the KP-ABE [116].

5.4.3 CP-ABE

This is a new adaptively secure CP-ABE where ciphertexts are half the size of
[189], while the latter was proven selective secure based on g-type assumptions.
Here, U := [7], X == Z5“ x ([{] = [7]), Y := {0,1}".

( )

B:=B,S:=(5U),R=R (nh=yw=/_(-1m=1)

SE((M, p)) = ((MT 50.U)Byi)) et )
() i= ((45R/By)sepy» A - R)
Pair((M, p),y) := <(];3T (]’5) e Z{TD 0D where for all i € [€], j € [4],

E;; = w; if j = p(i) and 0 otherwise.

. J

Proof of symbolic security. Suppose there exist (M, p) € Zﬁxz x ([€] = [7]),
and {E, € Z;,Hl)x(dﬂ)}yeym'p) such that

D= Z E(M, p) "E,rE(y)(R — R,) ~ AS,

YEV(M, )
We write Y := D) 4+ Do ++f 23, Where for all k € [3], >, € (T}), with:
C Ty = {SolA— By RyMT (50,U) g & Yy € 111}
« Ty :={2;SoRy/Bj, x;RyByyM/ (S0, U)/B; : y€Vim,p), J€ 7], i€ [(], p(i) # j }
* T3:= {(A—=Ry)B,»M] (S,U) :ie (]}

We use the rules com-den, div-split and extr-coeff on the monomial er[v] By, to

obtain Y, 4+ D5 ~ ASp. Then, we obtain »; ~ 0 using the rule extr-coeff
on the monomial B, for all i € [¢], in the equation D, 4 > 5 ~ ASp. Thus,
we get: >, ~« ASp. Then, we write

D= D> oM (S0, U)Ry + 0y So(A — Ry)

1 yey(M,p)vie[ ]
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and for all y € Y ), we evaluate the equation Y, ~¢ ASy on A =0, Sy =1,
and Ry = 0 for all g € Y, \{y}, to obtain:

D (0yimpo M (So, U)Ry) — 0y RySo ~ 0 (5.6)
i€[f]

Now, suppose o, # 0. By evaluating Equation (5.6) on R, = 1, we have

O- ’L
2 o l’p()M (SO,U) ~rf SO .

ic[e] Y

Then, using the rule extr-coeff on Sy and all the variables in U, we obtain:
Dliele] %’ixp(i)MiT = 1, which contradicts P((M, p),y) = 0. Therefore, for all
Y € Y, we have o, = 0. In particular, >}, does not contain the formal
variable A, which contradicts ), ~ ASy (the contradiction is obtained by

applying rule extr-coeff on A). Il

5.4.3 Unbounded CP-ABE (uCP-ABE)

Finally, we give an new, adaptively secure, unbounded CP-ABE where secret
key size and decryption time are roughly half that state of the art [171], whose
selective security is based on g-type assumptions.

Here, U := Z,, X := L' x ([{] = Z,), Y = {T = Z,}.

~

B := (B1,By,V,W), 8 := (80,U, Si)icpe, R:= R
(n=4,w=0-1+0m=1)

SE((M, p)) := (Si(B1 + p(i) Ba), =V Si + WM (S0, U), M{ (S0,U)) e
rE(T) := (RV/(B1 + jB2),R, A— WR)

E 0, O

Pair((M, p),T) := (047F e Og) € ZizXOFHZ) where for all i € [£], j € [7],
Omm Og e

gel’

E;; = w; if j = p(i), 0 otherwise; and e; = w; if p(i) € I, 0 otherwise.

. J

Proof of symbolic security. Suppose there exist (M, p) € ngi x ([£] — Z,),
and {Er € dex(|r|+2)}Fey<M)p> such that

D= Z (M, p)) "EprE(T) (R — Rr) ~ AS,
TeYn,p)
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For i € [(] we define o; = M/ (Sp,U) and b; = V/(By + jBs). We write
1= 20 i Do Fef Doy ek 2oy, Where for all k€ [4], 35, € (T, with:
« T1:={(-VSi+Wa;) Rr,o;(A—WRp) : T € Yim ), i € [€]}
U{SiRrV :T € Yoy, i € [€],p(i) € T}
. Yy:={-VS; + Wai(A~WRr),a;Rr : T € Yot € [€]}
« Y3:= {Si(B1 + p(i)B2)Rr, Si(B1 + p(i) B2) (A—WRr) : T € Yim ), i € [(]}
« Ty :={Si(B1+ p(i)Ba)Rrb; : T € Yorp),i € [£],5 € T, pli) # j}
U{(~VS; + Wa,) Rrbj,a;Rrb; : T € Vg )i € [0],5 € T}
We show that:

* 2.3~ 00 evaluating the equation Y] ~ ASy on By = 0, then multiplying
it by By, and using the rule extr-coeff on S;B%.

© Y+ 2o ~if ASp: using the rule com-den on the equation Y, + Yy +
>4~ ASp, then div-split, and applying the rules extr-coeff on the poly-
nomial B; + jBs sequentially for each value j € I'.

« >, ~i ASy: first, we use the rule extr-coeff on WA and W2 in the equation
D+ 2 ~rf 0. Then, we evaluate the equation Y}, + >, ~ ASp on
W =0,V =0, A=0, and use the rule extr-coeff on Rr for all I' € Vi ).
Finally, we evaluate the equation ), + >, ~v ASy, on Rp = 0 for all
I'e Yoy and A =0, and we use the rule extr-coeff on V'S; for all i € [¢].

Summing up, we get: >, ~¢ 0. We write D5 := D +ef Qoo Trf 23

where
D= > vIAM] (S, U)

1.1 Fey(M’p)
2:p(i)el’

M= > (VS + WM/ (S, U)) (of Br + 6! (A— WRr))

1.2 Fey(M’p)

i€[l]
2= 2, MI(S,U) (0 Br + i (A~ WRr))
1.3 TeYom,p)

€[]

for certain vy, o}, 6;, n;, pi, @ € [€]. We have, for all T € Y, @ € [{],
ol = 0 (by using extr-coeff on V.S;Rr) and §f = 0 (by using extr-coeff on
AV'S;). Therefore, Y, , ~ 0. Next, note that for all I' € Y, @ € [{],
i M| =07 (by using extr-coeff on RrSy and RrU) and Y, M = 07
(by using extr-coeff on W RS, and WRrU). That implies Y, 5 ~ 0. Finally,
we have: >}, ~¢ ASp, which leads to a contradiction, as argued in the symbolic
security proof of the CP-ABE. ]
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5.5 Automated proofs

Our main result entails that symbolic security implies security in the GGM
for every RFI-ABE. Conversely, an attack against symbolic security usually
represents a generic attack.’ In this section, we present a constraint-solving
method for (dis)proving symbolic security of RFI-ABE. Our method proceeds
in two steps: we encode symbolic security as a constraint (written in a fragment
of first-order logic); then we use proof rules for proving its (non-)validity. In
this section, we present the syntax of constraints and give some proof rules.
Then, we show how our method can be used to obtain a proof of symbolic
security of the IBE 1 example, and to find a subtle attack. Finally, we present
an implementation of the tool, and summarize some experimental results.

Broadly speaking, our algorithms combine simplification rules, which turn
systems into simpler ones and case distinctions, which transform one single
system into a system of equations, adding to each new system new equations
that can trigger further simplifications.

Technically, the main difficulty is to reason about equations and inequations
that combine rational fractions and big operators, i.e. expressions of the form
Yico € or small []._,e;, where Q is a set of arbitrary size (informally, cor-
responding to adversary queries). Because neither symbolic computation nor
algorithmic verification tools can deal with big operators (the former do not
support big operators and the latter operate on a bounded state space), we
develop deductive methods for solving systems of equations.

Constraints. We use a rich language of constraints that can express the ex-
istence of solutions of systems of equations and inequations between rational
expressions. In order to accommodate case analysis, the language also features
disjunction at top level. Thus constraints are of the form

3321. C1 V... vﬂ:ck. Ck;

where each C is a finite conjunction of (in-)equations. Due to the presence of
big operators, (in-)equations may be universally quantified over arbitrary sets
Q. Therefore, and without loss of generality, each C is a finite conjunction of
atoms of the following form:

e equation: £ =0 e inequation: £ # 0

e universal equation: Yk € K.£ = 0 -« universal inequation: Vke K.E # 0

6An attack against symbolic security could potentially require an exponential number of
keys, and in that case, it would not correspond to an efficient attack on the scheme.
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com-den Zgi/gz', 2 EiEKgliIXiS(jz?\{i}g;
ieK
mul-split ExE'=0 ~E=0v E=0
div-split ENE =0 ~» E=0nAE#0
eval-var E=0 ~ E=0 A Ev— & =0 for variable v

and a closed (variable-free) expression &’

extr-coeff | Exv+E& =0 ~» E=0 A & =0 where v
is a variable and £, &’ do not contain v

zero-prod H&':O ~ JjeK: & =0
ek
non-zero-sum Z E#0 ~ Jje K: & #0
ieK
idx-split Jie K.S ~ (JieKj}.S)vS;

Table 5.2: Selected constraint-solving rules.

where £ ranges over expressions. The syntax of expressions is presented in Fig-
ure 5.6. Expressions £ must be well-typed, which we enforce by declaring a type
for each variable, and imposing a simple typing discipline on expressions. For
example, matrices appearing in our equations are typed with a dimension and
we require that these dimensions are consistent for matrix addition and multi-
plication. Additionally, operators like o (pair-wise product) and diag (diagonal
matrix) are enforced to be applied to vectors only (matrices with dimension
nx1orlxn).

Constraint-solving system. The constraint-solving system consists of two
parts: proof rules and proof search.

Proof rules are of the form D ~~ D’. Rules can either be simplification rules
or case distinction rules. Simplification rules turn systems into simpler ones.
The rules are sound in the sense that they preserve solutions, i.e., if the new
system contains a contradictory equation like 1 = 0 or 0 # 0, it is guaranteed
that the original system is unsatisfiable. Case distinctions transform one single
system into several systems of equations. Soundness is guaranteed because these
transformations are such that if the original system has a solution, at least one
of the derived new systems will have a solution. In turn, the new equations can
trigger further simplifications. Table 5.2 contains some key rules: com-den can
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sets Qlq].

params forall i in Q: x, y_i, a_i in Zp.
vars S0, B, A in Zp.

forall i in Q: x <> oy_i
/\ sum(i in Q: SO*(B+x)*a_i*A/(B+y_i)) = Ax*S0.

sets Q = [q].
params  x*,y;,a, € Z, Vie Q.
vars So, B, A€ Z,.
Vi e Q LY #* x*
So(B + z*)A
j———"— = AS
: wZQ: B +y; ‘

Figure 5.5: Input file for the symbolic security of IBE 1 and interpretation.

be used to push the division operation outermost, by multiplying and dividing
by the common denominator of the summation terms; eval-var exploits the fact
that if a polynomial equation is zero, it has to be zero for every evaluation of
its variables; eval-coeff uses similar ideas than the previous rule, but is applied
to expressions that do not include divisions; zero-prod is semantically sound
because Z, is an integral domain; finally div-split, mul-split and idx-split (the
last two are examples of case-distinction rules) allow to split the system into
more restricted cases.

Proof search is a series of heuristics that repeatedly select and apply rules
until it is shown that the system has no solution (or on the contrary is solvable).
Since all rules are sound, the proof search algorithm is sound.

Example. We illustrate our constraints solving methodology with an exam-
ple. Consider the system of equations in Figure 5.5, that corresponds to the
symbolic security of the IBE 1 from Section 5.4.1. A solution to such a system
consists of concrete values for ¢ € N and the parameters z*,v;,a; € Z, for ev-
ery ¢ € [¢] such that all the equations hold simultaneously treating Sy, B, A as
formal variables (note that equality must be treated as the equivalence relation
~ ¢ defined in Section 5.2).

The first step consists of getting rid of divisions. To do so, we apply rules
com-div and div-split in this case. These rules, combined with other standard
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simplification rules will transform the system into:

VieQ:y;—a* #0 (5.7)
A H(B + 1) = Z ( H B+ y;)ai(B + z*) (5.8)
i€Q i€Q jeQ\{i}
A VieQ:B+y #0 (5.9)

Now, the application of the rule eval-var to equation (5.8) with variable B and
£ = —z* will add the equation [ [,.o(—2* + ;) = 0 to the system, which can
be further simplified by zero-prod. The system becomes:

dk e O

A H<B+yi):2( H B+ y;)ai(B + z*)

€Q i€Q  jeo\{i}
A VieQ:B+y #0
A — "4y =0

which will be reduced to a contradiction after applying standard simplification
rules, because the first and the fourth equations are contradictory.

Finding Attacks. Our tool can be used to find attacks for primitives that
look secure. We present an attack (found by our tool) for the following candi-

date Unbounded KP-ABE® (U :=Z,, X :={L € Z,}, Y := Zﬁxzx ([4] — Z,)):

( )

B:=B,S:=(5,3)ir, R=R (n=1,w=|T|,m=10-1)

SE(F) o= (SZ(B a i),l S() — Si)ief‘
E((E.p) := (M] (A, R)/(B + p(j)). M](A,R)) _,

- J

The attack works as follows: first, the challenger samples a,b<*7Z, and
makes [b],, [a], public. The adversary queries a secret key for policy M =
(1,0,...,0), p(1) = 3 which is satisfied iff the set of attributes contains attribute
3. The adversary will be given sk = (sky,sks) = ([a/(b+ 3)],, [a],). Then, it
picks two messages at random and sends them together with the target set for
attributes I' = {1, 2}. Tt will receive

ct = (cty, cty, cty, ctq) = ([51(b+ D], [s0o — S1ll;, [52(0 + 2)]; , [0 — 52]1)
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D:=DvD|S disjunction
S:=3kek.S|C symbolic constraint (k € Idx)
C:=CnAC|VkeK.C conjunction (k € ldx)

1E=0E#0
Ex=E+E|EE|E/E expression (k € ldx)

| o0& | diag(€)

D el ¢

kelC kel

| —E|ETIM|S atom (S € Z)

K==T|K\{k} index set (k € ldx, I" € Set)

We assume given sets Var, Par, ldx, Set of variables, parameters, indices and
index sets respectively. Matrices M are associated to a name p € Var u Par, a
dimension m x n (m,n € N) and a domain Z, or {0,1} < Z,. Our syntax o
stands for pair-wise product between vectors. Additionally, for a vector

v € Zy,, diag(v) represents the null matrix in Z;*", where the main diagonal is
replaced by vector v.

Figure 5.6: Grammar for symbolic constraints.

where s, 51, 55 are fresh random values in Z,. Now, the following linear combi-
nation

— e(cty, sky) + 2e(cty, sky) — e(cta, ska)+
2e(cts, sky) — 2e(cty, skq) + 2e(cty, ska)

equals the symmetric key & = [as], derived from encryption. This allows the
adversary to fully recover the plaintext and win the experiment. That is due to
the following relation:

_ B+1 So — Sh

— A + 2470 A5, - §y)
_ B+2 So — Sy _
+252AB—|—3_2A B+3 —|—2A(SQ—SQ) ~i ASy .
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Scheme | Time (s) | Proof | Security

IBE 1 [191] | 0.016 v | Many-key
IBE 2 [62] | 0.001 v One-key™
IPE 1 [138] | 0.001 v | Onekey*
IPE 2 (New) | 0.027 v Many-key
KP-ABE [116] ; x i
Compact KP-ABE (New) - @ -
Unbounded KP-ABE (New) - %) -
KP-ABE [116] ] x ]
(fixed-size y = £ = =2) | 0.046 v One-key
(fixed-size y = £ = =3) | 1.52 v | One-key
CP-ABE (New) - X -
(fixed-size y = £ =0 =2) | 0.212 v | One-key
(fixed-size y = ¢ = { = 3) 5.75 v One-key
Spatial Encryption [76] |  0.005 v One-key*
Doubly Spatial Enc. [76] | 0.013 v One-key*
KP-ABE [76] | 0.256 v | Onekey*
CP-ABE [76] | 0.206 v | One-key*
NIPE,ZIPE [76] |  0.003 v | Onekey*
CP-ABE for negated bf. [19] | 0.084 v One-key*
Unbounded KP-ABE® | 0.006 | Attack | Insecure

Table 5.3: Encodings analyzed with our automatic tool. The first group corre-
sponds to the encodings from this Chapter (Section 5.4). v means the tool fully
proved the scheme, x means it could not prove the scheme and @ means the
scheme cannot be expressed in our grammar. For every scheme we provide the
level of symbolic security that was analyzed. For the schemes marked with *,
one-key symbolic security is enough to achieve many-key security in the GGM
(see Theorem 18).

The above attack can be easily missed when designing the primitive, since
it involves a linear combination of six terms on a primitive that at a first sight,
looks secure. That is an evidence of the subtleties that inversion in the exponent
and the GGM may involve and it justifies the need of rigorous formalization
and the design of automated methods for verification.
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5. Attribute-Based Encryption in the Generic Group Model

Implementation and case studies. We have implemented our method in a
tool” and used the tool on several case studies. Table 5.3 summarizes the results.
Our tool is able to prove automatically the symbolic security of our encodings
IBE 1, IBE 2, TPE 1, IPE 2 and several encodings from the literature, like CP-
ABE’s and KP-ABE’s from [76], or the CP-ABE for negated boolean formulas
from [19]. For the most complex examples, like our CP-ABE and KP-ABE, our
tool is only able to prove security for fixed-size dimensions. In some cases this is
because it is hard to express the security of the full scheme with our grammar,
while in others, our heuristics do not succeed in finding a proof. The tool can
also find the attack against the candidate Unbounded KP-ABE# automatically.

Comparison with previous work. We note that our tool follows the ap-
proach of the Generic Group Analyzer, gga [43] and the Generic Group Analyzer
Unbounded, gga® (Chapter 3), and as the later our tool can express systems of
equations depending on an unbounded number of terms, which allows to handle
many security experiments of interest. Additionally, our tool is defined over a
new grammar (described in Figure 5.6) and therefore, it complements previous
tools and broadens the class of schemes than can be analyzed with computer-
assistance. In particular, our handling of division / and big products | | suffices
to handle many of the primitives proposed in this Chapter.

5.6 Performance evaluation

We have implemented the schemes introduced in the previous section, as well
as several Identity-Based Encryption from the literature. Our implementation
uses Charm [13] for pairings with a prime-order 224-bits Miyaji, Nakabayashi
and Takano elliptic curve [159]. The experiments were executed on a 2.40GHz
Intel Core 17-3630QM CPU with 8GB of RAM. We use our implementations to
compare the performance between the different schemes (see Figure 5.7). Ex-
pectedly, IBE 1 outperforms other constructions, highlighting the usual trade-off
between efficiency and security in the standard model. We provide more details
below.

For every construction, we evaluate the performance of setup, encryption,
key generation and decryption on 100 executions, displaying the average time
(in milliseconds). Encryption and key generation take an identity as input,
which is chosen uniformly at random (in Z,) in every execution (this is not
considered part of the execution time). We also include the IBE of Boneh and
Franklin [64], arguably on of the most efficient IBE (which is proven secure in

"Source code and input files available at https://github.com/miguel-ambrona/
ggm-symbolic-solver.
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5.6. Performance evaluation

16| =1 Setup
LZ1 Encrypt
X1 KeyGen

14
X1 Decrypt

T

10 2

ms)

Time (
(o]
2
~
I

IBE 1 Boneh-Boyen IBE ~ Boneh-Franklin IBE Gentry IBE

Figure 5.7: Execution time for different IBE schemes.

IBE ‘ mpk ‘ msk ‘ ct ‘ sk
IBE 1 Gl X Gt ZIQ) Gl GQ
BonBoy [61] G2 x Gy z; G? G3
BonkFra [65] Gl X (Zp i Gz) Zp G1 GQ
Gentry [112] | Gy x Gy x Gy Zy | Gy x Gy | Zy x Gy

Table 5.4: Key and ciphertext sizes of IBE algorithms.

the Random Oracle Model). Note that the encryption in IBE 1 is more efficient
that in [64], since contrary to the latter, IBE 1 does not require to hash into the
source group G, and it does not require to compute a pairing. To make the
comparison more fair, in our implementation of [64], we consider a naive and
efficient hashing from Z, into G; (performed once in encryption and once in
key generation). Note, however, that for security, this hashing cannot be done
naively (see [70] for instance).
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5. Attribute-Based Encryption in the Generic Group Model

5.7 Concluding remarks

In this chapter, we presented an automated method for analyzing security of
ABE in the Generic Group Model. Our work significantly broadens the scope
of automated analyses in the GGM, and nicely complements prior works on
proving security of ABE in the standard model. We have shown how our tool
can be used for proving automatically security of several schemes, including
some variants of previous schemes or new schemes, and for discovering subtle
attacks.
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Automated synthesis of
indifferentiability attacks

Children have a very good idea of how to distinguish between fantasies and
realities. It is just they are equally interested in exploring both.

Alison Gopnik, 2009

We propose fully automated methods for finding indifferentiability attacks.
Our techniques focus on universal distinguishers, for which no simulator exists.
We formally define the notion of universal distinguisher and provide methods for
proving the universality of a candidate distinguisher. Moreover, we show how
our methods can find universal distinguishers given minimal user guidance. We
implement our approach and evaluate its effectiveness.

6.1 Introduction

The framework of indifferentiability was introduced by Maurer et al. [157] in
2004. Tt extends the classical notion of indistinguishability and simplifies the
analysis of cryptographic constructions. In particular, the indifferentiability of
certain (real) cryptographic component C from another (ideal) component R
guarantees that the security of a cryptosystem depending on R is not affected
if R is replaced by C. Coron et al. |[84] showed how to apply indifferentiability
to the field of hash functions and domain extenders. However, the scope of this
indifferentiability framework is limited as showed by Ristenpart et al. [168|.
They showed that the features provided by the indifferentiability can be safely
applied to single-stage security games, but these techniques do not scale to
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6. Automated synthesis of indifferentiability attacks

Figure 6.1: Indifferentiability security experiment. C*# represents the real com-

ponent, dependent on the small ideal components F;. R represents an ideal
function with the same interface as C, while S* is a simulator (with oracle
access to R) that simulates the small components F;. Distinguisher D must
decide whether it is playing in the real or in the ideal world.

multi-stage! security games, since there are examples where the same techniques
fail.

The notion of indifferentiability is defined with a security game played by a
distinguisher D and an oracle system (see Figure 6.1). The distinguisher must
decide whether it is playing in the real world or in the ideal world. In the
real world, it has oracle access to a real component C”i (depending on smaller
ideal components) and oracle access to the individual components F;. On the
other hand, in the ideal world, it has oracle access to an ideal random function
R and a simulator S™ that simulates the small ideal components. Note that
the simulator has access to R, but the queries made by D to the random or-
acle R are hidden from the simulator’s view. This security game captures the
notion of indifferentiability, in particular, the classical notion of indifferentia-
bility establishes that there exists a simulator S such that the probability of
winning the above game is negligible for every (information-theoretic) distin-
guisher D. Intuitively, indifferentiability guarantees that the real component
C”# looks completely random to any observer that has no oracle access to the
small components F;.

The standard approach of showing that certain cryptographic component
is indifferentiable from a random component is to explicitly build a simula-
tor and prove that any distinguisher would fail in distinguishing between the
real and the ideal worlds in the presence of such a simulator. On the other
hand, showing that a cryptographic component is non-indifferentiable from a
random component is done by presenting a distinguisher that would distinguish
with non-negligible probability against any possible simulator, this is known

ISecurity games where the distinguisher forgets some information during its attack.
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6.1. Introduction

as a universal distinguisher. Note that these definitions of indifferentiability
and non-indifferentiability are exclusive, but not exhaustive. A cryptographic
primitive could be such that for every distinguisher there exists a successful
simulator and that for every simulator there exists a successful distinguisher
(see Figure 6.4).

In both cases and for most of the cryptographic primitives of interest, error-
prone calculations must be performed and proofs involve very subtle arguments
that are hard to verify and in some occasions contain mistakes. For example,
Coron et al. showed [87] that the 6-rounds Feistel network is indifferentiable
from a random permutation, while two years later, Holenstein et al. pointed out
[126] that the proof from [87] was incorrect, invalidating their result?. These ex-
amples suggest the importance of developing general tools to assist the analysis
of security proofs in the framework of indifferentiability analysis.

6.1.1 Approach

In this work, we propose, implement and evaluate automated methods for a-
nalyzing cryptographic components in the framework of indifferentiability, with
special emphasis on formalizing and automatically finding universal algebraic
distinguishers.

In particular, we introduce the notion of indifferentiability under universal
algebraic attacks. A distinguisher is algebraic if it performs operations from a
restricted class, in the spirit of the Generic Group Model [156, 160, 182] and
the Algebraic Group Model [107]. Roughly, we consider distinguishers that are
restricted to perform operations that are used as building blocks of the crypto-
graphic component, thereby, if a primitive is built based on @ of n-bit strings
and permutations P : {0,1}" — {0, 1}", distinguishers are allowed to use these
two operations, but they are not allowed to compute other operations such as
the bit-wise conjunction of two bit-strings, for example. While we do not ad-
vocate considering these restricted adversaries over non-limited ones, there are
several reasons for our approach. First, our goal is to disprove the indifferentia-
bility of given cryptographic components, and therefore, it is enough to find a
successful (possibly restricted) distinguisher, while the absence of arbitrary dis-
tinguishers would not imply indifferentiability. Second, our approach is a first
step towards the more general setting that considers distinguishers modeled as
arbitrary p.p.t. machines. Third, it is not clear whether non-algebraic opera-
tions can be useful to perform an attack, because the cryptographic component
is not based on such operations. In fact, we review existing attacks from the
literature and show that they fall into the class of universal algebraic attacks.

2]t remains open whether or not the 6-rounds Feistel network is indifferentiable from a
random permutation.
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6. Automated synthesis of indifferentiability attacks

In order to capture algebraic distinguishers, we define a symbolic model of
indifferentiability and prove a Master Theorem which relates indifferentiability
under universal algebraic attacks to symbolic indifferentiability (for a similar
notion of universal algebraic attacks). The main benefit of the symbolic model
is that winning conditions are now expressed in purely algebraic terms.

We develop algorithms (decision procedures) for testing the universality of
a distinguisher. These algorithms leverage techniques from unification theory
such as deductibility or static equivalence.

We implement and evaluate our method for several frameworks: Feistel
networks, Even-Mansour ciphers, Merkle-Damgard or confusion-diffusion net-
works. We formalize and recover automatically many known attacks from the
literature, as well as some new attacks.

6.1.2 Our contributions

First, we define a general language to express security experiments in the frame-
work of indifferentiability. Our language is equipped with a set of simplification
rules that define the equational theory of groups of prime-characteristic, with
uninterpreted function symbols and invertible functions. This language allows
to capture security experiments associated to cryptographic primitives such as
Feistel networks, Fven-Mansour ciphers, confusion-diffusion networks, etc. We
then establish a Master Theorem d la Generic Group Model (17, 18, 43, 63,
156, 160, 182| which states that our symbolic language is negligibly close to the
actual probabilistic model of computation. Roughly, this allows us to say that
the conclusions derived from our restricted symbolic model can be extended
without a significant loss to the standard probabilistic model. For example,
to show the absence of an algorithm winning certain security experiment with
significant probability, it is enough to show the absence of an algorithm winning
a more restricted algebraic experiment expressed in our language.

Second, we provide a general framework to formally analyze the universal-
ity? of indifferentiability distinguishers. Specifically we define a grammar for
distinguisher (see Figure 6.8) and provide a method to transform such a de-
scription into a system of symbolic equalities and inequalities. This system is
solvable if, and only if, there exists a simulator for the distinguisher, i.e., the
attack is wniversal if, and only if, the system has no solution. We note that
our grammar is general enough to capture, to the best of our knowledge, all
indifferentiability attacks from the literature. We develop dedicated algorithms
to decide whether the system of constraints expressed in our symbolic model
has a solution or not.

3 A universal distinguisher is a p.p.t. algorithm that distinguishes between the real and the
ideal scenarios with non-negligible probability against any simulator.
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xn—i—l

Figure 6.2: Scheme of a k-rounds Feistel network.

Third, we implement our methods and evaluate their effectiveness on actual
case studies, formalizing and corroborating known indifferentiability attacks.

As an independent contribution, our framework can be used to automat-
ically find indifferentiability attacks on various cryptographic primitives. We
propose two different heuristic approaches in this direction (see Section 6.6.2).
We evaluate these heuristics on primitives from the literature and we automati-
cally find attacks for some of them. In the case of 5-rounds Feistel networks we
present a new attack, with a different structure to the one proposed by Coron
et al. in [85] found with our tool.

We believe our results complement other works in the framework of indif-
ferentiability. Our tool allows to formalize existing results (and potentially
new ones) gaining confidence about their validity and extending the scope of
computer assistance to this delicate and very important topic in cryptography.

6.1.3 Motivation: indifferentiability of Feistel networks

A k-rounds Feistel network [103] (Figure 6.2) is a symmetric block cipher that
takes as inputs two n-bitstrings zo, x; € {0,1}", and returns two n-bitstrings
T, Tr+1 € {0,1}", which we will denote by Feistely(zo,z1). As evidenced by
Figure 6.2, for every i € [k], z;41 is computed as x;_1 @ F;(z;), where F; :
{0,1}™ — {0,1}" are round functions. Feistel networks have the good property
that they are invertible. They can be used to build pseudorandom permutations
from (non-invertible) pseudorandom functions (as round functions). Note that
the inverse can be build by running the network backwards, which can be done
by evaluating the round functions in the same direction as for running the
network forwards.

A long-standing open problem in cryptography is to determine the minimal
number of rounds that are necessary for a Feistel network to become “equiv-
alent” to a pseudorandom permutation, when all round functions are random
functions. Coron, Patarin and Seurin [87] prove that six rounds are necessary,
by providing explicit distinguishers for k-rounds Feistel networks, for k£ < 5.
They also argue that 6 rounds suffice; however, Holenstein, Kiinzler and Tes-
saro [127] later identify a flaw in their argument and prove indifferentiability
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6. Automated synthesis of indifferentiability attacks

for 14 rounds. A subsequent spate of papers [89, 92, 93| shows that indifferen-
tiability holds for lower number of rounds. Currently, it is known that k& = 8
suffices, but it is still an open problem whether £k = 6 or k = 7 suffice for
indifferentiability.

Formally, the indifferentiability of k-rounds Feistel networks from a random
permutation is defined in terms of a game between a distinguisher and a simu-
lator. The distinguisher, tries to distinguish between the real and the random
(or simulated) worlds. For the specific case of Feistel networks:

« In the real world, the distinguisher will be querying a real component
Feistel, corresponding to the Feistel network, based on round functions F;
which are implemented as true independent random functions.

« In the ideal world, the distinguisher will be querying a random permuta-
tion R and a simulator (Susan) that simulates the round functions and
that also has access to R.

We use symbol C to generically refer to the main oracle, i.e., to Feistel; in the
real world or R in the ideal world. In order to separate between the two worlds,
the distinguisher will perform a computation ¢, involving procedure calls and
check the validity in both worlds of a system of equalities E between outputs,
and possibly intermediate computations, of c¢. In this article, we consider the
special case of universal distinguishers, when the system FE seen as an event, has
probability 1 in the real world, whereas for every simulator S, the probability
of system FE in the ideal world is upper bounded by a negligible function in the
security parameter n.

Figure 6.3 presents two distinguishers Daisy and David for a 3-rounds Feistel
network. Note that the only difference between the two programs is that their
third and fourth instructions are swapped.

We claim that David is a universal distinguisher, whereas Daisy is not. To
support this claim, first note that the distinguishing event holds in the real
world, since, by definition,

7T1<FeiSte|3(ZEO, 171)) =T &) FQ(ZEO &) F1($1)>

where 7 (Feistels(zg, x1)) stands for the first output of Feistelz(xg,z1). Now,
consider the case of a simulator (Susan) playing against Daisy. In order to
make Daisy think that she is playing in the real world, Susan should answer the
queries on lines 3 and 4 in such a way that the assertion is satisfied. However,
Susan can only answer the queries based on her current knowledge when the
query is asked (note that Susan does not see the queries performed by the
distinguisher to the main oracle C). For instance, when F, is queried, Susan
can use the input and output of the query to Fi. In particular, when F3; is
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Daisy: David:
1 1y < {0,1}" 1 g {0,1}"
2 X9 «g{0,1}" 2 X9 «g{0,1}"
3 fi—q(Fr, 1) 3 fo < q(Fy, w2)
4 f2 < q(Fy, 1) 4 fi < q(F1,r1)
5 T+« f1@ @ 5 T+ f1@m
6 (y,y) < C(xo,21) 6 (y.y) < C(xo,21)

Distinguishing event: y = x; ® [,

Figure 6.3: Distinguishers for 3-rounds Feistel.

queried, Susan can call R with input (f; ® xe,x1), getting (r,7'), and return
T1Dr.

Equivalently, the task of Susan can be captured by a constraints system com-
bining equational constraints and deductibility constraints. These constraints
capture both the behavior of the distinguisher and the distinguishing event, and
are stated for an equational theory consisting of unary symbols F}, Fy, F;3 and
a binary symbol @, with the usual axioms for exclusive or, a binary symbol C
that outputs pairs, and two unary symbols 7, and s for projections, subject
to the usual axioms for projections.

Equational constraints are of the form e = ¢’, where e and ¢’ are either terms
of the signature or unification variables o, whereas deductibility constraints are
of the form {ej,...,e,} I «, stating that there exists an efficient algorithm to
compute « from eq,...,e,. A solution to the constraints system is given by
a mapping from unification variables to terms, so that all constraints of the
system (equational and deductibility) are satisfied. The equational constraints
for Daisy and David coincide:

fi=Fi(r1) = f2 = Fa(22) = To = f1 D T2
(,y') = C(xo, 1) y=1.0f

However, the deductibility constraints differ:

Daisy’s constraints: a1 Az, fi, T - Qs

David’s constraints: Tob g A g, fo, T Q.

The task of Susan is to solve the constraints systems. Note that in the case
of Daisy, the system admits a solution:

Q9 — T @71'1((:(011 @$27x1)) :
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Note that there is no constraint on the choice of «;. This substitution validates
the equality constraints and the deductibility constraints. On the other hand,
the system has no solution in the case of David. To see it, observe that no term
t depending only on x5 can satisfy the equation y = z; @ t.

The above paragraph suggests that checking whether a distinguisher is uni-
versal can be reduced to solving constraints systems. In the next sections, we
make this intuition formal.

6.2 Preliminaries

6.2.1 Notation

For an arbitrary binary operator » and m € N, we denote by z+ ). xz the

combination through * of z, m times with itself. By [] we denote the empty list
and by [a] a list with single element a. Given two lists, {1, {5, their concatenation
is denoted by £;:: ls.

6.2.2 Indifferentiability security game

The security experiment for the indifferentiability of a real component from an
ideal component is a game where a distinguisher (who has oracle access to one
of the two) needs to decide whether it has access to the real or the the ideal
component.

The real component C** depends on smaller ideal components F;, while the
ideal component R does not depend on other components, but there exists a
simulator S™ with access to R that provides answers to the small components
in order to pretend R is the real component C. More concretely, we recall the
standard definition of indifferentiability of C from ideal component R.

Definition 33 (Indifferentiability). The construction C*i with access to random
functions (Fi, ..., Fr) is (ts, s, €)-indifferentiable from an ideal component R
if for every qp € N, there exists an algorithm S, called simulator, running in
total time ts and making at most qs queries to R, such that,

Pr[DiF = 1] — Pr[DRS™ = 1]| < ¢
for every (information-theoretic) distinguisher D that makes at most qp queries
in total to its oracles.

In general, we say that C is indifferentiable from R when for every ¢p that
is polynomial in the security parameter n, the construction is (ts, gs, €)-indiffe-
rentiable from R, where ts and ¢gs are some polynomials in n and € is certain
negligible function in n (note that ts, gs, € depend on gp).
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The standard way of arguing that certain component s not indifferentiable
from an ideal component is to show that there exists a universal distinguisher,
i.e., an algorithm that can distinguish between the real and the random worlds
with significant probability, for every possible simulator.

Definition 34 (Universal distinguisher). Let C%¢ be a cryptographic component
with access to random functions (F1,. .., Fr) and let R be an ideal component.
An oracle algorithm D, that outputs one bit is called a (¢p,d)-universal distin-
guisher against the indifferentiability of C”¢ from R, where ¢p,d are real poly-
nomzials 1 certain variable £ if for every £ € N and every information-theoretic
algorithm & making at most € queries to its oracles, it holds,

= 1
Pr[DFi7i = 1] — Pr[DRS™ = 1]| > —
i ] = Prf 1= 55

where the number of queries made by D to its oracles is upper-bounded by qp(¢).

In general, we say a distinguisher is universal if there exist polynomials
(g¢p, d) such that the distinguisher is a (¢p, d)-universal distinguisher.

6.2.3 The problem statement

In this work, we focus on the problem of deciding whether a distinguisher is
universal or not, i.e., given the description of a distinguisher, deciding if it
succeeds with significant probability in the presence of any possible simulator.

As mentioned earlier, finding a universal distinguisher is actually the stan-
dard approach of arguing that certain cryptographic component is not indif-
ferentiable from an ideal component (such as a random function or a random
permutation). However, that is not the only possible way of arguing that cer-
tain primitive does not satisty indifferentiability. In Figure 6.4 we divide the
set of all cryptographic components into three classes:

« Indifferentiable components: these components satisfy a strong guarantee
of security, namely, there exists a simulator that wins the indifferentia-
bility game against any distinguisher. As shown by Maurer et al. [157],
such components can be used to replace ideal components and the security
proofs (in the random oracle model) will not be affected.

« Limbo components: these primitives are not indifferentiable because there
is not a single simulator that wins the indifferentiability game against any
distinguisher, but on the other hand, all distinguishers fail to differentiate
the real world from the ideal for certain (convenient) simulator. This
condition provides them with some security guarantees, we could say that
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Cryptographic components

Limbo
components

Differentiable
components

(there exists a universal attack)

Indifferentiable
components

3D distinguishing VS

VS 3D distinguishing

Figure 6.4: Classification of cryptographic components in the indifferentiability
setting.

the output of these primitives looks random, but they should not be used to
replace a random oracle unconditionally. To the best of our knowledge, no
cryptographic component has been shown to belong to this class. Proving
membership to this class is a very challenging goal and would require
different new techniques to the ones used for arguing indifferentiability.
Actually, the fact 6 or 7 rounds Feistel networks belonged to this class
would explain the lack of progress solving the open problem for Feistel.

« Differentiable components: these primitives admit a universal attack and
they should not be used in the place of a random oracle. The standard way
of arguing that a cryptographic component is not indifferentiable is show-
ing that it belongs to this class, by providing a universal distinguisher.

We note that our goal (developing a method for deciding whether a given dis-
tinguisher is universal) is non-trivial. That is due to the distinguisher-simulator
paradigm. Unlike for disproving security in the Generic Group Model (where
given the attacker’s description, checking that the attacker is successful is a
straightforward task), for disproving indifferentiability following this approach,
although the description of the distinguisher is given, it is required to prove that
such a distinguisher is successful against all possible simulators. Such proofs are
usually done ad hoc, they depend on the specific attack and the primitive that
is being analyzed. For example, Coron et al. provide in Section 2 of [85] an
attack against the indifferentiability of the 5-rounds Feustel construction from a
random permutation and they show that the attack is universal in Lemma 2.2.
Dai et al. show in Section 3 of [90] an attack against the indifferentiability of
the 4-rounds iterated Even Mansour cipher and they prove that the attack is
universal in Theorem 1, supported by Lemma 2.
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P~B)—~Pp~B)— P <B)p v
k] [k k] [R] [#]

Figure 6.5: Scheme of /-rounds Iterated Even-Mansour

In this work, we propose a general method for analyzing the universality
of the distinguishers. Our method does not rely on the primitive that is being
analyzed nor the structure of the attack, although it is restricted to algebraic
distinguishers. To the best of our knowledge, all existing attacks from the
literature are algebraic.

6.2.4 Algebraic distinguishers

An algebraic distinguisher is restricted to perform operations from a limited
set. Roughly, they are limited to the set of operations used for defining the
cryptographic component. Figure 6.6 describes the grammar for expressions
that we consider. That is, our model captures all cryptographic components
that can be described as maps from variables in Var to expressions of grammar
Ep. Therefore, our algebraic distinguishers will be somehow limited by this
grammar too. We refer to Section 6.3 for a syntactic and semantic description
of the algebraic distinguishers that we consider.

Definition 35 (Algebraic universal distinguisher). We say an algorithm is an
algebraic universal distinguisher against the indifferentiability of C”¢ from R
if it is a universal distinguisher and it can be expressed as in Definition 37

(Section 6.3).

6.2.5 Algebraic operations

The algebraic operations that we consider (described in Figure 6.6) have been
chosen to capture many primitives of interest. In particular, we consider a
grammar for expressions over a commutative group of prime characteristic p
and, accordingly, our grammar is equipped with a set of simplification rules
(see Figure 6.7).

Names from Name are used to represent constant group elements of the
group. Variables from Var are used to define placeholders that can be filled
with other expressions. Operator +, is used to represent the group law. Fi-
nally, function symbols from Fun are used to represent uninterpreted functions
in expressions, and they will be used to represent random oracles or the round-
functions on which the cryptographic constructions are based. When such func-
tions are permutations, they admit an inverse.
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E =10 Z€ero
|c name, ¢ € Name
|z variable, = € Var
&+ & addition
| F;(L) function evaluation, ¢ € N, F' € Fun
| F7H(L) inversion, ¢ € N, F' € InvFun < Fun
L2E,|E,L non-empty list of expressions

Figure 6.6: Grammar &, for expressions.

(x +py) +p 2= x4, (y +, 2) associativity

THpy=ytpx commutativity
T+, P, +px =0 p-characteristic
T+,0=1x identity
F i (x, Fi(x,y),....Fn(z,y) = i inversions, Vi € {1,...,m}

Fi(e, (2, y), ..., F, (2, 9)) = v

Figure 6.7: Simplification rules for expressions from grammar &,. For arbitrary
expressions z,y, z and vectors of expressions x € 51’;, y € & and function
F e InvFun € Fun.

Many cryptographic constructions of interest are defined over bitstrings and
therefore, can be described in our grammar for p = 2 (we use @ symbol to
refer to +2). For example, a 2-rounds Feistel network can be represented in our
grammar as follows:

(20, 21) — (20 @ Fi(21), 1 ® Fo(xo @ Fi(z1)))

where xg, 21 € Var, Fy, F; € Fun. Or the 3-rounds Even Mansour (see Figure 6.5)
component can be represented as follows:

(k,x) = Py(Py(P(z@k)@k)DEk)DEk
where k, x € Var, P;, P», P; € InvFun.
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6.3 Syntax and Semantics for algebraic distin-
guishers

In this section we describe the syntax for our distinguishers and provide formal
semantics for distinguishers and simulators.

6.3.1 Syntax of distinguishers

We first define a system of constraints as a set of symbolic equalities and sym-
bolic inequalities:

Definition 36 (System of constraints). A system of constraints E is a pair
(E_,E.), each of which is a set of pairs of (symbolic) expressions from &,.

Roughly, an algebraic distinguisher is a computation together with a se-
quence of distinguishing events:

Definition 37 (Algebraic distinguisher). An algebraic distinguisher is a pair
(¢, E) where ¢ is a computation from grammar C (see Figure 6.8) and E is a
system of constraints.

As described in Figure 6.8, an algebraic distinguisher (¢, F) is allowed (in
computation ¢) to sample group elements uniformly from a group G (of prime
characteristic p), invoke oracles (corresponding to both, the oracle for the main
component of the indifferentiability game and the round functions on which it
is based), and perform algebraic operations (restricted by the grammar of &,).
Distinguishers are also allowed to perform probabilistic choices, denoted by ||
(see Section 6.5.4.2 for details about this extra feature, also called branching).
We require computation ¢ be such that on every branching ¢;||ca, the variables
defined inside ¢; are disjoint from those defined in ¢ (this is without loss of gen-
erality). At the end of its computation, the distinguisher will evaluate whether
the distinguishing events F hold, and will terminate, outputting value 1 or 0
depending whether all events in E were satisfied or not (respectively).

Below, we formally define the semantics of computation ¢ and give a defini-
tion for the satisfiability of E.

6.3.2 Semantics of distinguishers

The probabilistic semantics [-] of a computation, map an initial memory Mem
(which is a partial map from variables to group elements from a group G) to a
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C =|cmd;C sequence of commands
|IC || C probabilistic choice
| end finishing command
cnd = |2 5 G sample random value, x € Var
|z — q(F,b,i,L) query, z € Var,ie N;be {—1,+1}, F € Fun
|z =&, assignment, = € Var

Figure 6.8: Syntax of algebraic computation for distinguishers.

distribution over final memories.

Mem : Var - G
[]o : C x Mem — D(Mem)

[]5rd: C x Mem — Mem

[e1; 2o = Ao [eoo([e]E™ (o))
[er ][ ealo = Ao (1/2)-[ci]o(0)+(1/2)-[e2] 0 (o)
[end]o = Ao.d(0)

I

Il

II>

[z <5 G]Z = No. o[z — Unif(G)]

[x < q(F,b,i,e) fomd = \o.olx— O(F,b,i,o(e))]
[z :=e]3 = No.o[x — &(e)]

By [¢]o we denote the semantics of the distinguisher’s computation c in the
presence of the oracles O = (01, Os). Both, Oy, O, are stateful machines that
take on input queries of the form (F, b, i, e) and output group elements from G,
where F is an identifier for the function, b € {—1, +1} indicates the direction (in
case of invertible functions), ¢ corresponds to the index of the output (in case
of multi-output functions, i.e., F; denotes m; o F' where 7; is the i-th projection)
and e is a list of group elements representing the input to the function. By
0 we denote the Dirac delta function, i.e., the degenerate distribution, and by
Unif(G) we denote a uniform sampling from group G. Finally, & is interpreted
as the natural extension from o to expressions.

Without loss of generality, we require the distinguisher be such that in ev-
ery command of the form z — O(F,b,i,0(e)) or x := e, expressions e, e do
not contain function symbols nor fresh variables (variables that have not been
defined in previous calls). That first restriction enforces the distinguisher to be
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6.3. Syntax and Semantics for algebraic distinguishers

explicit in the order of its oracle calls (what simplifies the analysis as we will see
in further sections), while the second restriction enforces the distinguisher to be
well-defined. Observe that, under this restriction, o(e) will be well-defined and
it will always be a group element.

Definition 38 (Satisfying systems of constraints). Given a system of con-
straints E = (E-, E,) and given a map o : Var — G, we say that o satisfies F

(denoted by o = E) if
« for every (e1, e2) in E_ s.t. vars(ey, ez) € dom(o), it holds o(ey) =g o(e2),
« for every (€1,€3) in E, s.t. vars(éy, é3) < dom(o), it holds o(€1) #¢g o(€2).

In these conditions, a distinguisher (¢, £') is interpreted as an algorithm that
samples a map o < [c]o(F) and returns 1 if o = E or 0 otherwise (here, ¥
denotes the empty map).

6.3.3 Semantics of simulators

We will not give simulators a specific grammar, rather we will specify them
based on the way they can respond to queries.

A query is a pair (f,z) of a function name f and an argument x. We are
going to model simulators as symbolic and deterministic programs that take
a list of queries and return a list of answers of equal length such that the
answer to the i-th query is a symbolic combination of the arguments of the first
1—1 queries. We can justify the restriction to deterministic simulators by the
following lemma:

Lemma 9. If there is a winning probabilistic simulator, there is also a winning
deterministic simulator.

Sketch. The main idea behind the proof is that a probabilistic simulator S is
just a convex combination p1S7 + paSs + -+ - + ppSy of deterministic simulators
for some k € N. If S wins with some probability p, then

p = Pr[S] = piPr[Si] + - + piPr[Sy]
and therefore there exists some ¢ € [k] such that Pr[S;] > p. O

More precisely, we will consider a simulator to be a stateful program that
responds to queries from

Q = {(F,b,i,e) : FeFun, be {—1,+41},ie N,e from L}

Because when responding to a query, the simulator can take into account all the
previous queries, we can assume that a simulator is a stateless program that,
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6. Automated synthesis of indifferentiability attacks

receives a list of queries (corresponding to the history) and responds to the last
one:

S :List Q@ = &,

Note that expressions returned by simulators may contain function symbols
(corresponding to their own access to the random oracle).

6.3.4 Characterization of universal algebraic distinguishers

Before giving a characterization of universal algebraic distinguishers in terms of
the defined semantics for distinguishers, we define the notion of instantiating a
symbolic expression.

Definition 39 (Instantiation of expressions). Let G be a group of characteristic
p and let e be a ground (without variables) expression of grammar E,. We define
the instantiation of expression e in G, denoted by instg(e), as the group element
obtained after the following steps:

« Let v: Name — G, ¢ : Fun —» (G* — G*) be emply maps.
« For every c € names(e), overwrite v with vz — Unif(G)].

« For every F € funs(e), sample f from the set of all functions (from group
elements of G to group elements of G with the adequate arity (or from the
set of all permutations when F' € InvFun), and overwrite p with o[ F — f].

« Interpret expression e by replacing every name and function symbol as
dictated by v and ¢ respectively. Or more precisely, return eval”?(e),
where

0 if e matches 0

v(c) if e matches ¢ € Name
eval”?(e;) +¢ eval”?(e2)  if e matches e; +, €2
(m; 0 p(F)° o eval”?)(e) if e matches F?(e)

eval”?(e) =

where +¢ represents the group law of G.

Very roughly, instg of a ground expression is the group element resulting of
replacing every name by a uniformly random group element and interpreting ev-
ery function as a random function. Note that the instantiation of an expression
can be efficiently implemented by lazy sampling.

We naturally extend the notion of instantiation of an expression to the
instantiation of a symbolic oracle O in G, denoted by O, which corresponds
to the oracle that, instead of returning expressions from grammar &,, returns
group elements by applying instg in a systematic and consistent way.
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Definition 40 (Characterization of universal algebraic distinguishers). A pair
(c, E) represents a (qp, d)-universal distinguisher if for every symbolic simulator
S (making ¢ queries to its oracles),

Prim « [c]e () : m = E] —Pr[m <[]z () : m = E]| > ﬁ

where qp s the number of oracle calls in computation c.

In general, a distinguisher is said to be a wuniversal (probabilistic) distin-
guisher if it is a (gp, §)-universal distinguisher for certain polynomial §.

6.4 Symbolic Model and Master Theorem

We define a symbolic model in which the security experiment is purely deter-
ministic. The main difference between this model and the previous probabilistic
model is that in this experiment everything is expressed in terms of symbolic
expressions and not group elements.

Expressions from grammar &, (Figure 6.6) combined with simplification rules
from Figure 6.7 define an equational theory, 7. We say two expressions, e, €,
are equivalent in 7, denoted by e; =7 e5 if one can be rewritten to the other
by using the rules from Figure 6.7. In order to describe our symbolic model, we
start by defining symbolic semantics for distinguishers’ programs.

6.4.1 Symbolic semantics of distinguishers

The symbolic semantics (c), of a computation ¢, map an initial symbolic memory
to a list of pairs of weights and final symbolic memories. In this case, a symbolic
memory is a map from variables to symbolic expressions (from grammar &,).
We assume without loss of generality that, for every variable x € Var, there
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exists a corresponding name z € Name.

SMem : Var — &,
(o : C x SMem — List (Q,SMem)
(-)grd . ¢ x SMem — SMem

(cr; o = Ao (eado((e) ()

(c1 ]l ca)o = Ao.split ((c1)o(o) :: (c)o(o))
(end)o = Ao.[(1,0)]
(s F)I? = N\o. o[z — 7]
(z — q(F,b,i,e))3? = No.o[z — O(F,b,i,0(e))]
(z:= )3 = No.o[z — o(e)]

By (d)o we denote the semantics of the distinguisher’s computation ¢ in the
presence of the oracles O = (01, O,). Both, Oy, O, are stateful machines that
take on input queries of the form (F),b,7,e) and output symbolic expressions
from &£,. Function “split” takes a list of pairs (Q, SMem) and divides the first
component of every pair by 2. More formally, split = map (A(w, o). (w/2, 0)).

Definition 41 (Symbolically satisfying systems of constraints). Given a system
of constraints E = (E_,E,) and given a map o : Var — &,, we say that o
symbolically satisfies E in theory T (denoted by o =1 E) if

. for every (e1,ez) € E_ s.t. vars(ey, ea) < dom(c), it holds o(e1) =7 o(e2),
« for every (€1, €2) in E, s.t. vars(ey, es) < dom(o), it holds o(e1) #71 o(ez).

We define now the symbolic semantics of a distinguisher (c, E) in the pres-
ence of a symbolic oracle O, which is a rational number in [0,1]. Roughly,
it represents the accumulated probability weight of the branches in ¢ (due to
probabilistic choices ||) in which system F is symbolically satisfied.

Definition 42 (Symbolic semantics of distinguishers). We define the symbolic
semantics of distinguisher (c, E) in the presence of the symbolic oracle O, de-
noted as (c, E)o as the rational number computed as:

Y ow

(w,0)e()o
s.t. U|=TE
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6.4.2 Universal symbolic distinguishers

In this section we formally define the notion of universal symbolic distinguish-
ers. Because no probabilities or group elements events are involved, but formal
symbolic expressions, checking that a distinguisher is actually a universal sym-
bolic distinguisher can be easily done (we refer to Section 6.5 for details). And
thanks to Theorem 19, we can extend the absence of symbolic attacks to the
absence of probabilistic attacks.

Definition 43 (Universal symbolic distinguisher). A universal symbolic distin-
guisher is a pair (¢, E) of a computation and an event (a system of constraints)
such that, for every symbolic simulator S,

|(]C, EDC,]—' — (]C, EDR,S‘ >0 .
The main theorem we want to show is the following.

Theorem 19. A pair (¢, E) is a universal probabilistic distinguisher if, and
only if, it is a uniwersal symbolic distinguisher.

Sketch. The Theorem follows straightforwardly from the following lemmas (Lem-
mas 10 and 11) by the triangle inequality and the observation that the difference
l(c, E)e.x — (¢, E)r.s| is always a significant amount (non-negligible) when it is
strictly greater than 0 (a constant, actually, because the sizes of ¢ and E are
independent of the security parameter). It is also important to note that sim-
ulators are not restricted in power, except for the number of queries to their
random oracles, which is translated into a polynomial number of function sym-
bols in their symbolic answers. That forces ¢ (from Lemma 11) to be polynomial
in the security parameter and therefore (because d from both lemmas is con-
stant), the bounds given by Lemmas 10 and 11 are negligible in the security
parameter. ]

Lemma 10. For every distinguisher (¢, E) making d oracle calls,

3 + 27
G|

(Pr[m —[lez : mE E]— (e, Epcf\ <|EB|

Lemma 11. For every distinguisher (¢, E) (making d oracle calls), for every
symbolic simulator S (making { queries to its oracles),

(d+0)3 + 27

Prim < [z s : m b= E] - (¢, Ebrs| < |E| c
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Sketch of proof of Lemmas 10 and 11. The proof follows from the observation
that the following two experiments are equivalent

oc—[cs:oFE = o —(do: (Ao (instgoo’)z) = E

combined with our Master Theorem (Theorem 20), that provides a bound on the
probability of instg making two (non-equivalent under 7°) symbolic expressions
evaluate to the same group element. ]

6.4.3 Master Theorem

The fact that the symbolic model is purely deterministic simplifies the analysis
of the security experiments expressed in it. However, as it has been done in other
works about symbolic reasoning in cryptography [17, 18, 43, 63, 156, 160, 182],
it is required to provide an evidence of the fact that the symbolic model is not
far from the real model, in which instead of symbols there are group elements
and probability events. The usual approach of doing so is to provide a Master
Theorem that guarantees that, for the chosen symbolic theory, the conclusions
derived in the symbolic model can be lifted to the probabilistic model.

Roughly, our Master Theorem can be interpreted as the fact that if two
symbolic expressions do not unify in theory T, the probability that they evaluate
to the same group element through procedure instg is negligible.

Theorem 20 (Master Theorem). Let G be a group of characteristic p and let e
be a ground expression from grammar &,, containing at most d function symbols
and such that e #7 0. It holds,

: d® + 27
Pr[instg(e) =¢ Og] < ——=—
G|
where the probability is taken over the coins inside procedure instg and Og rep-
resents the identity element of G.
Proof. See Section 6.7. ]

Note that we do not apply our Master Theorem directly, but we use it to
prove our Theorem 19 (see Lemmas 10 and 11), which is a more explicit state-
ment about the relationship between symbolic and probabilistic experiments.

6.5 Analyzing the universality of distinguishers
Given the description (c, E') of a distinguisher, our goal is to show that every
possible simulator fails in simulating the real world for the distinguisher (see

Definitions 33 and 34).
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To do so, we will show that (¢, E') is a universal symbolic distinguisher and
we will apply Theorem 19 to reach our goal. In this section we will show how
proving that a pair (¢, F) is a universal symbolic distinguisher is equivalent to
showing that a system of equations has no solution. Arguing the absence of
solutions of such a system is done by leveraging techniques from wunification
theory (such as unification modulo theory, deductibility, static equivalence, etc).

6.5.1 Basic definitions

We consider the grammar from Figure 6.6, where Name is a set of names, Var
is a set of variables and Fun is a set of function symbols, with a special subset
InvFun < Fun. We define by terms(Name, Var, Fun) the set of terms over Name,
Var and Fun, i.e., the set of expressions from grammar &£,. A substitution o is
a map from Var to terms(Name, Var, Fun). Given a term ¢ and a substitution
o, we denote by o(t) (or simply t o) the term obtained after substituting every
variable z € dom(o) in ¢ by the term o(z).

Our simplification rules from Figure 6.7 induce an equational theory that
we denote by 7. In our theory, two terms or expressions e, e; are said to be
equivalent under T, denoted by e; =7 es, if one can be rewritten to the other
by the simplification rules from Figure 6.7. A term or expression is said to be
ground if it contains no variables. A substitution is said to be ground if all the
terms in its image are ground.

Definition 44 (Unification modulo theory). A first-order T-unification prob-
lem I" = (I'2, ') is a pair of subsets of terms(Name, Var, Fun) x terms(Name, Var,
Fun). A T -unifier or solution to I is a substitution o such that

« for every (e1,e2) €T, e10 =7 ea0, and
o for every (e1,e2) €'y, 10 #7 eg0.

Example 10. Consider the theory associated to grammar £, where InvFun =
Fun = {F}, Name = {a,b}, Var = {x,y}. Let the unfication problem T' =
(T2, Ty) be defined as

. ={(z, Fla,z®y))} I, = {(z,a)}.
It admits unifier o = {x — b, y — b® F~(a,b)}, because xo = b and F(a,r®

y)o = F(a, F~'(a,b)) are equivalent under T while x 0 = b and ao = a are not
equivalent under T . |
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6.5.2 Deductibility and static equivalence

Deductibility and static equivalence under equational theories are two standard
notions in formal security protocol analysis. Roughly, deductibility tries to
answer to the question of whether certain term can be constructed from a set
of given terms from the theory. This notion is related to computability and has
been used in several occasions for analyzing cryptographic protocols [22, 49, 80,
82|, while static equivalence has been applied to the study of indistinguishability
and off-line guessing attacks [50, 51].

Before defining both concepts, we first introduce the notion of frame. Frames
are used to organize sequences of terms, representing the knowledge of an algo-
rithm.

Definition 45 (Frame). A frame is a pair (1, 0), written as vn.o, where n <
Name is a finite set of names and o : Var — terms(Name, Fun) is a map from
variables to ground terms.

Intuitively, names in 7 are used to represent fresh values generated by third
parties and unavailable to the algorithm, while o represents the algorithm’s
knowledge.

Deductibility. Given a frame ¢, representing the available information to an
algorithm, we consider the question of whether a given ground term e can be
deduced from ¢ in our equational theory 7. This concept is expressed by ¢ - e
and it is axiomatized by the rules:

N—cgéﬁ N—ifﬂxedom(a)::caze
vn.olc vn.olke
(Z5|—€1 ¢|—€2 (bl—e ~
=~ e=T1¢€ =
O e +pe oFe 0

¢|—61...¢|—€g
qbl—Fib(el,...,eg)

FeFunjieNbe {-1,+1}

Roughly, deductible terms from ¢ = vn. o are those formed by the names that
are not forbidden by ¢, the terms that appear in the image of o, and all terms
that can be built from those by application of function symbols +, and Fun.
This notion captures the notion of algebraic operations (see Section 6.2.4). As
is common in the literature [23|, we will use a characterization of the notion of
deductibility.
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Definition 46 (Deductibility). Let e be a ground expression and let vi.o be
a frame. We have vn.o + e if, and only if, there exists an expression p with
names(p) N = & and such that po =7 e.

Such a term p is called a recipe for e. The deductibility problem consists of,
given a frame ¢ and an expression e, deciding whether ¢ I e.

Example 11. Consider our equational theory for p = 2 and let Name =
{a,b,d,c}, Var = {z1, 79,73}, InvFun = Fun = {F} with F : G* - G. Con-
sider expression e = F(a,b) ® ¢ and the frame ¢ = vn.o with

n ={a,c, d}
o={r1—c®d, x> a®cdd, v3— Fl(a,d)}.

It turns out that e is deductible from ¢. A possible recipe could be the following
p=1x1@F(x1®12,0) ®F (21 ® 2o, 3). |

Static equivalence. Static equivalence tries to capture the notion of two
frames being indistinguishable from one another. Note that deductibility is not
enough for expressing such a property, because sometimes even when the two
frames induce the same set of deductible terms, it is still possible to difference
between them, e.g., there may exist equations that would be satisfied in one
frame but not in the other.

Definition 47 (Equality modulo a frame). Let ¢ = vn.o be a frame. We
say that expressions e, € are equal in the frame ¢ under theory T, denoted by
(e =7 €)y if (names(e) U names(€)) "1 = J and e =7 €0.

The notion of static equivalence is defined in terms of the equality modulo a
frame. Intuitively, two frames are statically equivalent if whenever two expres-
sions are equal modulo one of the frames, they are also equivalent modulo the
other frame.

Definition 48 (Static equivalence). We say that frames ¢, = vny.o1 and
¢y = UMNg.0o are statically equivalent with respect to theory T, denoted by
&1 ~7 ¢o (or simply &1 ~ ¢o) if dom(oy) = dom(os) and for every pair e, e of
expressions we have

(e =78y = (e=7E)g, -
Example 12. Consider our equational theory for p = 2 and let Name = {a, b},
Var = {z1, Ty, 23}, InvFun = Fun = {F'} with F : G* — G. Consider the frames
¢1 =Vvn.o1, o3 = VN.oy where
n = {a, b}
o1 = {x1 — F(a,b), ©o — F(b,a), x3 — a}
o9 = {x1 — F(a,b), xo — F(b,a), x3— b}.
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Frames ¢1 and ¢o are not statically equivalent. Observe that, if we take ex-
pressions e = x3® F1(F ! (x3, 11),22) and € = 0 we have (e =7 €)y, but not
(€ =7 €)g,- u

6.5.3 Deducibility constraints

Deducibility constraints play an essential role for the symbolic analysis of secu-
rity protocols. Roughly, a deducibility constraint is a problem in which a set of
(possibly non-ground) terms and a target term, decide whether there exists a
substitution that makes the target term deducible from the given terms. More
formally,

Definition 49 (Deducibility constraint). Let eq, ..., e, be a list of expressions
and let u be an expression. Let m be the set of names appearing in eq, ..., €U
and let x1,...,x, be a list of variables that do not appear in eq,...,ep,u. The
deductibility constraint denoted by eq,...,e, = u is the problem of deciding
whether there exists a ground substitution p such that

vn. {xy—e1p,...,xp—>eptup .

If such a p exists, it is called the solution of the deductibility constraint. A
deducibility constraints system is a finite conjunction of deducibility constraints.

Example 13. Consider our equational theory for p = 2 and let Name = {a, b, c},
Var = {y, 21,7}, InvFun = Fun = {F} with F : G* — G. Consider the
expressions e, = F(b®y,a), e =b® ¢ and u = a. The problem ey, es = u has
two solutions: {y — b} and {y — c}, because

v {a,b,c}. {w;— F(0,a), 2o > b®c}+a forp=F10,2,) and

via,b,c}. {w1— F(c®b,a), 1o —>b®Dc}a forp=F"ag,21). .

6.5.4 From distinguishers to systems of constraints

In this section, we present a method for analyzing whether a distinguisher (¢, F)
represents a universal symbolic attack, by checking whether a system of sym-
bolic constraints has a solution.

Without loss of generality, we will focus on distinguishers (¢, E') that are
not “fool” in the sense that all the equations in the event E are symbolically
satisfied in the real world. Note that a fool distinguisher can be converted into
a non-fool one by moving the unsatisfied equations from E_ to F. and vice
versa. Also note that if a distinguisher (¢, E) is non-fool, it holds:

(]C, EDC,]: =1
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and therefore, any simulator S that tries to prevent (¢, E') from being a symbolic
attack, must respond to the queries in such a way that (c, E)r.s = 1, i.e., all the
equations in E must be symbolically satisfied. Equivalently, if for all symbolic
simulators, it is impossible to symbolically satisfy all the equations in E, we
have (¢, E)r.s < 1, and thus, (¢, F) is a universal symbolic distinguisher.

Note that, in order to show that (¢, E) is an attack for all possible simulators,
we can consider a simulator who knows the distinguisher’s strategy, who has
the distinguisher’s code hard-wired.

6.5.4.1 Non-branching distinguishers

We say a distinguisher (¢, E) is non-branching if computation ¢ does not include
the symbol ||. Note that non-branching symbolic distinguishers are completely
deterministic, while branching distinguishers are not.

If the simulator knows the distinguisher’s code and the distinguisher (¢, F')
is non-branching, without loss of generality we can see the simulator as a deter-
ministic machine that on input a frame ¢ returns a symbolic expression e, with
¢  e. The simulator’s answers must be such that at the end of computation
¢, all the equations from F are satisfied. In this way, every distinguisher (¢, E)
can be translated into a system of constraints (I', T), where I' = (I'_, ') is a
unification problem on variables {ay,...,a;} and T = {e; = a1,..., e, = oy}
is a deducibility constraints system. A solution to the system is a substitu-
tion o that is both a solution to problem I' and a solution to the deducibility
constraints system T.

In Figure 6.9 we formally describe how to obtain this system of equations
from the distinguisher’s description (¢, E). We assume that, for every variable
x € Var there exists a corresponding name r € Name and Sy, is a proce-
dure that on every call returns a fresh variable. Type SMem corresponds to
the symbolic memory used to define the symbolic semantics of distinguishers,
SMem : Var — &,. Type K is a list of expressions (&, list), while type DC stands
for deductibility constraints system. Procedure trans,y computes a symbolic
memory together with a system of deducibility constraints. Roughly, every
query to the simulator’s oracle produces a fresh variable that is added to the
system in form of deducibility constraint, i.e., the value that this variable can
take must be computed from the current knowledge of expressions (that is cap-
tured by K). The system of constraints (I, T') associated to distinguisher (¢, E)
is built as follows:

(0,T) —transg o (c)(F, D); T = (0(E-),0(E,)); return(l’,T) .

Example 14. Let ¢ be the computation induced by the program associated to
Daisy from Figure 6.3, where the distinguishing event is E— = {(y,z1 ® f2)},
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trans, v () : C x K — (SMem, DC)
trans§™(-) : C x (SMem, K) — (SMem, K, DC)

A

trans, y(c1;c2) = At.trans; 4(c2)(t), where (5,1, Y) — trans$™(cp ) (¢)
)

transy y(c1 || c2) = At.trans,y(c1)(t) U trans, v (c2)(t)

transy y(end) = At. (0,Y)
trans$™(z —¢ F) = X(o,t). (o[z — Z],¢,7)

I

trans$™ (z — q(F, b, i, e))

cmd
trans§"(

Ao, t). (olz >yl tze),Yu{t:ek=y}), y — Qvar
Ao, t). (o|z — o(e)],t,T)

I

x=e)

Figure 6.9: Translation from distinguisher’s description to system of constraints.
Where u is defined as (o1, T1) w (02, Ta) = (01 U 02, T1 U Ty).

E. = . After running procedure trans we would obtain (o, ), being

0= {lef17 To — To, f1F—>O{1, f2}_)0427
Ty — a1 @ Te, Yy — Ri(a1 DTy, T1), ¥ — Roloq @ Zo, fl)}
T = {’fl ): aq, fhjz ): 042}

where T1,T2 € Name, a1, ao € Var, R € InvFun. The unification problem I' =
(C2,T,) is obtained after applying o to E, that is

I'. = {(Ri(a1 ® T2, T1), T1 D)} .= .

Observe that the system of constraints (I', ) derived from Daisy admils a so-
lution, namely, the unifier {a1 — g > T D R(r @ T, i:l)}, where r is a
fresh name. The existence of a solution tmplies that Daisy is not a universal
distinguisher. [

6.5.4.2 Branching distinguishers

In our grammar for distinguishers (see Figure 6.8) we allow probabilistic choices,
syntactically denoted by ¢ || co, and interpreted as a coin will be tossed and
depending on the outcome either ¢ or co will be executed. Such a branching in
the program can be extremely useful as evidenced by actual attacks from the
literature, like the attack to the /-rounds iterated Even Mansour cipher from
[90], in which branching plays an essential role. Intuitively, branching is helpful
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Computation: Distinguishing events:

To <% {07 1}71

I/l g ?)7 1%” Rl(l’o,I1> = T @fQ
ry < 10, 1}" A /
fi < q(Fy,21) Ri(wo, 7)) T @ [y
f{ A q(th/l)

To = Io@fl

rh = 10 @ f}

fo—a(Fy, 22) || f3 < q(F,a5)

o =~ O Ot W N

Figure 6.10: Branching attack on 3-rounds Feistel.

because it creates uncertainty on the simulator’s view. Note that, without loss
of generality, we are assuming that the simulator knows the distinguisher’s code.
However, if the distinguisher’s code makes probabilistic choices, the simulator
might not be able to tell which branch of the code is being executed. The ability
of the simulator for distinguishing between different branches is modelled by
static equivalence.

Example 15. Consider the computation from Figure 6.10 and observe that line
8 contains a probabilistic choice, where the third query to the simulator may be
on value xo or x. In this case, the simulator cannot tell the difference between
this two branches, because the following two frames are statically equivalent:

vit.{y1 > 21, Yo > Ty, Y3 > To® i} ~ v {yr > @1, Y2 o T, Y3 > LoD i}

where %o, T1, T, fi, fi € Name, y1, 10,93 € Var and 7t = {Zo,71,7,}. This si-
tuation allows us to further limit the simulator (without loss of generality) by
adding an extra constraint. Observe that the system of constraints (I', ) ob-
tained by our procedure trans is the following:

I'_ = {(Ri(Zo, T1), T1 D 3), (R1(Zo, T)), T} D )} ', =9
T={z b, 7,7 F oy, 11,7, Z0 @ a1 = as, T1,T7,T0 D o = ay}

where a1, s, a3,y € Var. Note that the problem (I',Y) admits a solution,
namely, the unifier

— - .y )
{on =1, a5, a3 — T @R (To, T1), au — T R (Zo, T))}

where r,s € Name are fresh names. However, as we have already advanced, we
could add an extra constraint to the system to capture the simulators inability of
distinguishing between the two branches. The constraint binds variables as and
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ay (corresponding to the third query in either execution) and it imposes that the
production or recipe for ag must be identical to the one for ay. Observe that
the above unifier does not satisfy this condition, since the production for as is
precisely y1 @ Ri(ys @ r, y1), while the production for oy is different, namely,
Yo DR (ys D s, yo). It turns out that in this example, no solution to the problem
(I, Y) is such that the additional restriction on as and oy is satisfied. We
conclude that the distinguisher described in Figure 6.10 s universal. [

Definition 50 (System of simulating constraints). A system of simulating con-
straints is a triple (I','C, ®) where I' = (I'2,T'.) is a unification problem on
variables {aq,...,ap}, T ={e1 E aq,..., e = au} is a deducibility constraints
system and ® is a set of pairs of variables from {aq, ..., ap}. A solution to the
system (I, Y, ®) is a substitution o such that

« 0 18 a solution to the unification problem T,
« 0 18 a solution to the deducibility constraints system Y, and

« for every pair of variables (o, a;) € ® there exists a single recipe p such
that (e;0) p - o(oy) and (ej o) p = o(ay).

Given a distinguisher (¢, E), we denote by branching(c) the set of branch-
ing constraints that we can safely consider. We do not explicitly define the
procedure of computing branching(c), but give an verbal description of it. At
at every probabilistic choice in computation ¢, and on every query inside the
branches (sequentially) a static equivalence problem is considered. Whenever
the branches result indistinguishable, a new pair of variables (corresponding to
those from the queries that are being compared) is added to ®. This process
continues until on some query the frames are distinguishable. This idea can be
naturally extended to programs containing multiple probabilistic choices.

Our methods for checking whether a distinguisher (¢, £') is a universal dis-
tinguisher consists of building the system of simulating constraints (I, T, ®),
obtained as

(0,T) —transg x(c)(F,D); I =(0(E-),0(E.)); @ = branching(c)

and checking whether it admits a solution.

6.6 Implementation and automated attacks
We have implemented a general library for indifferentiability analysis. Our li-

brary allows to solve unification, deductibility and static equivalence problems
in the equational theory we consider, for characteristic p = 2, (see Figures 6.6
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and 6.7), as well as checking that distinguishers expressed in our grammar (Fig-
ure 6.8) are universal. We also explore automated synthesis of indifferentiability
attacks by proposing two heuristic methods for attacks search. We evaluate our
methods on actual primitives from the literature.

All the experiments were executed on a 8-core machine with 2.40GHz Intel
Core i7-3630QM CPU and 8GB of RAM. The code is publicly available and
open source®.

6.6.1 Case studies (proving universality of distinguishers)

In this section we present the results of applying our tool to verifying the uni-
versality of given attacks. Table 6.1 summarizes our results. On every attack,
we indicate how much time our tool took to verify that it is universal. Some of
the attacks come from the literature while others correspond to the examples
given in this work and some attacks found with our automated attacks search
(we refer to next section for details). The code of the missing attacks can be
found in Section 6.8.

The first block corresponds to attacks for Feistel networks. The first entry is
the only one in the table that does not represent an indifferentiability attack, but
a indistinguishability against chosen-ciphertext attack, namely, the distinguisher
is not allowed to query the round functions on which the network is based, but
it still has access to the main component in both direction. With this example,
we want to illustrate the fact that our tool can be used to verify complex
relations, like the one proposed in [34], which is tedious to corroborate by pen-
and-paper. The second entry corresponds to the analysis of the example given in
Section 6.1.3, while the rest of components in this block correspond to attacks
automatically found with our tool (see Section 6.6.2). Observe that one of them
corresponds to the attack described by Coron et al. in [86].

In the next block, we present two attacks against the iterated Even Mansour,
the first corresponds to an attack found automatically with our tool, the sec-
ond corresponds to the attack to the 3-rounds IEM (Iterated Even-Mansour)
from [141], and the third one corresponds to a very recent attack to the 4-
rounds IEM from [91], where the authors show that 5 rounds are sufficient for
indifferentiability.

In the third block we analyze the universality of known attacks against
the Merkle-Damgard construction (without the prefix-free encodings) and a
distinguisher for the 2-rounds confusion-diffusion network, where the public
permutation is set (for simplicity) to a swap of blocks. It is future work to
extend the expressivity of our distinguishers in order to capture the more general
setting of CD networks (see Section 6.6.3).

4Source code available at https://github.com/miguel-ambrona/indiff.
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Reference ‘ Primitive ‘ Attack type ‘ Time

Barbosa and Farshim [34] 3-rounds Feistel IND-CCA 0.01 ms
Figure 6.3 (David) 3-rounds Feistel Indiff 0.25 ms
Figure 6.10 3-rounds Feistel Indiff 3.89 ms
Figure 6.16 4-rounds Feistel Indiff 10.7 ms
Coron et al. [86] 5-rounds Feistel Indiff 13.5 ms
Figure 6.17 (new attack) 5-rounds Feistel Indiff 14.2 ms
Figure 6.13 2-rounds IEM Indiff 0.15 ms
Lampe and Seurin [141] 3-rounds TEM Indiff 10.9 ms
Dai et al. [91] 4-rounds TEM Indiff 179 ms
Prefix attack Merkle-Damgard Indiff 0.06 ms
Dodis et al. [98] 2-rounds Conf-Diff. Indiff 1.17 ms
Figure 6.3 (Daisy) 3-rounds Feistel Indiff @ 0.41 ms
Naive attack 6-rounds Feistel Indiff @ 0.39 ms

Table 6.1: Case studies (checking universality of distinguishers).

Finally, we include a fourth block presenting negative examples, examples of
distinguishers that are not universal, in order to further test our tool.

6.6.2 Automated attacks search

In this section we describe our heuristic techniques for the automated search of
distinguishers. Table 6.2 summarizes our results. We consider two heuristics for
fully automated attacks search, these heuristics take as input the description
of a cryptographic primitive and try to find a universal distinguisher for it.
Figure 6.11 illustrates the input that our heuristics take.

6.6.2.1 Heuristic 1

This first heuristic is based on the idea that it is hard (with a polynomial
number of queries to a random oracle) to find values satisfying certain relation,
such that their image by a random oracle satisfies a relation too. If that is the
case, simulators will be able to do very little to make both relations hold, what
can be exploited to derive a distinguishing attack. Roughly, we try to find a
non-trivial relation in the structure of the given cryptographic component.
Heuristic 1 first defines a unification problem. It starts with a set of variables
(x1,Y1),-- ., (xe, ye) for certain £ € N, where every vector x; or y; has a length
that matches the arity of the main component. The heuristic binds x; with y; for
every i € [(] by adding equations to the problem that model the fact that y; is
the output by the main component on input x;. It then selects two expressions
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(x* 4-rounds Feistel x*) (* 2-rounds Even-Mansour *)
search_attack Indiff { search_attack Indiff {
rounds F1,F2,F3,F4. rounds P1,P2 invertible.
oracle R (x0,x1) := oracle R (k,x) :=
x2 = x0 + F1(x1); return P2(P1(x) + k).
x3 = x1 + F2(x2);
x4 = x2 + F3(x3); oracle R~-1 (k,y) :=
x5 = x3 + F4(x4); return P1~-1(k + P2"-1(y)).

return x4, x5.

oracle R~-1 (x4,x5) :=
x3 = x5 + F4(x4);
x2 = x4 + F3(x3);
x1 = x3 + F2(x2);
x0 = x2 + F1(x1);
return x0, x1.

Figure 6.11: Input files for the fully automated attack search on 4-rounds Feistel
(on the left) and 2-rounds Iterated Even-Mansour, where the first and last round
key additions are omitted® (on the right).

Y1, @2 in the variables that we have mentioned and it solves the unification
problem @1 (1, ...,xy) = 0 and ¢a(y1,...,ye) = 0 together with the equations
corresponding to the bindings. The system must have inequalities to guarantee
that ¢ or ¢y would not be zero in the random world.

A solution to the described system can potentially lead to a distinguishing
attack. For that, the next step is to decompile such relations into programs, with
the help of the solution that has been found. This may introduce an exponential
blow-up due to potential permutations of sets of instructions, but in practice,
these sets of instructions have dependencies between them and, in general, there
are not so many possibilities. For every possible program decompiled from the
relations, we test with our method from Section 6.5 whether it is a universal
distinguisher.

In this first implementation, expressions 1, @9 are selected by considering
all possible expressions of a limited size. In the experiments from Table 6.2 the

6Such additions are irrelevant for indifferentiability as noticed in [90].
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Description ‘ Primitive ‘ Attack type ‘ Heuristic 1 ‘ Heuristic 2
Check tool 2-rounds Feistel IND-CPA 441 ms Vv 0.79 ms Vv
Check tool 3-rounds Feistel IND-CCA 261 ms Vv 133 ms v
Figure 6.16 4-rounds Feistel Indiff 206s v >100s ©@

- 5-rounds Feistel Indiff >100s @ >100s ©
Figure 6.14 2-rounds pal-Feistel IND-CPA 453 ms VvV 1.8ms Vv
Figure 6.15 3-rounds pal-Feistel | IND-CCA 201 ms Vv 4.0ms VvV
Figure 6.15 4-rounds pal-Feistel | IND-CCA 33.0s Vv 74 ms v
Figure 6.15 5-rounds pal-Feistel | IND-CCA >100s ©@ 209 ms Vv
Figure 6.15 6-rounds pal-Feistel | IND-CCA >100s ©@ 433 ms VvV
Figure 6.15 7-rounds pal-Feistel | IND-CCA >100s @ | 1654 ms Vv
Figure 6.12 1-round IEM IND-CPA 85.4 ms x 0.46 ms Vv
Figure 6.13 2-rounds IEM Indiff 739 ms X 99 ms VvV

- 3-rounds IEM Indiff 67.6s X >100s ©
Check tool 2-rounds CD Indiff 134 ms v 171s vV

Table 6.2: Results on fully automated attacks search. Symbol v is used when
the algorithm found an attack, x is used when the algorithm terminates without
an attack and @ denotes a timeout (the algorithm did not give an answer after
100 seconds). Here, pal-Feistel stands for palindromic Feistel network.

size has been limited to 7, i.e. all symbolic expressions that (when interpreted
as a tree) contain at most 7 leaves.

6.6.2.2 Heuristic 2

This heuristic follows a similar idea, but executes it in a different way. It
basically considers a computation ¢ (see Figure 6.8) that, after being executed,
defines a list of symbolic expression. Heuristic 2 solves a linear system on these
expressions trying to get a linear combination of them that is symbolically
equivalent to 0. Every such linear combination defines a distinguishing event
that may lead to a universal attack.

Again, in this first implementation we brute-force on all possible compu-
tations ¢ of limited size. In our experiments, c is restricted to use at most 4
random samplings and consider equations of size at most 5.

6.6.2.3 Results

Table 6.2 summarizes our experiments on fully automated attacks search. We
want to point out that the heuristics have been defined with a general purpose
and do not explicitly exploit the properties of any primitive. All the primitives
from the table have been analyzed with both heuristics. For some primitives
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we provide (in Section 6.8) the description of the attack found. When both
heuristic found an attack, this description correspond to the attack found by
the heuristic that performed better.

It is well-known that palindromic-Feistel constructions are insecure construc-
tions, but we have considered these constructions to further test our heuristics.

An attack that does not require to invoke the round functions is IND-CCA,
while if it only uses the main component in one direction, it is classified as
IND-CPA.

Our new attack on 5-rounds Feistel networks (Figure 6.17) has been found
by feeding our Heuristic 1 with specific relations. Namely,

pri=a) @y @y @i and g i=y” @9y @y @yl

where the bindings are C(xgo),xm) = (y§°), yi(l)) for every i € {1,2,3,4}.

7

6.6.3 Concluding remarks

In this work we initiate the study of indifferentiability from the perspective of
symbolic analysis and automated cryptography. As it has been done in other
frameworks, like the GGM, we provide results that guarantee that the symbolic
conclusions derived about these systems have a meaningful interpretation in the
actual model (without symbols, but concrete implementations of the algebraic
structures).

We describe a general method for testing the universality of distinguishers
in the context of indifferentiability. This method leverages techniques from
unification theory, such as, unification, deductibility, static equivalence.

We provide an implementation of our methods, by solving such problems in
the theory that we consider. Our implementation approaches these problems
from a combinational point of view, we solve unification, deductibility and static
equivalence in two disjoint theories, namely, the theory of @ and the theory of
function symbols with inverses. We then implement a solution for all problems
based on the combination of the individual solutions. Arnaud, Cortier and
Delaune [23]| guarantee that the combination is sound and complete. However,
our methods also depend on deductibility constraints, which, as shown by [71],
may be undecidable in some associative-commutative theories, like the one we
considered. We approach the problem by implementing (we refer to our tool for
details) an algorithm for deducibility constraints, but it is future work to prove
that our algorithm is sound and complete.

We also leave for future work to improve on the basic heuristics that we have
presented for fully automated attacks search.
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6.7 Proof of Master Theorem (Theorem 20)

We will prove our Master Theorem in two steps. Very roughly, the first step
guarantees that after sampling names uniformly, the expression still does not
unify to zero (it still contains function symbols) except with negligible proba-
bility. In the second step we prove that if it still contains functions symbols, it
will only evaluate to zero with negligible probability.

For the sake of simplicity, the proof provided in this section is for the case
when Fun only contains a function F' of arity 1 with an inverse. The general
case (multiple functions, arbitrary arities and general inverses) can be proven
following almost the same argument (with a significant notational overhead).
We also focus on the case of characteristic p = 2 for simplicity and write @
instead of +5 (and without loss of generality, note that all arguments can be
extended for an arbitrary p).

In order to divide the proof in two steps, we define an intermediate gram-
mar for expressions without names and variables, &g, induced by group G of
characteristic p, defined as follows:

Ec =|a group element, a € G
|Ecm&s addition
| F*(&g) function evaluation, b e {—1,+1}

Grammar &g is equipped with the following set of simplification rules:

(rmy)mz = z@E(ym=2) associativity
rT@EY = y@Er commutativity
rzmEz=0g nilpotence
r@E0g =2 identity
F(FYz)=FYF(z)) =2 function inverse
amb=a+gb simplification in G, a,be G

where Og represents the identity element of G and +¢ represents the group law
in G. The above grammar and rules define an equational theory that we denote
by Tg. We say two expressions e, eo are equivalent in such theory, denoted by
e1 =7 ez if one can be rewritten to the other by the described rewriting rules.

Observe that procedure instg : & — G can be splitted in the composition
of two procedures, i.e., instg = insth o instg;, where

instg 1 & — &g and inst& e — G .

Roughly, procedure instg, takes a ground expression from grammar & and con-
verts names in group elements from G, getting an expression from grammar
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&g. Then, inst& takes an expression from grammar &g and produces a group
element by selecting a random function f from the set of all functions from G
to G and interpreting symbol F' as function f.

We divide the proof of Theorem 20 in two helper lemmas (Lemmas 12 and 13).

Lemma 12. Let G be a group of characteristic 2 and let e be a ground expression
from grammar &, containing at most d function symbols and such that e #7 0.
It holds,

1+d

Pr [instf =7 Og| < ——
I"[InS G(e) Tc G] |G|

where the probability is taken over the coins inside procedure instg.
Proof. We prove the lemma by induction on d.

« If d = 0, expression e does not contain function symbols, but e #+ 0
and therefore, it must contain names. When such names take a uniform
value in G, they will be reduced to an expression of £z, which can ac-
tually be simplified (by the simplification in G rule) to a single group
element in G. Tt is clear that the probability that this element is Og (that
is instg:(e) =75 Og) is exactly 1/|G].

« If d > 0, expression e can be rewritten to an expression of the form:
a®.. 0 ®F(e)®...® F¥(e)

where ¢ > 0, ¢; € Name for ¢ € [k] are pair-wise different, b; € {—1,+1}
and e; are expressions of grammar &, for j € [¢]. Note that all expressions
can be rewritten to such a form and let us call the expression homogeneous
when k£ = 0, i.e., when all top-level terms contain a function symbol. An
expression without function symbols is said to be homogeneous if it is
equivalent to 0. The notion of homogeneity extends naturally to grammar
Eg- Let us consider the following events:

A = instg(e) =7 Og A=insth(c®...®c) =7 Og
B = instg(e) is hom. B = instl (F (1) ® ... @ F%(ey)) is hom.

A~

Observe that Pr[B] may not be 1 because there can be cancellations of
the top level function symbol of some terms due to the function inverse
rewriting rule. Also, note that Pr[A] < Pr[B] and Pr[B | B] = Pr[A| B],
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therefore,

Pr[A] < Pr[B]
— Pr[B| B Pr[B] + Pr[B| —B] Pr[-B]
< Pr[A| B] Pr[B] + Pr[-B]
< Pr[A] + Pr[-B]

1+d
< R
G|

A~

There, Pr[A] has been upper-bounded by 1/|G| by a very similar argument
to the one given in the case d = 0. Additionally, Pr[B] has been upper-
bounded by d/|G|. To see that, for every j € [¢] we define the event

C; = instl(F"(e;)) is not homogeneous

and we define d; as the number of function symbols appearing in e;. Note
that d; < d for every j € [¢]. Also, note that if C; does not occur, it
is because e; unified to F~% (a) (for some a € G) after insty, and thus,
Pr[—C;] is upper-bounded by the probability of a symbolic expression
(with d; or fewer function symbols) evaluating to Og after inst,. There-
fore, by the induction hypothesis, Pr[C;] < (1 + d;)/|G|. Also, note that
Zje[é] d; = d — (. Finally, note that (by the union bound),

AN 1 + dj dj ]. d
Pr[-B] < Y Pr[C] < ), T 2@+2@:@ .
Jjele] jele] jele]

jele]

=(d-0)/|G|  =t/|G| O

Before stating the next lemma, observe that any expression e from grammar
&g containing d function symbols can always be rewritten and seen as a tree
with at most d+1 leaves and where all leaves are elements of G. For example,
if G is implemented as the set of 3-bitstrings with the exclusive or operation,
the symbolic expression

F(F(110®m 001) m F(000) m 110 m 111) m 101
can be represented by the following tree:

E<101 F—111
Faaaizbooo
001
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We define leaves(e) as the set of group elements formed by the leaves of e in
this reduced form, again, |leaves(e)| < d+1.

Lemma 13. Let G be a group of characteristic 2 and let e be an expression from
grammar Eg, containing at most d function symbols and such that e #7, 0. It
holds,
143 . 542 37
3d° + 3d° + d

G|

Pr [instf;(e) =g O¢] <

where the probability is taken over the coins inside procedure inst&.
Proof. We will prove the result by induction in d.

« If d = 0, we have that e =7, a for some a € G different from the identity
Og. In that case, Pr[inst}(e) =¢ 0g] = 0.

« If d > 0, let L be the set of all leaves (in the reduced tree for e) together
with Og. Now, consider one of the leaves that has a function symbol at
the next level in the tree. Without loss of generality, we can think of this
leaf as the next one evaluated by the procedure inst%ﬁ which will choose
uniformly a value v € G for function F on this leaf. Let Ay be the event of
v being such that for all a € L, v +g a ¢ L. Now, observe that if Ay does
not occur, the expression e will be transformed into an expression €, that
cannot be further simplified with the rewriting rules from &z. Therefore,
it is guaranteed that € #7, Og and note that € contains at most d—1
function symbols. The induction hypothesis gives us that

(d—1)% + 3(d—1)? + & (d—1)
G| '

1
Pr [instf;(€) =g 0] < 2

Furthermore, note that |L| = leaves(e)+1 < d+2 and therefore, the prob-
ability of A7, can be upper-bounded by (d+2)?/|G|. We have,

$(d=1)% + 3(d—1)* + ¥ (d—1)

Pr [instf;(e) =g 0g] < G + Pr[AL]
_ $(d—1)% + 3(d—1)* + 2 (d—1) . (d+2)?
N G| G|
1d® + 3d* + 3d

G

We are now ready to provide a proof for our Master Theorem.
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Proof of Theorem 20. Let e be an expression containing at most d function
symbols and such that e #7 0. We have,

Pr [instg(e) =¢ Og] = Pr [(instf; o inst)(e) =¢ 0g]
1+d
(by Lemma 12) < Pr [(inst& oinstg)(e) =g Og } instg, #7., OG] + ‘j—?’

$d® + 3>+ 3d  1+d

(by Lemma 13) < +
G| Gl
1 5 43
< §d3+§d2+gd+1
G
d® +27
<
G

where the last inequality is due to the fact that %d?’ + ng + %d +1<d®+27
for every value of d € N. OJ

6.8 Distinguishers mentioned in Section 6.6

In this section we present the distinguishers (automatically found with our
heuristics) that we refer to in the other sections of this chapter.

Computation: Distinguishing event:
1 a «—g {0,1}" _
) beg (0.1} Cla,a) ®a=C(b,b)®b

Figure 6.12: Attack (IND-CPA) on 1-round Iterated Even-Mansour (automati-
cally found with our Heuristic 2).

Computation: Distinguishing event:
1 b “—g {07 1}” )
2 r1 < q(Pa, +,0) r @ C(re,b) =0
3 ry < q(Pr, +,b)

Figure 6.13: Attack (Indiff) on 2-rounds Iterated Even-Mansour (automatically
found with our Heuristic 2).
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Computation: Distinguishing event:
1 a <—g {07 1}n -
2 b s {0,1}" a®b = Ci(a,0) ®Ci(b,b)

Figure 6.14: Attack (IND-CPA) on 2-rounds palindromic Feistel network (auto-
matically found with our Heuristic 2, for all £ < 7).

Computation: Distinguishing event:

Lol Ci0.0) = € (a.0)
Figure 6.15: Attack (IND-CCA) on k-rounds palindromic Feistel network (auto-
matically found with our Heuristic 2).

Computation: Distinguishing events:

7];11 (_$q{((;31’}711) To Py @] =0

fo —a(Fy, f1) Ci (g, 1) @ Cy (g, )

fo —a(F1,m1 @ fo) @Ci(a!,z") = 0
Ji—=ad(Fo,m @ 2 ® f1)

fs —a(F1,m1 @ fa)

r0:=f1D f5

3363: "m®hHd®fa®fs

0= @B oD fs

=@ fa

S

1 —Tl@fz

© o N O R W N

R

8 8 8 8

=3I = O
|

Figure 6.16: Attack on 4-rounds Feistel network (automatically found with our
Heuristic 1).
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Computation: Distinguishing events:

220 s
;3 s {(Oal}n) Cl(:co,xl)@Cl(xg,x’l)

1< q(F5,aq " momy _
Fo — q(Fy, a) C—Dcl(xO’xl)@Cl(xO’ 1)=0
vi=fi® f2Da; Ty # T

/3 <—q(F2,a3) "
f4<—q(F2,v) T # X
f5 —a(F1, f3Day
(
(

© 0 N O O e W N

) Ty # o

fo — a(F1, f3 @ ar)
fr—a(F1, f1 @ az)

fs —q(F1, fa®@ aq)

T = f5 D as

0= fe@as

0:=fr®v

nm —fg@’l]

= fzsD@a

1= fs®@a

1= fi®ay

1= fi®a

[ N S T e e e
[ BENo B e I > B, RV V=]
88 8 8 8 8 8
—IX—RXRS R oOoxoxo

Figure 6.17: New attack on 5-rounds Feistel found with our tool, which is
structurally different from the attack by Coron et al. [86].
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Conclusions & Future Work

Amplify, clarify, and punctuate, and let
the viewer draw his or her own conclusion.

Keith Jackson

Computer assistance is an emerging practice in the design and verification
of cryptographic primitives and protocols. However, the line of research in
computer-aided cryptography that focuses on automated analysis is quite re-
cent and fairly unexplored. There exist many open challenges in this topic,
which is lagging behind cryptography research by several years. Recent efforts
in this field successfully apply automated analysis techniques to actual crypto-
graphic primitives, nonetheless, it remains unclear how automated analysis can
be applied to the most recent and advanced constructions.

In this thesis, we present new and relevant results for automated analysis
in cryptography. We develop new techniques and tools to broaden the scope of
computer-aided cryptography, with special emphasis on pairing-based cryptog-
raphy.

On the focus on pairing-based constructions. We note that most of our
techniques are not limited to the bilinear groups paradigm and could be natu-
rally extended to other settings. However, pairing-based cryptography is a very
relevant target, because pairings are often used to build advanced constructions,
such as Attribute-Based Encryption or Structure-Preserving Signatures.

Analysis of Cryptographic Constructions in the GGM. The approach
that we have adopted for automated analysis in Chapter 3 and Chapter 5 is
based on analyzing systems of symbolic constraints. Once a cryptographic
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primitive and its desired security are specified, proving its security is reduced
to deciding whether a system of constraints has a solution or not. Such ap-
proach usually involves different non-deterministic choices, guided by a heuris-
tic. More precisely, analyzing such systems of constraints is commonly done
through simplification rules that allow to transform the systems into simpler
and equivalent ones. These rules do not introduce new solutions to the system
and they do not produce new systems with fewer solutions after its application.
A security proof consists of a sequence of rule application steps that eventu-
ally lead to a final state (from which a solution to the system can be found
or no solution exists). Finding the right sequence of rules is a very challeng-
ing problem for automation and the designed heuristics sometimes fall short.
The tools we develop in this thesis never make mistakes (they are proven to be
sound), but can sometimes fail to produce an output (they are not proven to
be complete). A very interesting line of future work is to improve the heuristics
that we propose, increasing the number of schemes that can be analyzed with
our tools.

However, note that most of the problems we focus on (namely, proving
security of constructions in our models) are known to be undecidable. Therefore,
there is no hope to produce complete tools in the most general scenarios. It is
still a very interesting problem for future work to define restricted classes of
primitives or constructions that admit complete methods for analyzing their
security.

On the expressivity of Attribute-Based Encryption. One of the main
challenges on ABE is expressivity: the state-of-the-art constructions do not
achieve a good balance between expressivity and size. Another very challenging
problem is direct revocation (see Section 4.6.1.2), which cannot be satisfactorily
achieved yet. Our results from Chapter 4 give new insights on addressing these
problems, making ABE feasible for real applications. The benchmarks for our
improved predicate encodings (see Figure 4.3) show clear run-time improve-
ments for setup, encryption and key generation and minimal improvements for
decryption. However, the state-of-the-art for Attribute-Based Encryption is still
very far from the performance achieved by other simpler public-key cryptosys-
tems (classic Public-Key Encryption, or the simple Identity-Based Encryption).
Consequently, the study of this important area of cryptography must continue.
We believe our new results open new research directions in this topic.

Analysis of ABE in the Generic Group Model and beyond. On the
practical side, it would be very interesting to develop synthesis techniques for
exploring the space of Rational-Fraction Induced ABE (RFI-ABE). As in our
Chapter 3 or prior works using synthesis [44], it would be interesting to ex-
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plore classes of constructions systematically, using our tool for finding attacks
and proofs. In order to achieve broader coverage (in other words, minimize
the number of schemes for which the tool times out), we intend to improve the
efficiency of the tool both for finding attacks and proofs. Moreover, it would
be desirable to establish mathematical theorems that justify focusing on more
restricted, tractable, classes of constructions (else, the search space far exceeds
current computing capabilities). Beyond ABE, it seems appealing to explore
whether our tool could be used for Structure-Preserving Signatures and, in par-
ticular, to synthesize SPSs based on rational fractions (note that the synthesis
performed in Chapter 3 has been analyzed with our gga® , which does support
Laurent polynomials in the exponent, but not rational fractions).

On the theoretical side, it would be interesting to prove that RFI-ABE are
selectively secure (Definition 12) in the standard model, under a strong ¢-type
hardness assumption.

On our methods for indifferentiability. We note that the results pre-
sented in Chapter 6 are still work in progress, that has not been submitted for
review yet. Our implemented algorithms for unification, deductibilty and static
equivalence are sound and complete, as guaranteed by the results of Arnaud
et al. [23]. However, our methods for testing the universality of distinguishers
(some times) additionally require analyzing deducibility constraints, for which
we have implemented an algorithm, that we have not proven sound nor com-
plete. Deducibility constraints is a relatively new topic and not much is known
about this problem in associative-commutative theories yet (some works give
sufficient conditions for the decidability of the problem [71], but extra analysis
is required to guarantee that our systems meet such conditions). We leave for
future work proving the validity of our algorithm for deducibility constraints or
designing one that is sound and complete. However, we note that the value of
our work is mainly in our techniques. Our method is sound, but the decidabil-
ity of the problem we consider depends on an algorithm that is still unknown.
Nevertheless, in many cases, unsatisfiablility can be guaranteed by only relying
on unification, deductibilty and static equivalence, for which we have decision
procedures. Furthermore, it is worth noticing that our heuristics lead to actual
valid attacks.

On the implementations. Our implementations reproduce the algorithms
described in this document and are open-source for reproducibility and pub-
lic verifiability. However, even though we have made a big effort for faithfully
implementing our methods, our tools might contain errors. Using formal verifi-
cation for proving that our implementations meet the theoretical description of
our algorithms is a very ambitious and interesting future work direction. Veri-
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fying our algorithms would require new approaches, because the nature of our
proof techniques is quite unique.

Nonetheless, our techniques have their own value. Implementations are use-
ful to experiment with our methods and to show that our techniques are feasible
and applicable to actual examples from the literature. Our tools validate our
theoretical results and evidence that they are worth to be explored in more
detail. Furthermore, there is no reason to think that our tools misbehave and,
even if they are not verified, they are still useful to play with them. They can
be used to gain confidence about the design of certain primitives or to discard
others if attacks were found. Consequently, our tools are not only useful to sup-
port our theoretical results, but can be helpful for building new cryptographic
primitives. Again, a responsible use of our implementations would require an
additional theoretical analysis of the primitives that are discovered with them.

Other research directions. Finally, another very interesting future work is
to relate automated analysis in cryptography to the field of Artificial Intelligence
(AI). On the one hand, research and new techniques on automated reasoning for
cryptography can lead to new approaches to other problems and applications
of AI. On the other hand, automated analysis in cryptography can benefit from
existing techniques in the area of Al In particular, machine learning [175] can
lead to important advances in the framework of automated reasoning for cryp-
tography. We refer to [169] for a survey of the relationship between the fields
of cryptography and machine learning. Some works explore the application of
AT to cryptanalysis [121, 142], others explore how neural networks [158] can be
used for the design of cryptographic primitives [57, 113]. However, to the best
of our knowledge, the application of Al techniques to the area of automated
proofs in cryptography remains practically unexplored. A very interesting line
of research is to investigate how our heuristics on constraint solving could lever-
age techniques from machine learning such as neural networks or decision trees
[69] to improve their effectiveness.

Cryptography is a very natural candidate for testing new Al techniques,
and boosts the research in such an important field, which is the imminent and
unavoidable future of our civilization. Who knows whether one day machines
will be able to assist in the creative part of mathematical proofs.
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